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FIRE #49
In which scenarios could the GITHUB_TOKEN be used? (Each correct answer presents a complete solution. Choose two.)

A. to create a repository secret

B. to create issues in the repo

C. to add a member to an organization

D. to read from the file system on the runner
E. to leverage a self-hosted runner

F. to publish to GitHub Packages

Z%: BF

fE R A«
[D] To authenticate to a GitHub Packages registry within a GitHub Actions workflow, you can use:
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*-> GITHUB_TOKEN to publish packages associated with the workflow repository.

* A personal access token (classic) with at least read:packages scope to install packages associated with other private repositories
(GITHUB_TOKEN can be used if the repository is granted read access to the package.

[E] You can use the GITHUB_TOKEN to make authenticated API calls. This example workflow creates an issue using the GitHub
REST API:

Reference:

httpsz/docs.github.com/en/packages/learn- github-packages/introduction-to- github-packages
httpsz/docs.github.com/en/actions/tutorials/authenticate-with- github_token

il /8 #50
‘When reviewing an action for use, what file defines its available inputs and outputs?

A. workflow.yml
B. inputs.yml

C. defaults.json
D. action.yml

E. config,json

ZX: D

R RE RS :
The action.yml file defines the inputs and outputs for a GitHub Action. This file contains metadata about the action, including the
required mputs and outputs, as well as other configurations like the action's description, runs, and environment setup.

R #51
‘What menu options in a repository do you need to select in order to use a starter workflow that is provided by your organization?

A. Workflow > Load workflow
B. Actions > New workflow
C. Actions > Load workflow
D. Workflow > New workflow

E%: B

SR

To use a starter workflow provided by your organization, you need to go to the Actions tab in the repository and select New
workflow. This option allows you to either create a new workflow or select from a list of available workflow templates, including
starter workflows provided by your organization.

R R #52
Which GitHub Actions capability prevents secrets from appearing in workflow logs?

A. Default secret masking in logs

B. GitHub Audit Log

C. Manual approval for secret log output
D. Encrypted secrets written to logs

BE: A

fE R A«

GitHub Actions automatically redacts secret values from workflow logs so ifa command prints a secret the value is masked in the
output. This built in protection helps prevent accidental exposure of credentials during job execution and it applies without additional
configuration.

PR #53
‘What is the simplest action type to run a shell script?



A. Bash script action

B. JavaScript action

C. Docker container action
D. Composite action

EX: B

R A -

Types of actions

Docker container actions. Docker containers package the environment with the GitHub Actions code. ...

JavaScript actions. JavaScript actions can run directly on a runner machine, and separate the action code from the environment used
to run the code. ...

Composite Actions.

Note:

JavaScript actions

JavaScript actions can run directly on a runner machine, and separate the action code from the environment used to run the code.
Using a JavaScript action simplifies the action code and executes faster than a Docker container action.

Reference:

https/docs.github.com/en/actions/concepts/workflows-and-actions/custom-actions
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