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¢ Installation and Configuration: Detailed knowledge of how to install and configure IdentitylQ, including
=A1 setup, database configurations, and integration with other systemns.

¢ Troubleshooting and Best Practices: Diagnosing and addressing common issues, adhering to best practices
FH 2 for deployment, and optimizing performance.

¢ Customization and Development: Tailoring IdentitylQ workflows, rules, and interfaces to align with specific
=X 3 business requirements, which includes utilizing SailPoint APIs and employing BeanShell for bespoke

development.

¢ Identity Governance and Admmnistration: Implementation of identity governance processes, including access
FH 4 certifications, policy enforcement, and identity lifecycle management.

o IdentitylQ Fundamentals: This section covers understanding the core architecture, components, and
FH 5 functionalities of IdentitylQ, including the role of identity governance.

e Reporting and Analytics: Developing and administering reports within IdentitylQ to aid in compliance and
A 6 audit processes, as well as comprehending the platforn's analytics features.
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EE #106

Is this a default functionality of the Lifecycle Manager (LCM) module?
Proposed Solution:

Launch Certification Campaign

e A No
e B. Yes

HE: A

MY

No. Launching certification campaigns is not default Lifecycle Manager functionality. Lifecycle Manager focuses on identity lifecycle
and access-request operations such as joiner, mover, leaver processing, access requests, account management, approvals, and
provisioning workflows. Certification campaigns belong to IdentitylQ's access review and compliance/certification capabilities, not
LCM's default finctional scope.

Certifications are used to review access, roles, entitlements, policy violations, or account/group membership and then require
reviewers to approve, revoke, or otherwise act on access. LCM may interact with certification results indirectly because remediation
froma certification can trigger provisioning or access changes, but launching the campaign itself is a certification/compliance finction.
This question tests whether the engineer separates lifecycle-request processing from access-review governance. Mixing them up
leads to poor module design and incorrect implementation expectations. References/topics: IdentitylQ Engineer - Lifecycle
Manager, access request, provisioning workflows, certification campaigns, Compliance Manager.

EE #107
Is the following statement about IdentitylQ rule inputs and outputs correct?
Solution: The lypical mput variables for a rule are listed in the BeanShell rule editor in IdentitylQ, based on the rule registry.

o A Yes
e B.No

e A

ME:

Yes, the typical input variables for a rule are listed in the BeanShell rule editor in IdentitylQ, based on the rule registry. When you
create or edit a rule in IdentitylQ using the BeanShell editor, the available input variables that are relevant to the rule type are
typically pre-defined and listed based on the rule registry. These nput variables provide context and data that the rule can operate
on, and their availability helps guide the rule development process.

Therefore, the correct answer is A. Yes.

Reference:

This information is confirmed by the SailPoint IdentitylQ Developer Guide, which discusses how the rule editor provides mnput
variables based on the rule type and registry, ensuring that developers have the necessary context for writing rules.

EE #108

Is this statement true about identitylQ ' s syslog event storage?

Solution: Both logging and auditing can have a negative influence on performance. Logging and auditing both require extra function
calls within The application and will generate data that will need to be stored.

e A Yes
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e B. No
HE: A

Y.

Yes, the statement is true. Both logging and auditing in SailPoint IdentitylQ can have a negative influence on performance because
they mvolve additional finction calls within the application. These processes generate data that needs to be stored, which can impact
performance if not managed properly. Extensive logging and auditing, particularly at high levels of detail, can lead to increased I/O
and storage usage, potentially slowing down system operations.

SailPoint IdentitylQ Performance Tuning Guide

SailPoint IdentitylQ Logging and Auditing Guide (Impact on Performance)

HE #109
is the following a valid role option that can be configured?
Solution: Configure a role to include a set of IdentitylQ capabilities.

o A Yes
e B.No

HE: A

L

The statement is true. In SailPoint IdentitylQ, it is possible to configure a role to include a set of IdentitylQ capabilities. Capabilities
n IdentitylQQ are permissions that grant users access to specific fnctionalities within the platform, such as managing identities,
viewing reports, or administering roles. By associating a role with specific capabilities, you can control what actions users assigned to
that role can perform within the IdentitylQ environment.

SailPoint IdentitylQ Administration Guide (Role Configuration and Capabilities Section) SailPoint IdentitylQ Configuration Guide
(Sections on Roles and Capabilities)

EE #110
Can the search type in Syslog be used to accomplish this result?
Solution: Identifying the number of employees that report to a specific person

e A No
e B. Yes

HE. A

ME:

Syslog is primarily used for logging system events and not for performing complex searches or queries on hierarchical or
organizational data like identifying the number of employees that report to a specific person. Such a query would typically require
access to the organizational hierarchy or identity data, which is better achieved through IdentitylQ's reporting or search capabilities
within the application rather than using Syslog, Syslog captures log events related to system operations, errors, and other activity logs
but isn't designed for the type of structured query described in the question.

Reference:

SailPoint IdentitylQ Logging and Monitoring Guide

SailPoint IdentitylQ Administration Guide (Sections on Reporting and Search)
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