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E R #28
What are two features of Cisco Secure Endpoint? (Choose two.)

A. rogue wireless detection
B. full disk encryption

C. web content filtering

D. Orbital Advanced Search
E. file trajectory

IEf#: D, E
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Cisco Secure Endpoint (formerly AMP for Endpoints) offers features like:
* File trajectory: to track file behavior and spread across endpoints.
* Orbital Advanced Search: for querying endpoint data to detect threats in real time.

B #29
Refer to the exhibit.

What do these artifacts indicate?

A. A forged DNS request is forwarding users to malicious websites.
B. A malicious file is redirecting users to different domains.

C. Anexecutable file is requesting an application download.

D. The MDS5 ofa file is identified as a virus and is being blocked.

Ef#: C

M #30
Refer to the exhibit.

Which two actions should be taken as a result of this information? (Choose two.)

A. Block any malicious activity with xfe-threat-score-10.

B. Block any URLs i received emmais.

C. Block all emails sent from malicious domain apponline-8473.xyz
D. Blacklist IPs 164.90.168.78 and 199.19.224.83.

E. Block any access to and from domain apponline-8473.xyz.

Ef#: D. E

fER L2

Comprehensive and Detailed Explanation:

The exhibit contains STIX (Structured Threat Information Expression) formatted threat mtelligence indicating:

* A phishing indicator related to the domain:apponline-8473.xyz

* Associated malicious IP addresses:164.90.168.78and199.19.224.83

* Labelled as "malicious-activity" with "xfe-threat-score-10"

Based on this:

* Option B is correct: The IP addresses explicitly listed in the pattern field should be blacklisted to prevent command-and-control or
malicious connections.

* Option C is correct: The domainapponline-8473.xyzis also listed and flagged as involved in phishing, so DNS and firewall rules
should block access to and from this domain.

Options A and E are too broad or speculative; the data specifies a specific domain, not a generic block on all emails or URLs.
Option D refers to a label used for classification and not a directly actionable item.

Therefore, the correct answers are: B and C.

R #31

A security team received reports of users receiving emails linked to external or unknown URLSs that are non- returnable and non-
deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received. After detecting the
problem, the security team moves to the recovery phase in their incident response plan. Which two actions should be taken in the
recovery phase of this incident? (Choose two.)

A. collect logs

B. remove vulnerabilities

C. verify the breadth of the attack

D. scan hosts with updated signatures
E. request packet capture

EM#E: B. D



R #32
Which tool is used for reverse engneering malware?

F
=

A. NMAP
B. SNORT
C. Wireshark
D. Ghidra

: D

B #33
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