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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q125-Q130):

NEW QUESTION # 125

SCENARIO - Please use the following to answer the next question:

Carol was a US-based glassmaker who sold her work at art festivals. She kept things simple by only accepting cash and personal
checks.

As business grew, Carol couldn't keep up with demand, and traveling to festivals became burdensome. Carol opened a small
boutique and hired Sam to run it while she worked in the studio. Sam was a natural salesperson, and business doubled. Carol told
Sam, 'l don't know what you are doing, but keep doing it; But months later, the gift shop was in chaos. Carol realized that Sam
needed help so she hired Jane, who had business expertise and could handle the back-office tasks. Sam would continue to focus on
sales. Carol gave Jane a few weeks to get acquainted with the artisan craft business, and then scheduled a meeting for the three of
themto discuss Jane s first impressions.

At the meeting, Carol could not wait to hear Jane s thoughts, but she was unprepared for what Jane had to say.

"Carol. I know that he doesn't realize it, but some of Sam s efforts to increase sales have put you in a vulnerable position. You are
not protecting customers personal information like you should." Sam said, 'l am protecting our information. I keep it in the safe with
our bank deposit. It's only a list of customers names, addresses and phone numbers that I get from their checks before I deposit
them I contact them when you finish a piece that I think they would like. That's the only information I have! The only other thing I do
is post photos and information about your work on the photo sharing site that I use with family and friends. I provide my email
address and people send me their information if they want to see more of your work. Posting online really helps sales, Carol. In fact,
the only complaint I hear is about having to come into the shop to make a purchase." Carol replied, "Jane, that doesn't sound so bad.
Could you just fix things and help us to post even more online?"

"T can," said Jane. "But it's not quite that simple. I need to set up a new program to make sure that we follow the best practices in
data management. And I am concerned for our customers. They should be able to manage how we use their personal information.
We also should develop a social media strategy" Sam and Jane worked hard during the following year. One of the decisions they
made was to contract with an outside vendor to manage online sales. At the end of the year Carol shared some exciting news. "Sam
and Jane, you have done such a great job that one of the biggest names in the glass business wants to buy us out!

And Jane, they want to talk to you about merging all of our customer and vendor information with theirs beforehand " What type of
principles would be the best guide for Jane s ideas regarding a new data management program?

A. Fair Information Practice Principles.
B. Incident preparedness principles.

C. Vendor management principles.

D. Collection limitation principles.

Answer: D

NEW QUESTION # 126
‘Which Organization for Economic Co-operation and Development (OECD) privacy protection principle encourages an organization
to obtain an individual s consent before transferring personal information?

A. Collection limitation.

B. Purpose specification.
C. Accountability.

D. Individual participation.

Answer: A

NEW QUESTION # 127
All of the following can be indications of a ransomware attack EXCEPT?

A. The mability to access certain files.

B. An increased amount of spam email in an individual's inbox.

C. An increase in activity of the CPU of a computer for no apparent reason.

D. The detection of suspicious network communications between the ransonmware and the attacker's command and control
servers.

Answer: B



Explanation:

Ransomware attacks are typically characterized by certain signs, including:

* Inability to access certain files (Option A): This is a primary indication as ransomware often encrypts files, making them
maccessible.

* Increased CPU activity for no apparent reason (Option C): This can be a sign of encryption processes running in the background.
* Detection of suspicious network communications (Option D): Ransomware often commumicates with command and control
servers for instructions or to send encryption keys.

Option B, an increased amount of spam email, is not an indication of a ransomware attack. Spam emails are more commonly
associated with phishing attacks or general email security issues.

References:

* JAPP Information Privacy Technologist (CIPT) training materials

* NIST Special Publication 800-83 (Guide to Malware Incident Prevention and Handling)

NEW QUESTION # 128
Which is likely to reduce the types of access controls needed within an organization?

A. Decentralization of data.

B. Standardization of technology.

C. Increased number of remote employees.
D. Regular data inventories.

Answer: C

Explanation:

Step by Step Comprehensive Detailed Explanation with References:

* Option A: Risk transfer involves shifting the risk to another party, such as through insurance. Simply informing customers does not
transfer the risk.

* Option B: Risk mitigation involves taking steps to reduce the severity or likelihood of the risk.

Informing and obtaining consent does not mitigate the risk but acknowledges it.

* Option C: Risk avoidance mnvolves changing plans to entirely avoid the risk. Informing customers of the risk is not avoiding it but
rather acknowledging it.

* Option D: Risk acceptance involves recognizing the risk and deciding to proceed with it. By informing customers and obtaining
their consent, the organization acknowledges the risk and accepts it as part of their operations.

IAPP CIPT Study Guide
Risk management frameworks and practices in privacy

NEW QUESTION # 129
An organization is launching a new smart speaker to the market. The device will have the capability to play music and provide news
and weather updates. Which of the following would be a concern froma privacy perspective?

A. Browser Fingerprinting.

B. Appropriation.

C. Context aware computing.
D. Context of authority.

Answer: C

Explanation:

An organization launching a new smart speaker to the market that has the capability to play music and provide news and weather
updates would have concerns about context aware conmputing rather than browser fingerprinting from a privacy perspective. Context
aware conputing involves using information about an individual's location or behavior to tailor their experience with technology. This
can raise concerns about how personal data is collected and used without individuals' knowledge or consent.

NEW QUESTION # 130
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