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How the Cisco 300-445 Exam Helps You Ensure
Secure and Reliable Networks

The Cisco 300-445 oxam is 8 cnlical part of the CCNP Enlerpeise centification track. Unlike
axams that fecus sohaly on confiquration, the Dasigning and Emplementing Emenpdise Natwork
Assurance (EMMA) exam emphasizes nobwork assurance, ensuring entorprse natworks ane
officignl. secure, and rolisbio. Il lests candidates on their ability 1o monitor, analyze, and
optimize network perlormance, leveraging modem togls, aulomation, and analytics.

The Cisco 300-445 (ENNA) exam covers nebwork lelemelry, sWeaming analyics, progetive
toubleshooting, and assurance Trameworks, all of which are essential for enlerprise networks
where uplime, pedformance, end secunty are crucial, It is designod for notwork engineers and
agministrators respansible for maintaning oparational excelience in compls enviranments.

Key Ways the Cisco 300-445 Exam Prepares You for Network
Assurance

The Cisco 300-245 oxam focuses on equipping proféssionais with the skills and knowhedge
required to maintain network stabiéity and security, The Cisco 300-445 (ENMNA} cxam cnsurns
candedates urdarstand mot just theory, but practical application in real-workd nebwork oparations
Badow ang the key ancas thal contibute 1o secwa and reliable nabwodks,

1. Network Telemetry and Data Collection

One of the foundations of the 300-445 exam is understanding network telemetry. Candidates
lein how 1o gather data fram devices using lools such &8 Cisco DMA Center, SNMP, MelFlow,
and Syshog, This lelemetry provides real-time visbility imo network perfcemance, iraffic patiems,
and device heaith. By effectively coflect:ng and analyzing this data, engineers can ifanlity
polentiad msues belona thiy escalale, which = critical fof mantaming reliabie nabvorks,

2. Proactive Manitoring and Anomaly Detection

The 300-445 (ENMA) exam emphasizes proactiva monitoring rather than  reactive
toublesnooting. Professionals are tosted on Mhair abilly 10 delec! anomatos. perlonmance
degradation, and configuration errors wsing aulomalion and analytics. This ensures network
teams can inlervene balore user experance i impacled, reducing downltime and maintaining
sarvice refiability,

3. Security Assurance

Mainissning nebwork secudity is 8 major focus. Candidates are evaluated on how they monsae
socurily polficies, enforcs complance, and detecd threats within enberprse networks. By
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Cisco Designing and Implementing Enterprise Network Assurance 38 5 300-

445 A B E (Q15-Q20):

B #15

Drag and Drop Question

An engineer must set up maximum rate throughput testing between two Cisco ThousandEyes agents. Drag and drop the
ThousandEyes test options from the bottom onto the boxes in the configuration screen, which allows for maximum rate throughput
testing. Some options may be used more than once. Not all options are used.

Answer Area

Basic Configuration Advancod Settings

Tarnget Agent

Interval

Enatle Thioughput
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Answer Area

Basic Configuration Advanced Settings

Target Agent  [Friene Agent -
interval 2 minutes
M@ﬂB Esterpnie Agest -

Direction Esterprize Agent :

e

Protocol v
S Enable Throughput
e Clonsd Agent Source o Target
Loe Erterprise Agent

Explanation:

Throughput testing in ThousandEyes requires two Enterprise Agents, because Cloud Agents cannot participate in throughput tests.
Enabling maximum rate throughput also requires a TCP- based active measurement and specifying the traffic flow as Source to
Target, which defines the sender-receiver direction for the throughput test.

R #16
How does mtegrating Cisco Catalyst Manager with Webex Control Hub benefit network management?

A. Enhancing security monitoring
B. Optimizing WAN performance
C. Centralizing device management

D. Streamlining application deployment
EfE: C

A -
Integrating Cisco Catalyst Manager with Webex Control Hub benefits network management by centralizing device management,
enabling efficient configuration and monitoring of network devices in network assurance.

B #17
What type of alert rule is configured based on the state of BGP routing table in network assurance?

e A. Performance alert
e B. Protocol alert

e (. Threshold alert

¢ D. Security alert

IEf#: B

R -
A protocol alert rule is configured based on the state of BGP routing table in network assurance to detect and mitigate potential
routing issues.

HP#18

Drag and Drop Question

An engineer receives a user report of slowness of an internal website at http/test-ipv6.com Drag and drop the HTTP Server test
phases from the left onto the steps on the right to troubleshoot the issue from the Cisco ThousandEyes test view. Not all options are



used.

Answer Area
step 1
CISCO e
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Y
oot
- CISCO
Explanation:

For an HTTP (not HTTPS) site, ThousandEyes processes phases in this order:
1. DNS to resolve the hostname

2. Connect to establish the TCP session

3. HTTP to request and receive the content

TLS 1.3 and SSL are not used because the site is HTTP, not HTTPS.

B #19
Refer to the exhibit. Which two configurations allow the Cisco ThousandEyes Enterprise Agent to use the [Pv6 path to perform the
DNS query? (Choose two.)
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A. Configure the Enterprise Agent to prefer IPvo.

B. Configure the HTTP server test to prefer IPvo6.

C. Configure the DNS server test to target DNS servers by [Pv6 address.
D. Configure web test to use the Happy Eyeballs algorithm.

E. Configure IPv6 support in Meraki Insights.

Eﬁ: A\ C

R«

To ensure the ThousandEyes Enterprise Agent uses IPv6 for DNS queries, two things must be configured:

1. The agent must prefer IPvo, so it selects IPv6 transport when both families are available.

2. The DNS test must explicitly target DNS servers using IPv6 addresses, ensuring the lookup itself takes place over IPv6.

B #20
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