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HH #122

A company is using Palo Alto Networks GlobalProtect to provide secure remote access for its mobile workforce. With a Premium
GlobalProtect license, they want to gain deeper visibility into the security posture of endpoints connecting to the network and enforce
policy based on endpoint compliance. Which feature, part of the Premium GlobalProtect offering, collects endpoint attributes and
sends them to the firewall to enable compliance-based access control?

A. Cortex XDR integration

B. User-ID

C. Data Filtering

D. App-1ID

E. Host Information Profile (HIP)

Ef#: E

A -

Premium GlobalProtect includes the Host Information Profile (HIP) feature. HIP allows the GlobalProtect agent on the endpoint to
collect detailed information about the device's security posture (e.g., OS version, patch status, antivirus installed and updated, disk
encryption status, running processes). This information is sent to the GlobalProtect gateway (on the NGFW or Prisma Access),
where it's evaluated against configured HIP Objects and Profiles, which can then be used as criteria in Security Policy rules to grant
or deny access based on compliance. Option A (User-1D) identifies the user. Option C (App-ID) identifies applications. Option D
(Cortex XDR) provides endpoint detection and response. Option E (Data Filtering) inspects content for sensitive data.

B #123

A user's endpoint is infected with malware that attempts to contact its command-and-control (C2) server using a newly generated
domain name (Domain Generation Algorithm - DGA). The user's traffic passes through a Palo Alto Networks NGFW with the
Advanced DNS Security subscription enabled. The DNS query for the malicious domain is sent to an external DNS server via the
firewall. How does Advanced DNS Security MOST likely contribute to detecting and preventing this C2 communication attempt?
(Select all that apply)

e A The Advanced DNS Security cloud service analyzes the domain name requested using machine learning models trained to
detect DGA patterns and other malicious characteristics.

e B. The firewall intercepts the DNS query and sends it to the Advanced DNS Security cloud service for analysis.

e C. The firewall relies on the external DNS server to block the query based on its own threat intelligence.

e D. The firewall detects the C2 activity by deep packet imspection of the encrypted commumication flow after the DNS
resolution is complete.

e E. Based on the analysis, if the domain is classified as malicious, the Advanced DNS Security cloud service instructs the
firewall to block the DNS response or the subsequent connection attempt to the resotved IP address.

IEf#: A. B. E

AR :

Advanced DNS Security intercepts and analyzes DNS queries to block access to malicious domains before the connection to the
malicious IP is even attempted. - Option A (Correct): When enabled, the firewall intercepts DNS queries passing through it and
forwards them (or metadata about them) to the Advanced DNS Security cloud service for analysis. - Option B (Correct): The cloud
service performs sophisticated analysis on the domain name and associated context (querying source, history, etc.), leveraging
machine learning models (specifically trained to detect DGAs) and threat intelligence to determine if the domain is malicious. - Option
C (Correct): If the cloud service identifies the domain as malicious, it sends a verdict back to the firewall. The firewall then takes the
configured action (e.g., block the DN response, sinkhole the response to a safe IP, block the subsequent connection to the
resolved malicious IP) based on the policy applied to the DNS traffic. - Option D (Incorrect): While some external DNS servers
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offer security features, the protection here is provided by Palo Alto Networks' Advanced DNS Security, which acts as an
intermediary or inspector for the DNS traffic. - Option E (Incorrect): While other security profiles can detect C2 activity within the
application layer after a connection is made, Advanced DNS Security provides prevention at the DNS layer , stopping the
connection attempt before it even begins, which is a more proactive approach.

HA #124
‘When monitoring Prisma Access logs in Cortex Data Lake, what is the primary identifier used to correlate different log types (e.g,,
Traffic, Threat, URL Filtering, Data Filtering) related to the same user activity or connection?

A. The destination URL or IP address.

B. The App-ID of'the application.

C. The username (if User-ID is enabled).
D. The Session ID assigned by the firewall.
E. The timestamp of the log entry.

F. The source IP address of the user.

Ef#E: D

A -

Each session flowing through a Palo Alto Networks firewall (including Prisma Access security processing nodes) is assigned a
unique Session ID upon its creation. This Session ID is carried through different log types generated for that session (Traffic, Threat,
URL, File, Data Filtering, Decryption). This allows admmistrators to easily correlate related events for the same connection. While
User-1ID, IP, URL, etc., are important filtering criteria, the Session ID is the definitive key for linking all log entries belonging to a
single session.

HA #125

An organization is using Device-1D and potentially the IoT Security subscription to gain visibility into the diverse endpoints on their
network. A security policy needs to allow specific types of devices (e.g., 'Corporate Printers', ' Approved IP Cameras') to access
certain network resources while restricting 'Unknown Devices' or 'Personal Devices' from accessing sensitive segments. Which of
the following are valid ways to leverage Device-1D and related features in Security Policy rules on a Palo Alto Networks NGFW?
(Select all that apply)

e A. Applying different security profiles (Threat, URL, etc.) based on the Device-ID category identified for a session, within the
same Security Policy rule.

¢ B. Creating HIP Objects that match Device-ID categories and using these HIP Objects in the 'Source User' or 'HIP Profile’
tab of a Security Policy rule.

e C. Creating dynamic Address Groups based on Device-1D categories and using these Address Groups in the 'Source
Address' or 'Destination Address' fields of'a Security Policy rule.

e D. Using Device-1D categories directly in the 'Source' or 'Destination’ tabs of a Security Policy rule (e.g., Source 'Device
Category: Corporate Printers').

e E. Configuring Authentication Policy rules that require users on specific Device-ID categories to authenticate.

IFf#: B. C. D. E

R -

Device-ID provides identity context about the endpoint, which can be used in various policy types. - Option A (Correct): Device-1D
categories (like 'Corporate Printers', 'Unknown Device') are available as direct matching criteria in the 'Source' and 'Destination’ tabs
of Security Policy rules. - Option B (Correct): Dynamic Address Groups can be created based on Device-ID categories. These
groups automatically include the IP addresses of devices matching the category and can be used in the address fields of Security
Policy rules. - Option C (Correct): HIP Objects can be defined to match specific Device-1D categories. These HIP Objects can
then be combined into HIP Profiles and used in the 'Source User' or 'HIP Profile' tab of Security Policy rules, often in conjunction
with User-1D, to enforce policies based on both user and device type/posture. - Option D (Incorrect): While you apply security
profiles to a rule, the specific profiles applied depend on the policy rule matched not dynamically on the Device-1D category within a
single rule match. You would use separate rules for different Device-1D categories, each with its own set of security profiles. -
Option E (Correct): Authentication Policy rules can be configured to require authentication (e.g., via Captive Portal) for traffic
originating from devices matching specific Device-ID categories, providing identity awareness for devices where User-1D agents
might not be applicable.



HA #1206

A critical data center perimeter is secured by a pair of Palo Alto Networks PA-5220 firewalls configured in an Active/Passive High
Auvailability (HA) setup. In this configuration, which key state information is actively synchronized between the primary (Active) and
secondary (Passive) firewalls to ensure minimal disruption to established connections upon a failover event?

A. Routing table entries and neighbor discovery (ARP table).

B. Master key for decrypting sensitive configuration data.

C. Session state table, including application identification status and security profile enforcement points.
D. NAT translation table entries for currently active NAT sessions.

E. User-1ID mappings (IP to usernane) learned from various sources.

_EE%: C\ D

TR

In a Palo Alto Networks Active/Passive HA configuration, the primary goal of state synchronization is to maintain established traffic
flows across a failover. This requires synchronizing dynamic state information about active connections. Key tables synchronized for
this purpose are the session state table (which includes details about application ID, security profiles applied, etc., for the current
flow) and the NAT translation table (for active NAT sessions). Option A is incorrect; routing and ARP are generally handled
independently by each firewall's control plane, though gratuitous ARPs are sent upon failover to update network devices. Option D
is incorrect; the master key is part of the configuration, not session state, and while configuration is synchronized, the master key isn't
something that needs dynamic sync for failover itself. Option E is incorrect; User-ID mappings are synchronized but are not strictly
necessary for maintaining existing sessions ; they are used for new session policy lookups.
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