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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q577-Q582):

NEW QUESTION # 577
An organization has defined a set of standard security controls. This organization has also defined the circunstances and conditions
in which they must be applied. What is the NEXT logical step in applying the controls in the organization?

A. Perform an asset classification

B. Analyze existing controls on systems
C. Determine the risk tolerance

D. Create an architecture gap analysis

Answer: A

NEW QUESTION # 578
An organization is looking for a framework to measure the efficiency and effectiveness of their Information Security Management
System. Which of the following mnternational standards can BEST assist this organization?

A. Control Objectives for Information Technology (COBIT)

B. International Organization for Standardizations - 27005 (ISO-27005)
C. International Organization for Standardizations - 27004 (ISO-27004)
D. Payment Card Industry Data Security Standards (PCI-DSS)

Answer: C

NEW QUESTION # 579
The MOST common method to get an unbiased measurement of the effectiveness of an Information Security Management System
(ISMS) is to

A. assign the responsibility to the information security team

B. perform an independent audit of the security controls.

C. create operational reports on the effectiveness of the controls.

D. assign the responsibility to the team responsible for the management of the controls.

Answer: B

Explanation:

Purpose of an Independent Audit:

* Independent audits provide an unbiased assessment of the effectiveness of security controls within the ISMS.
* They ensure compliance with organizational policies, standards, and regulatory requirements.

Why This is Correct:

* Independence removes conflicts of interest, leading to objective evaluations and actionable insights.

Why Other Options Are Incorrect:

* A. Security Team Responsibility: Lacks independence, leading to potential bias.

* B. Team Managing Controls: Cannot provide an unbiased review of their work.

* C. Operational Reports: Useful for internal monitoring but not independent.

References:EC-Council emphasizes the importance of independent audits for assessing ISMS effectiveness objectively and
comprehensively.

NEW QUESTION # 580
Which of the following statements about Encapsulating Security Payload (ESP) is true?

e A itis atext-based communication protocol
e B. It is an [PSec protocol
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e C. Ituses UDP port 22
e D. Ituses TCP port 22 as the default port and operates at the application layer

Answer: B

Explanation:
Explanation/Reference:

NEW QUESTION # 581
The executive board has requested that the CISO define Key Performance Indicators (KPIs) to measure the effectiveness of the
security awareness program. Which information would be MOST useful?

A. Annual number of help desk tickets with the word "security" in them

B. Month-by-month percentages of employees that failed phishing tests

C. Number of alerts detected by the Security Operations Center

D. Total number of employees that reported unsuccessful social engineering attacks

Answer: B

Explanation:

Comprehensive and Detailed Explanation (250-350 words)

The EC-Council CCISO program defines KPIs as metrics that demonstrate performance trends and effectiveness over time. The
most useful KPI for a security awareness program is month-by-month phishing failure rates, as this directly measures behavioral
improvement.

CCISO materials emphasize that awareness effectiveness is best evaluated by reduced susceptibility to attacks, not activity volume.
Help desk tickets (Option A) and SOC alerts (Option D) are indirect and noisy indicators. Reporting attempts (Option B) is useful
but does not show failure trends.

Phishing test failure rates provide executives with a clear, trend-based performance indicator, making Option C correct.

NEW QUESTION # 582
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