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CompTIA SecAl+ Certification Exam Sample Questions (Q43-Q48):

NEW QUESTION # 43
Which of the following job roles in an organizational governance structure develops a model from business use cases?

A. Al risk analyst

B. Platform architect

C. Data scientist

D. Machine learning operations (MLOps) engineer

Answer: C

Explanation:
A data scientist develops models from business use cases by translating organizational needs into machine learming solutions. They
prepare data, select algorithims, and build models that align with the use cases.

NEW QUESTION # 44
Which log type is MOST useful for detecting DNS tunneling?

A. Firewall allow logs
B. Authentication logs
C. Netflow logs only
D. DNS query logs

Answer: D

Explanation:
DNS logs reveal abnormal query lengths and frequencies typical of tunneling,

NEW QUESTION # 45
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within Al
systems that involve data disclosure. Which of'the following is the most suitable control?

A. Rate limits

B. Masking
C. Encryption

D. Data lincage

Answer: C

Explanation:
For financial institutions handling Al systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

NEW QUESTION # 46
Which of the following is the most impactfl security risk associated with the use of a generative Al chatbot?

A. Data leakage

B. Weak encryption

C. Model validation

D. Overly permissive access

Answer: A

Explanation:

The most significant risk with generative Al chatbots is data leakage, where sensitive or regulated information could be exposed
through prompts or outputs. This risk directly impacts confidentiality and compliance, making it more critical than access scope,
encryption, or validation concerns.



NEW QUESTION # 47
What is the PRIMARY purpose of an MSSP for small businesses?

A. Performrequired compliance audits

B. Develop internal apps

C. Replace all internal IT

D. Provide outsourced monitoring and threat detection

Answer: D

Explanation:
MSSPs specialize in outsourced security monitoring and alerting,

NEW QUESTION # 48
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