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CompTIA CS0-004 Exam Syllabus Topics:

Section

Objectives

Testing and Troubleshooting

- Application validation

¢ 1. Debugging techniques
e 2. Testing strategies
e 3. Performance and error analysis

Application Development Environment

- Development tools

¢ 1. Development workflow
e 2. Build and deployment process
¢ 3. Project structure

Curam Platform Architecture

- Application architecture

e 1. Curam framework components
e 2. Server and client architecture
¢ 3. Model-driven development concepts

Data Modeling and Server Development

- Entity and business logic development

1. Database interaction

2. Server-side processing

3. Structs and interfaces

4. Domamn and entity modeling
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- User interface development

e 1. Widgets and controls

Client Development e 2. Pages and navigation
* 3. Views and clusters
- Custom development
1. Upgrade-safe customization
Customization and Extension 2. Extension mechanisims

3. Impact analysis

4. Customization best practices
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CompTIA Cybersecurity Analyst (CySA+) Certification Exam 52 € CS0-004
A B R (Q50-Q55):

E #50
Which of'the following best explains the purpose of the Pyramid of Pain in threat intelligence?

¢ A. To compare open-source intelligence (OSINT) with closed-source intelligence based on collection cost
¢ B. To measure how much operational damage a threat actor can cause before detection occurs

e (. To show that changing to different types of indicators and behaviors is difficult for an adversary

¢ D. To organize attack activity into categories such as spoofing, tampering, and repudiation

EfE: C
R«

The Pyramid of Pain ranks indicators by how difficult they are for an attacker to replace. IP addresses and hashes are easy to
change, while tools and TTPs are much harder.

HH #51
A security analyst investigates a malware alert froma critical system. The following information is present in the ticket:
! cqess Apache;
Services running: (2) sendmaill

Suspicious/unknown files:
(2)
Suspicious running

h
processes: (1) _

ﬁl;sptcmus IP addresses: 128.210.175.23 |
Which of the following should the analyst do first?

rust_scan; sssh

¢ A Review the Apache logs.
¢ B. Determine whether sssh is a malicious program
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¢ C. Block the suspicious IP address 128.210.175.23.
¢ D. Delete the suspicious files.

IEf#: B

R -

The presence of an unknown running process on a critical system is a strong indicator of compromise. Before taking any contamment
actions, the analyst must confirm whether the process is malicious. Identifying and validating the nature of the suspicious process
provides the foundation for correct next steps in containment and eradication.

H #52
Which of the following will inhibit remediation when attempting to resolve a vulnerability?

¢ A Shared systenms
¢ B. Controlled systems
e C. Legacy systens
¢ D. Closed systens

EfE: C

R

Legacy systems commonly inhibit vulnerability remediation because they may depend on obsolete operating systens, unsupported
applications, specialized hardware, outdated protocols, or vendor products for which security updates are no longer provided. Even
when a vulnerability is accurately identified, the organization may be unable to apply a modern patch without breaking compatibility,
mterrupting a critical business process, or violating vendor support requireiments.

NIST guidance explicitly recognizes that legacy systens create unique security-management challenges, while federal cybersecurity
guidance warns that products remaining in service after vendor support ends may lack effective mechanisms for addressing newly
discovered vulnerabilities.

In such circumstances, vulnerability-management teams may need to use compensating controls such as segmentation, firewall
restrictions, application allowlisting, stronger access controls, enhanced monitoring, or service isolation while planning migration or
replacement. These controls reduce exposure but do not remove the underlying software defect.

"Controlled systens," "shared systems," and "closed systens" do not inherently prevent remediation. A shared system may require
greater coordination, but it can still be fully supported and patchable. The defining issue with legacy technology is that technical and
vendor constraints can directly prevent normal remediation .

Study Guide Reference: Vulnerability Management # Remediation Constraints # Legacy Systems # End-of- Life Technology #
Patch Availability # Compensating Controls # System Replacement.

H #53
The vulnerability management team must scan the cloud environment to establish security baselines.
Which of the following assessment tools should the team use to perform this task?

A. Prowler
B. Caldera
C. Metasploit
D. Maltego

EfE: A

AR :

Prowler is designed for cloud security assessment, configuration review, and compliance evaluation, which directly meets the
requirement to establish cloud-security baselines. The project's official repository describes Prowler as an open-source cloud
security platform that automates security and compliance assessments across cloud environments and provides extensive security
checks, reporting, and remediation guidance.

Baseline assessments establish an expected security posture against which subsequent configurations and changes can be evaluated.
Prowler can examine cloud settings such as identity permissions, logging, encryption, public exposure, network controls, storage
configuration, and service-specific security features.

This allows the vulnerability-management team to identify deviations from security and compliance expectations.

Metasploit is an exploitation framework used primarily for penetration testing and validation of exploitable weaknesses. Maltego is
an information- gathering and relationship-mapping platform frequently associated with OSINT and infrastructure reconnaissance.



MITRE CALDERA is an adversary-emulation platform used to exercise defensive controls using autormated attack techniques.

The term "cloud environment" combined with "security baselines" points directly toward a cloud posture and conpliance assessment
tool rather than exploitation, OSINT, or adversary simulation.

Study Guide Reference: Vulnerability Management # Cloud Assessiments # Prowler # Security Baselines # Configuration Auditing #
Compliance Checks # Cloud Security Posture.

HH #54
A security operations center manager is concerned that after action reporting is not being completed in a timely manner.

Which of'the following will allow the manager to quantify this concern?

A. Mean time to close

B. Mean time to respond

C. Mean time to remediate

D. Mean time between failures

EfE: A
R -

Mean tie to close is the most relevant measurement because the manager needs to quantify how long cases or incidents remain
open before all required closure activities-including after-action documentation-are conmpleted.

An incident may already be technically contained and remediated while administrative closure remains outstanding, Mean time to
remediate measures how long it takes to correct or neutralize the security problem, but it does not necessarily include final reporting
and formal case closure. Mean time to respond measures how quickly responders begin or perform response activity after detection.
Mean time between failures is primarily a reliability metric describing the average operating duration between failures and does not
measure SOC reporting performance.

Current Microsoft Sentinel SOC guidance explicitly includes mean time to closure and time-to-closure percentiles among incident-
management metrics used to evaluate SOC performance. This directly maps to the manager’s concern: if after-action reports delay
completion of incidents, the organization's mean closure time will increase and can be trended by analyst, severity, team, or incident
category.

Therefore, B provides the quantitative evidence needed to determine whether after-action reporting is preventing incidents from
being closed promptly.

Study Guide Reference: Reporting and Commumication # Incident Metrics # Mean Time to Close # After- Action Reporting # SOC
Performance Measurement # Continuous Improvement.
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