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You are working for a cloud service provider and receive an eDiscovery order pertaining to one of your custorrers.
‘Which of the following would be the most appropriate action to take first?

A. Copy the data

B. Take a shapshot of the virtual machines
C. Notify the customer

D. Escrow the encryption keys

Answer: C

Explanation:

Explanation/Reference:

Explanation:

When a cloud service provider receives an eDiscovery order pertaining to one of their customers, the first action they must take is to
notify the customer. This allows the customer to be aware of what was received, as well as to conduct a review to determine if any
challenges are necessary or warranted. Taking snapshots of virtual machines, copying data, and escrowing encryption keys are all
processes involved in the actual collection of data and should not be performed until the customer has been notified of the request.

NEW QUESTION # 264
Egress monitoring solutions usually include a function that

A. Resides on client machines

B. Uses stateful inspection

C. Uses biometrics to scan users
D. Inspects incoming packets

Answer: A

NEW QUESTION # 265
‘Which component of ITIL involves planning for the restoration of services after an unexpected outage or incident?

A. Continuity management

B. Availability management
C. Configuration management
D. Problem management

Answer: A

Explanation:

Continuity management (or business continuity management) is focused on planning for the successful restoration of systems or
services after an unexpected outage, incident, or disaster.

Problem management is focused on identifying and mitigating known problens and deficiencies before they occur. Availability
management is focused on making sure system resources, processes, personnel, and toolsets are properly allocated and secured to
meet SLA requirements. Configuration management tracks and maintains detailed information about all IT components within an

organization.

NEW QUESTION # 266

Which of the following top security threats mvolves attempting to send nvalid commands to an application in an attempt to get the
application to execute the code?

Response:

A. Injection

B. Cross-site scripting

C. Cross-site request forgery

D. Insecure direct object references

Answer: A



NEW QUESTION # 267
What does SDN stand for within a cloud environment?

A. Software-dynamic networking
B. Software-dependent networking
C. System-dynamic nodes

D. Software-defined networking

Answer: D

Explanation:

Explanation

Software-defined networking separates the administration of network filtering and network forwarding to allow for distributed
admmnistration.

NEW QUESTION # 268
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