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WGU C706 Secure Software Design
(Pre-Assessment)

Which due diligence activity for supply chain secarity should eccur in the initinthon phase of the
soflware scquisition life cycke? - o Developing a request for progosal (REP) that inchudes

supply ehain security risk managensent

Which dus diligence activity for supply chain secarity investigaies the means by which data scis

ase shared and assessed? - ' A docement exchange and review

Identification of the entity making the scoess request

Verfication ihal the request has mod chaaged since ils initiafion
Application of the appropriale aulhorization procedures
Reexmmination of previoasly autharized requests by the sane entity

Which securily design analysis is being described? - & Complete mediation

Which software secunity principle guonds against the improper modification or destraction of

information and ensures the ronrepudiation snd suthenticity of information? - o o' Integrity

What type of funciional security requirement involves fecelving, proosssing, somng.

ransmitling. and delivering in repir form? = o o Prinsary datofivw
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HE#73

The security team is reviewing whether changes or open issues exist that would affect requirements for handling personal information
documented in earlier phases of the development life cycle.
Which activity of the Ship SDL phase is being performed?

IEf#: D
A -

A. Final security review

B. Open-source licensing review
C. Vulnerability scan

D. Final privacy review

The activity being performed is the final privacy review. This step is crucial in the Ship phase of the Security Development Lifecycle
(SDL), where the security team assesses if there are any changes or unresolved issues that could impact the requirements for


https://www.xhs1991.com/Secure-Software-Design.html

handling personal information. These requirements are typically documented in the earlier stages of the development lifecycle, and the
final privacy review ensures that the software complies with these requirements before release.

References: The explanation is based on the best practices outlined in the SDL Activities and Best Practices, which detail the
importance of conducting a final privacy review during the Ship phase to ensure that all privacy issues have been addressed12.

R #74
Which software development model starts by specifying and implementing just a part of the software, which is then reviewed and
identifies further requirements that are implemented by repeating the cycle?

A. Tterative

B. Implementation
C. Code and fix
D. Waterfall

IEfE: A

AR :

Comprehensive and Detailed Explanation From Exact Extract:

The Iterative software development model fits this description. It imvolves specifying and implementing a portion of the software,
reviewing it, gathering feedback, and refining or adding requirements in successive cycles. This approach supports evolving
requirements and continuous improvement. Iterative models contrast with Waterfall (C), which is linear and sequential, with no
repetition of phases. "Code and fix" (D) is an informal, ad hoc process lacking formal review cycles. Implementation (B) is a phase,
not a model. The iterative approach is advocated in ISO/IEC 12207 and NIST guidelines for secure development, as it allows early
detection and remediation of security issues by incremental design and testing.

References:

ISO/IEC 12207 Software Lifecycle Processes

NIST SP 800-64 Revision 2: Security Considerations in SDLC

Microsoft SDL Docurmentation

HE#75

While performing finctional testing of the new product froma shared machine, a QA analyst closed their browser window but did
not logout of the application. A different QA analyst accessed the application an hour later and was not prompted to login. They then
noticed the previous analyst was still logged into the application.

How should existing security controls be adjusted to prevent this in the future?

A. Ensure role-based access control is enforced for access to all resources
B. Ensure user sessions timeout after short intervals

C. Ensure no sensitive information is stored in plain text in cookies

D. Ensure strong password policies are enforced

IEf#: B
fEEHL -

The issue described involves a session management vulnerability where the user's session remains active even after the browser
window is closed, allowing another user on the same machine to access the application without logging in. To prevent this security
risk, it's essential to adjust the session management controls to include an automatic timeout feature. This means that after a period of
nactivity, or when the browser window is closed, the session should automatically expire, requiring a new login to access the
application.

This adjustment ensures that even if a user forgets to log out, their session won't remain active indefinitely, reducing the risk of
unauthorized access.

References:

* Secure SDLC practices emphasize the importance of security at every stage of the software development life cycle, including the
implementation of proper session management controls12.

* Best practices for access control in security highlight the significance of managing session timeouts to prevent unauthorized
access3.

* Industry standards and guidelines often recommend session timeouts as a critical security control to protect against unauthorized
access4.



HH #76
Which privacy impact statement requirement type defines processes to keep personal information updated and accurate?

A. Collection of personal information requirements
B. Access requirements

C. Personal information retention requirements

D. Data integrity requirements

Ef#: D

it

Data integrity requirements within a privacy impact statement ensure that personal information is maintained in an accurate and up-
to-date manner. This involves establishing processes to regularly review and update personal data, as well as correct any
inaccuracies. These requirements are crucial for maintaining the trustworthiness of the data and ensuring that decisions made based
on this imformation are sound and reliable.

The Office of the Privacy Commissioner of Canada's guide on the Privacy Impact Assessment process emphasizes the importance
of accuracy and currency of personal informationl.

The European Union's General Data Protection Regulation (GDPR) outlines principles for data processing, including the necessity
for data to be accurate and kept up to date2.

The General Data Protection Regulation (GDPR) also includes provisions for data protection impact assessments, which involve
documenting processes before starting data processing3.

B #77
Which type of security analysis is performed using autormated software tools while an application is running and is most commonly

executed during the testing phase of the SDLC?

¢ A. Manual code review
e B. Static analysis

¢ C. Fuzztesting

¢ D. Dynamic analysis

Ef#: D

e«

Dynamic analysis is a security testing method that involves analyzing the behavior of software while it is running or in execution. It is
most commonly executed during the testing phase of the Software Development Life Cycle (SDLC). This type of analysis is used to
detect issues that might not be visible in the code's static state, such as runtime errors and memory leaks. Automated tools are
employed to perform dynamic analysis, which can simulate attacks on the application and identify vulnerabilities that could be
exploited by malicious actors.

References: The information provided here is verified by multiple sources that discuss security automation in the SDLC and the role
of dynamic analysis during the testing phase123.

HRE#78

Jpshiken® WGU® Secure-Software-Designid 5 b L —=> 7 &R # Fuc An iz 6. BOBELEZFCANL IO

LT RIOEEFCANRZOZEL WTT. BHWGUD Secure-Software-DesignEIEE # AL 1z 6. FAif:
L —EHTRBESH YA RT3 LA TEET. b LEBEMEMES DT, RO ERBCAE

B a256E . 2FEET 5 RVl £ 7,

Secure-Software-Designaf, B BB : https://www.jpshiken.com/Secure-Software-Design_shiken. html

e WGU Secure-Software-Design Exam | Secure-Software-Designic 4 & 4% 2 - i 3212 Secure-Software-Designzt B (2 &
¥y 20 %82 04 ¢ < www.mogiexameom [ C { Secure-Software-Design ) # &L . ERTK v >~
o — F L T < 72 & vy Secure-Software-DesignfilfE 4 > 7" v

e Secure-Software-Design# 37 &3# (| Secure-Software-Designfx #7 138 (| Secure-Software-DesignB B &K} (1]
Secure-Software-Design | % X} T & 7 >~ o — F[ www.goshiken.com |~ = 74 1 b # N J13 3 72 1) Secure-
Software-Designt #t [ -E 4


https://www.japancert.com/Secure-Software-Design.html
https://www.jpshiken.com/Secure-Software-Design_shiken.html
https://www.mogiexam.com/Secure-Software-Design-exam.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.jpshiken.com%252fSecure-Software-Design_shiken.html

e Secure-Software-Design& #% b L — Y > 7 [ Secure-Software-Design52 B8} (| Secure-Software-Design®. P 155
P2 [ = jp.fast2test.com [1Z NS L T [ Secure-Software-Design 1 2 &L . &R THL > o—FL TK
72 & 1> Secure-Software-Designi®: 5 [ 8 4

e Secure-Software-Design®. P 4158 4 2% < Secure-Software-Designi® #t i @4 B Secure-Software-Design®# 2 15
#5 ““ Secure-Software-Design "% 4L T & 7 > o — I ¢ www.goshiken.com [ 181 T#E ¥ % 72 1J Secure-Software-
Design % U 7 /S A

* /A /SR L — b D Secure-Software-Designff A &1 F - &% A 4 — X Secure-Software-Designid BRE b | — & &
75 % Secure-Software-Design H A FEME B G R [ K ¥ 5 721 T> www.shikenpass.com <> 5 > Secure-
Software-Design <% ¥} T £ 7 > @ — I Secure-Software-DesignB i# & ¥}

e WGURBERB A 1 F7 v 7 BAKH A b 4 Secure-Software-Design 5 5 &#% [ £ #7[ Secure-Software-
Design |FIRESE 7 7 1 v & ¥ www.goshiken.com [JiZ T #i 2 Secure-Software-Design®# & $5 &

o Secure-Software-Designff & 4 > 7"V [ Secure-Software-Designik B 15 #R [ Secure-Software-Design PDF [] 4>
¥ < www.mogiexam.com [ % B & . “Secure-Software-Design "% &R L TER KX Y>> o—FL TLEZ &L
Secure-Software- Designfx 37 &1 3%

e K& 5 L V> Secure-Software-Designi A< & 4% 2 — [B] & #% - 58 F i) & Secure-Software-Designit SR BUHE [ -
www.goshiken.com [ i + = Secure-Software-Design [ 1% B CX V> 0o —F T 20 HKEL YA P TT
Secure-Software-Designi® #i [ 4

o Secure-Software-Design®# 3 #5 & [ Secure-Software-Design®: [ #1385 P 2 [ Secure-Software-Designz B & ¥} 5
AR [ 44 b { www.passtest.jp } T> Secure-Software-Design <[4 % X 7 > o — F Secure-Software-Design®.
P %05 N 2

o WGURBEREBA A F7 vy 2 BAKH A b # Secure-Software-Design £ 58 &#% [ [ www.goshiken.com ] T=
Secure-Software-Design € # fRZE L « BB TX v > o — F L T £ 72 & Wy Secure-Software-Designgz H1 &1 55

o RERDMEMHIE-EBLD b 3 Secure-Software-Designi 45 & 1% #6345 - IE T I % Secure-Software-Designat 5% U g
44 b = www.mogiexam.com [1[][]C ( Secure-Software-Design ) B % # £ 7 > o — F Secure-Software-
Design + U 7 /S A

o www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, Disposable vapes

P.S.Jpshiken#’ Google Drive T 34 L T \» 2 4l 02026 WGU Secure-Software-Design&’ >
7"+ https//drive.google.comYopen?id=1 GTUmmgEHRUAO5qZeXrk0q0TQ9eFou3dH


https://jp.fast2test.com/Secure-Software-Design-premium-file.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.jpshiken.com%252fSecure-Software-Design_shiken.html
https://www.shikenpass.com/Secure-Software-Design-shiken.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.jpshiken.com%252fSecure-Software-Design_shiken.html
https://www.mogiexam.com/Secure-Software-Design-exam.html
https://www.boisdecene.fr/?s=%25e7%25b4%25a0%25e6%2599%25b4%25e3%2582%2589%25e3%2581%2597%25e3%2581%2584Secure-Software-Design%25e8%25b5%25a4%25e6%259c%25ac%25e5%2590%2588%25e6%25a0%25bc%25e7%258e%2587%25e4%25b8%2580%25e5%259b%259e%25e5%2590%2588%25e6%25a0%25bc-%25e5%25ae%259f%25e7%2594%25a8%25e7%259a%2584%25e3%2581%25aaSecure-Software-Design%25e8%25a9%25a6%25e9%25a8%2593%25e6%2594%25bb%25e7%2595%25a5%20%25f0%259f%25a7%25bd%20%25e2%259e%25a5%20www.goshiken.com%20%25f0%259f%25a1%2584%25e3%2581%25af%25e3%2580%2581%25e2%259e%25a5%20Secure-Software-Design%20%25f0%259f%25a1%2584%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2599%25e3%2582%258b%25e3%2581%25ae%25e3%2581%25ab%25e6%259c%2580%25e9%2581%25a9%25e3%2581%25aa%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e3%2581%25a7%25e3%2581%2599Secure-Software-Design%25e6%25a8%25a1%25e6%2593%25ac%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586
https://www.passtest.jp/Secure-Software-Design-mondaishuu.html
https://slagerijvanderwier.nl/?s=WGU%20%25e8%25aa%258d%25e5%25ae%259a%25e8%25a9%25a6%25e9%25a8%2593%25e3%2582%25ac%25e3%2582%25a4%25e3%2583%2589%25e3%2583%2596%25e3%2583%2583%25e3%2582%25af%20%25e8%25b6%2585%25e4%25ba%25ba%25e6%25b0%2597%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e3%2581%258c%20Secure-Software-Design%20%25e6%259c%2580%25e7%259f%25ad%25e5%2590%2588%25e6%25a0%25bc%20%25f0%259f%258d%25ac%20%5B%20www.goshiken.com%20%5D%25e3%2581%25a7%25e2%2587%259b%20Secure-Software-Design%20%25e2%2587%259a%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584Secure-Software-Design%25e6%259c%2580%25e6%2596%25b0%25e7%259f%25a5%25e8%25ad%2598
https://www.mogiexam.com/Secure-Software-Design-exam.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872337
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873208
https://myportal.utt.edu.tt/ICS/icsfs/05676e39-27b3-455a-9e95-5a561fcf05de.pdf?target=8099bccb-052f-4b28-b65a-80df907c033f
https://myportal.utt.edu.tt/ICS/icsfs/0e95b0b1-17c7-4661-a7f4-c8fd1b3b2ee1.pdf?target=2306c977-7c6e-45d9-9372-a59945aa47be
https://myportal.utt.edu.tt/ICS/icsfs/1f11ca85-bc1e-4b7d-9fcb-f7a3daa38bfc.pdf?target=c207a586-7d16-4036-a39a-f43e6d265127
https://myportal.utt.edu.tt/ICS/icsfs/33f72f54-4805-4461-88e3-f59908d9f2e1.pdf?target=b2d5e668-5d2f-4763-a216-769ee0eccfbd
https://myportal.utt.edu.tt/ICS/icsfs/63dced9a-ea51-40a9-9b42-cac564286b59.pdf?target=4fa7681c-273b-44b6-9049-5ce57ec3e6bc
https://myportal.utt.edu.tt/ICS/icsfs/80e200cc-9810-451b-95a0-4595d177a409.pdf?target=529b1510-df30-4ed6-884f-1ba163220c11
https://myportal.utt.edu.tt/ICS/icsfs/ababe5ca-001a-4953-9b2f-d84a0158e9bf.pdf?target=823fbffc-820b-4f14-981e-7ddb1cae1d76
https://myportal.utt.edu.tt/ICS/icsfs/c5e5d9aa-7520-454a-9f15-5f322e05a1c4.pdf?target=d28a7d0e-54ba-4db7-90cd-3c4c402a6eef
https://myportal.utt.edu.tt/ICS/icsfs/e54b9f39-1c8f-4ddd-9465-4251c7be561a.pdf?target=efb1febb-a87a-41e2-b240-63864e8ae4db
https://myportal.utt.edu.tt/ICS/icsfs/fd9d4419-ef57-4b86-b579-1e00212b746b.pdf?target=791eff4f-f93f-412f-a81f-69b65db65d01
https://myportal.utt.edu.tt/ICS/icsfs/005b5c4d-d217-4bbf-ae82-34bb886955d8.pdf?target=21070562-e073-467c-8955-34efcca9cc2e
https://myportal.utt.edu.tt/ICS/icsfs/17efc06d-543b-4dc0-b631-b24fd5586da4.pdf?target=c4a0ccca-ed5b-481e-a020-132ae919a9f9
https://myportal.utt.edu.tt/ICS/icsfs/44cab8a2-6cbf-4830-a954-0cc0f968d951.pdf?target=1d93d3d6-1d15-4e7f-8fc8-9bbb721d8e38
https://myportal.utt.edu.tt/ICS/icsfs/49c6620e-6313-4e30-be6e-575d5e3bf18c.pdf?target=b645fab0-0132-4b04-94ce-c71d06db8619
https://myportal.utt.edu.tt/ICS/icsfs/61375106-892b-4468-9019-c7292545f3ad.pdf?target=d94906cb-4466-48db-b0a6-20d28d3965b3
https://myportal.utt.edu.tt/ICS/icsfs/9ecdbf15-4fe3-409e-ae96-74099db2a239.pdf?target=6ec9185f-e882-4cb8-bdd3-29bec8e99c44
https://myportal.utt.edu.tt/ICS/icsfs/b234ed48-fc85-47eb-bac0-95be660b9362.pdf?target=a0e6f030-b3cc-441d-b0ed-c360de443680
https://myportal.utt.edu.tt/ICS/icsfs/c3e65c17-7fdd-4219-9bc9-3d1eeb3602d2.pdf?target=104568e6-8711-4977-9861-e86edde02d7c
https://myportal.utt.edu.tt/ICS/icsfs/df084992-ebd6-4008-909b-b5a8a52484ed.pdf?target=22bef0c8-2b38-4f54-a756-0607e0d5cff2
https://myportal.utt.edu.tt/ICS/icsfs/eff518cb-ddbf-446a-965e-cf1a96666509.pdf?target=15858b33-f501-4497-a143-57fe3653c0c2
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3797479
https://myportal.utt.edu.tt/ICS/icsfs/1e9e53e1-1aaa-4c4a-a65f-ef882530efb4.pdf?target=8dfc61c6-43cb-424a-8f37-d1f6295163ca
https://myportal.utt.edu.tt/ICS/icsfs/47631a69-1d50-490f-aa74-014a759af0cc.pdf?target=d57fe180-e06f-4bed-bfda-226c4175e8ee
https://myportal.utt.edu.tt/ICS/icsfs/548ae9f7-de30-4f17-9501-a713f938a90e.pdf?target=5eb9f8c7-9143-4ba9-b1e4-1e6ae0bee172
https://myportal.utt.edu.tt/ICS/icsfs/66f9beae-44ba-4d51-bdcc-470a8b875124.pdf?target=a9c6e10e-eaab-46d8-86ce-9045c760bbd9
https://myportal.utt.edu.tt/ICS/icsfs/78315f88-da6e-4435-b69a-0a4500cf28d3.pdf?target=9ed18cbf-6bba-400a-b1bc-fd940d569390
https://myportal.utt.edu.tt/ICS/icsfs/8cfcb19a-7c5e-4633-8ae6-63f4241bd9d2.pdf?target=704aa7c2-a0a5-4bfc-b047-e153c74668a6
https://myportal.utt.edu.tt/ICS/icsfs/8d6c0c5f-07e6-47d9-b7ab-47ac0551ff1f.pdf?target=d2f8789a-fddc-4404-bda4-a0243e00a43f
https://myportal.utt.edu.tt/ICS/icsfs/a441bfb3-32aa-4b87-8169-a753439719ee.pdf?target=174c16fc-36d3-40b6-b92e-8903a646137b
https://myportal.utt.edu.tt/ICS/icsfs/a86cf2bb-bae1-4788-98a6-ae90cca60f58.pdf?target=09a36d6b-8b6b-4383-b6ae-76b02251c9ba
https://myportal.utt.edu.tt/ICS/icsfs/fe154483-754c-4d39-8c47-f3ba59207312.pdf?target=5fd45abc-2c0c-44bf-83cc-d1f93b00d55f
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873106
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872978
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872270
https://myportal.utt.edu.tt/ICS/icsfs/03552ba9-717f-4640-a8bb-0ad727c6c3b9.pdf?target=6fac44b6-3806-4649-a1c0-e4df827f0ecb
https://myportal.utt.edu.tt/ICS/icsfs/11632ca4-50d6-47cf-b27c-d7eb284d96fd.pdf?target=db8fbf01-568a-4244-a70d-a154ad88ccc8
https://myportal.utt.edu.tt/ICS/icsfs/87d0ef3f-d76e-4089-8096-f2d5119d4abb.pdf?target=0da8ebdb-5337-4e10-92af-4d61c1f3f270
https://myportal.utt.edu.tt/ICS/icsfs/901e2243-d5ed-43d8-b3bd-2c18b010dfbe.pdf?target=c1a7fb13-1bc1-4bdf-a92b-3369d4d4fb4d
https://myportal.utt.edu.tt/ICS/icsfs/9b005417-7e0e-4019-9b49-b6b0cd839a5d.pdf?target=e1ceaf7b-ed4f-4bb6-9d12-ec5c0fa6126b
https://myportal.utt.edu.tt/ICS/icsfs/a08aa19d-5c9e-43d0-839f-b7aee4da9a5f.pdf?target=b6610cb1-3bac-40b4-83e0-a3f0f4fc61a4
https://myportal.utt.edu.tt/ICS/icsfs/aa9fddad-b840-4616-bcf7-4fda68107c43.pdf?target=052b63bf-32e8-4573-9314-ab19c11ada96
https://myportal.utt.edu.tt/ICS/icsfs/c1939960-0936-4d14-a131-d3727cca9d77.pdf?target=118308e9-d4da-459f-a3b7-5a6e79eb39fe
https://myportal.utt.edu.tt/ICS/icsfs/f3490934-974f-45aa-8cd9-428b38395088.pdf?target=181f35f7-3c21-4b7b-9afd-de4ac6b907fa
https://myportal.utt.edu.tt/ICS/icsfs/f798e15b-71d5-4296-8aa3-c614d1306cda.pdf?target=24d29612-20b0-47e5-b0ab-7a856c576e34
https://frvape.com
https://drive.google.com/open?id=1GTUmmqEHRUAO5qZeXrk0q0TQ9eFou3dH

