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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q10-Q15):
NEW QUESTION # 10 
Refer to the exhibit.
An engineer received an event log file to review. Which technology generated the log?
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A. proxy
B. NetFlow
C. IDS/IPS
D. firewall

Answer: C

Explanation:
The exhibit shows an event log file with fields like date time action protocol src-ip dst-ip src-port dst-port etc., which are typical in
Intrusion Detection Systems (IDS) or Intrusion Prevention Systems (IPS). These systems monitor network traffic for suspicious
activity or violations of policies and produce reports as seen in the exhibit. References: Cisco Certified CyberOps Associate
Overview

NEW QUESTION # 11 
What is a difference between tampered and untampered disk images?

A. Untampered images are used for forensic investigations.
B. Tampered images have the same stored and computed hash.
C. Tampered images are used as evidence.
D. Untampered images are deliberately altered to preserve as evidence.

Answer: A

Explanation:
Explanation
The disk image must be intact for forensics analysis. As a cybersecurity professional, you may be given the task of capturing an
image of a disk in a forensic manner. Imagine a security incident has occurred on a system and you are required to perform some
forensic investigation to determine who and what caused the attack.
Additionally, you want to ensure the data that was captured is not tampered with or modified during the creation of a disk image
process. Ref: Cisco Certified CyberOps Associate 200-201 Certification Guide

NEW QUESTION # 12 
Refer to the exhibit.
A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1?

A. corroborative evidence
B. indirect evidence
C. direct evidence
D. best evidence

Answer: B

Explanation:
The file in question, which contains logs of unsuccessful login attempts from an unknown IP address, is considered indirect evidence.
It suggests that there may have been an attempt to gain unauthorized access, but it does not directly prove who was responsible for
the attempts. Indirect evidence can be used to support other evidence that may lead to a direct identification of the threat actor.
Reference: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) and other Cisco cybersecurity resources
provide information on how to analyze and categorize different types of evidence in the context of security incidents.

NEW QUESTION # 13 
An analyst must choose one source of information for further troubleshooting. A key requirement is to use low storage space over
the next 12 months while being able to quickly determine the source and scope of an attack to effectively mitigate it. Which source of
information should the analyst choose?

A. SPAN port
B. traffic mirroring
C. NetFlow
D. .pcap file



Answer: C

Explanation:
Security operations teams must balance visibility, storage efficiency, and investigative speed when selecting long-term monitoring
data sources. NetFlow is specifically designed to meet these requirements by providing summarized metadata about network traffic
rather than capturing full packet contents.
NetFlow records information such as source and destination IP addresses, ports, protocols, byte counts, and timestamps. This
allows analysts to quickly identify communication patterns, unusual data transfers, and the scope of an incident without storing large
volumes of raw packet data. Because NetFlow stores metadata instead of payloads, it consumes significantly less storage space,
making it suitable for long-term retention over periods such as 12 months.
SPAN ports and traffic mirroring continuously copy raw network traffic, which generates massive data volumes and requires
substantial storage and processing resources. These methods are effective for short-term deep packet analysis but are not practical
for long-term retention. Packet capture (.pcap) files provide the most detailed visibility but consume the most storage and are
typically used only for targeted, short-duration investigations.
Cybersecurity operations documentation emphasizes NetFlow as a foundational telemetry source for incident scoping, threat hunting,
and anomaly detection. It enables rapid identification of compromised hosts, data exfiltration paths, and lateral movement while
maintaining storage efficiency.
Therefore, NetFlow is the most appropriate source of information given the stated requirements.

NEW QUESTION # 14 
What do host-based firewalls protect workstations from?

A. viruses
B. zero-day vulnerabilities
C. unwanted traffic
D. malicious web scripts

Answer: C

NEW QUESTION # 15
......
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