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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q836-Q841):

NEW QUESTION # 836
Users are reporting that an unsecured network is broadcasting with the same name as the normal wireless network. They are able to
access the internet but cannot connect to the file share servers. Which of the following best describes this issue?

A. Rogue wireless access point

B. Incorrect IP address

C. Unreachable DNS server

D. Virtual local area network misconfiguration

Answer: A

Explanation:

Comprehensive and Detailed In-Depth Explanation:A rogue wireless access point is an unauthorized wireless network set up by an
attacker or mistakenly by an employee. Ifthe rogue AP has the same SSID as the legitimate network, users may unknowingly
connect to it, causing security risks and preventing access to internal network resources.

* A. Unreachable DNS server - Incorrect. A DNS issue would prevent access to websites, not just file share servers.

* B. Virtual local area network (VLAN) misconfiguration - Incorrect. VLAN misconfiguration could restrict network access, but it
would not involve an unsecured network with the same name.

* C. Incorrect IP address - Incorrect. An incorrect IP could prevent network access but would not explain the presence of an
unsecured network.

Reference:

CompTIA A+ 220-1102, Objective 2.5 - Wireless and Network Security Threats

NEW QUESTION # 837
Refer to the exhibit.

Answer:

Explanation:

NEW QUESTION # 838
After a security event, a technician removes malware from an affected laptop and disconnects the laptop from the network. Which of
the following should the technician do to prevent the operating system from automatically returning to an infected state?

A. Enable System Restore.
B. Educate the user.
C. Disable antivirus.
D. Enable antivirus.
E. Disable System Restore.

Answer: E

NEW QUESTION # 839

A user reports that a new, personally owned tablet will not connect to the corporate Wi-Finetwork. The user is able to connect to
the Wi-Finetwork with other devices, and the tablet is running the latest software. Which of the following is the most likely cause of
the issue?

A. Incorrect encryption settings
B. Blocked MAC address

C. Disabled location services
D. Outdated drivers



Answer: B

Explanation:

‘When a user reports that a new, personally owned tablet will not connect to the corporate Wi-Fi network, but other devices can
connect, and the tablet is running the latest software, the most likely cause of the issue is a blocked MAC address. Here's why:

* MAC Filtering: Many corporate networks implement MAC address filtering as a security measure.

This nvolves only allowing devices with specific MAC addresses to connect to the network. If the MAC address of the new tablet
is not on the allowed list, it will be blocked from connecting,

* Check Network Settings: To troubleshoot this, the network administrator can check the network's MAC filtering settings to see if
the tablet's MAC address is blocked.

* Add MAC Address: If the MAC address is blocked, adding the tablet's MAC address to the allowed list will resolve the issue.
Other options like incorrect encryption settings or outdated drivers are less likely because the user can connect with other devices
and the tablet is running the latest software. Disabled location services do not affect Wi-Fi connectivity.

Reference:

CompTIA A+ 220-1102 Exam Objectives, Section 2.6: Given a scenario configure basic mobile device network connectivity and
application support.

Corporate network security practices documentation.

NEW QUESTION # 840

A technician is updating the OS on a number of Windows workstations. After successfully updating several workstations, the
technician receives an error indicating that the upgrade takes more space than is available on one of the PCs. Which of the following
should the technician do to proceed with the upgrade? (Select two).

A. Uninstall unused desktop applications.
B. Add additional memory.

C. Delete unnecessary files.

D. Unplug the extra hardware.

E. Update the driver software.

F. Restore the system files.

Answer: A,C

Explanation:

To free up space for the upgrade, the technician should delete unnecessary files and uninstall unused desktop applications. These
actions will clear storage, making room for the update. Additional memory would not solve a storage issue, and driver updates are
not relevant to the storage space problem

NEW QUESTION # 841
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