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Online Test engine can help you study efficiently. Now, you see, with the NetSec-Architect online test engine, you can get a score
after each test, thus you will know your error and enhance your weakness. Besides, you can set the frequency of occurrence of the
questions you made mistake. With the high study efficiency and valid NetSec-Architect exam torrent, passing the NetSec-Architect
actual test is no longer a problem.

Palo Alto Networks Network Security Architect Sample Questions (Q34-
Q39):
NEW QUESTION # 34 
You must ensure high availability for critical firewall deployments. What configuration should you implement?

A. Single firewall
B. Manual failover
C. Active/Passive HA
D. Static routing only

Answer: C

Explanation:
Active/Passive HA ensures redundancy by maintaining a standby firewall ready to take over in case of failure. This minimizes
downtime and ensures continuous protection, unlike manual failover or single-device deployments.

NEW QUESTION # 35 
An organization is in the process of building a network infrastructure that is cloud first. Part of the revised architecture includes
Prisma Access as demonstrated in the diagram below. The organization has selected Strata Cloud Manager (SCM) as the
management method for Prisma Access and NGFWs deployed at the data center and in public cloud environments. There are 150
NGFWs in place that are used to terminate service connections and segment networks as well as to secure the data center and
public cloud resources.
One of the resilience requirements is to provide highly available directory services and authentication for the NGFW and Prisma
Access deployment.
Which two configurations meet the design and customer requirements in this scenario? (Choose two.)

A. Firewalls and Prisma Access connected to the Cloud Identity Engine with connections to Entra ID for directory services
B. Firewalls and Prisma Access for mobile users configured with SAML authentication
C. Firewalls connected to LDAP servers and Prisma Access connected to the Cloud Identity Engine with connections to the
LDAP servers for directory services
D. Firewalls and Prisma Access for mobile users with RADIUS authentication

Answer: A,B

Explanation:
Cloud Identity Engine connected to Entra ID provides centralized, highly available directory services for both NGFWs and Prisma
Access, which aligns with a cloud-first design and Strata Cloud Manager-based operations.
SAML authentication provides resilient, modern identity-based authentication for Prisma Access mobile users and integrates well
with cloud identity providers, supporting the requirement for highly available authentication across the environment.

NEW QUESTION # 36 
You must protect against command-and-control traffic using DNS tunneling. Which feature helps MOST?

A. NAT
B. VLAN
C. DNS Security
D. URL filtering

Answer: C

Explanation:
DNS Security detects malicious DNS patterns, including tunneling and C2 communication. It provides advanced analytics beyond
simple URL filtering.



NEW QUESTION # 37 
An organization wants to modernize its legacy branch architecture. The existing architecture is rigid, complex, and ill-suited for a
cloud-first strategy, creating high operational costs and latency.
- The four core data centers are strategically located in Dallas, Toronto, London and Tokyo, and they are interconnected by a
dedicated MPLS backbone providing reliable connectivity but incurring significant costs and offering limited bandwidth scalability.
- Branches rely on MPLS or site-to-site VPN to connect to the nearest geographical data center.
- All internet-bound traffic from the branches is backhauled to the data center egress firewalls.
This creates latency for SaaS applications and increases bandwidth strain on the MPLS links.
The organization requires a proposal for a new WAN architecture for branch connectivity with the goal of improving security posture
and SaaS application access as well as supporting local internet breakout for all branch devices, including IoT.
Which two implementations will achieve the goal of modernizing the branch architecture?
(Choose two.)

A. NGFW at each branch with Large Scale VPN (LSVPN) for data center access and Direct Internet Access (DIA)
B. SASE with Prisma Access for remote networks and service connections
C. SSE with Prisma Access for mobile users and service connections
D. SD-WAN using on-premises NGFWs for Direct Internet Access (DIA)

Answer: B,D

Explanation:
SD-WAN using on-premises NGFWs for DIA modernizes branch connectivity by enabling secure local internet breakout at the
branch instead of backhauling SaaS traffic through central data centers, which reduces latency and improves cloud application
performance. Palo Alto Networks documents PAN-OS SD-WAN support for DIA and securing internet traffic either locally at the
branch or through Prisma Access. IoT visibility is also supported at Prisma SD-WAN branch sites through ION devices, which
aligns with the requirement to support all branch devices, including IoT.
SASE with Prisma Access for remote networks and service connections is the cloud-delivered architecture that secures branch
offices through remote network connectivity while connecting back to enterprise resources through service connections. Palo Alto
Networks describes Prisma Access as providing connectivity and security for remote branches, headquarters, data centers, and
mobile users without requiring customers to build their own global security infrastructure, which directly supports a cloud-first branch
modernization strategy.

NEW QUESTION # 38 
A global manufacturing organization has a strategic plan for rapid growth through mergers and acquisitions Several components the
organization has purchased are deemed large deployments with existing IP address schemas and allocations that conflict with the
parent organization. The manufacturing organization needs access to the resources before a re-IP initiative can be completed.
All of the deployments include a variety of IoT devices Leadership requires protection of vulnerable assets and identification of any
known CVEs associated with the IoT devices. The governance, risk and compliance (GRC) team requires comprehensive non-
repudiable logs to identify all IoT devices reporting "Critical (9 0+) CVE scores" for mandatory remediation.
Throughput needs to exceed the current 1 Gbps trending rate, and with expected growth will soon scale to 5 Gbps.
Segmentation is a mandatory requirement with enclaves based on region, device type, and function.
Which architectural component ensures the IoT storage, integrity, and non-repudiation of this granular risk data for auditing
purposes?

A. NGFW's session table, which is encrypted with the master key
B. Strata Logging Service for cloud storage of the security logs and device telemetry
C. GlobalProtect agent to collect device posture and to locally log all critical CVE scores
D. Panorama log collector using its local database with a 90-day retention policy

Answer: B

Explanation:
Strata Logging Service provides centralized, cloud-based log storage with integrity and non- repudiation guarantees, ensuring that
IoT telemetry and security logs are preserved for auditing.
It scales to handle high throughput environments and supports long-term retention and analysis, which is required for tracking devices
with critical CVE scores across large, distributed deployments.



NEW QUESTION # 39
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