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¢ Designing Automated Tests for Mule Applications: This topic covers unit test suites, and scenarios for
Topic 1 integration and performance testing.

¢ Designing Architecture Using Integration Paradigims: This topic focuses on creating high-level integration
architectures using various paradigis. It includes API-led connectivity, web APIs and HTTP, event-driven

Topic 2
ol APISs, and message brokers, and designing Mule application using messaging patterns and technologies.

¢ Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader

Topic 3
P isolation, and understanding the reactive event processing model.

¢ Designing and Developing Mule Applications: It includes selecting application properties, using findamental
features, designing with core routers, understanding the Salesforce Connector, and leveraging core

Topic 4
connectors.

¢ Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and

Topic 5
ope understanding audit logging capabilties.

¢ Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
¢ CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging

Topic 6
ol configurations, and identifying Anypoint Monitoring features.

e Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
Knowledge Hub, differentiating between functional and non-finctional requirerments, selecting features for

Topic 7
ope designing and managing APIs, and choosing deployment options are its sub-topics.

¢ Designing Integration Solutions to Meet Persistence Requirements: It addresses the usage of VM queues
Topic 8 and connectors, object stores and services, and stateful components configured with object stores.

¢ Designing Integration Solutions to Meet Performance Requirements: This topic covers meeting
Topic 9 performance and capacity goals, using streaming features, and processing large message sequences.

Salesforce Certified MuleSoft Integration Architect I Sample Questions (Q71-
Q76):

NEW QUESTION # 71

An organization has strict unit test requirement that mandate every mule application must have an MUnit test suit with a test case
defined for each flow and a mmimum test coverage of 80%.

A developer is building Munit test suit for a newly developed mule application that sends API request to an external rest API.

What is the effective approach for successfilly executing the Munit tests of this new application while still achieving the required test
coverage for the Munit tests?

¢ A Create a mocking service flow to simulate standard responses from the rest API and then configure the mule flows to call
the marking service flow

e B. Mark the rest API invocations in the Munits and then call the mocking service flow that simulates standard responses from
the REST API

¢ C. Invoke the external endpoint of the rest API from the mule floors

e D. Mock the rest API invocation in the Munits and return a mock response for those invocations

Answer: D

NEW QUESTION # 72

A payment processing company has implemented a Payment Processing API Mule application to process credit card and debit card
transactions, Because the Payment Processing API handles highly sensitive information, the payment processing company requires
that data must be encrypted both In-transit and at-rest.



To meet these security requirements, consumers of the Payment Processing API must create request message payloads ina JSON
format specified by the API, and the message payload values must be encrypted.
How can the Payment Processing API validate requests received from API consumers?

¢ A. The Mule application implementation can use DataWeave to decrypt the message payload and then use the JSON
Scheme Validation module to validate the JSON data

¢ B. A Transport Layer Security (TLS) - Inbound policy can be applied in API Manager to decrypt the message payload and
the Mule application implementation can then use the JSON Validation module to validate the JSON data

¢ (. The Mule application implementation can use the APIkit module to decrypt and then validate the JSON data

¢ D. The Mule application implementation can use the Validation module to decrypt and then validate the JSON data

Answer: B

Explanation:

To ensure that data is encrypted both in-transit and at-rest, and to validate incoming requests to the Payment Processing API, the
following approach is recommended:

* TLS Inbound Policy: Apply a Transport Layer Security (TLS) - Inbound policy in API Manager. This policy ensures that the data
is encrypted during transmission and can be decrypted by the API Manager before it reaches the Mule application.

* Decryption: With the TLS policy applied, the message payload is decrypted when it is received by the API Manager.

* JSON Validation: After decryption, the Mule application can use the JSON Validation module to validate the structure and
content of the JSON data. This ensures that the payload conforms to the specified format and contains valid data.

This approach ensures that data is securely transmitted and properly validated upon receipt.

References:

* Transport Layer Security (TLS) Policies

* JSON Validation Module

NEW QUESTION # 73

A mule application uses an HTTP request operation to involve an external APL

The external API follows the HTTP specification for proper status code usage.

What is possible cause when a 3xx status code is returned to the HTTP Request operation from the external API?

A. The request was NOT RECEIVED by the external API

B. The request was not accepted by the external API

C. The request was ACCEPTED by the external API

D. The request was Redirected to a different URL by the external API

Answer: D

Explanation:

3xx HTTP status codes indicate a redirection that the user agent (a web browser or a crawler) needs to take further action when
trying to access a particular resource.

Reference: httpsy//www.w3.org/Protocols/rfc2616/rfc2616-sec10.html

NEW QUESTION # 74

An integration Mute application is being designed to process orders by submitting them to a backend system for offline processing,
Each order will be received by the Mute application through an HTTPS POST and must be acknowledged immediately. Once
acknowledged, the order will be submitted to a backend system

Orders that cannot be successfully submitted due to rejections from the backend system will need to be processed manually (outside
the backend system).

The Mule application will be deployed to a customer-hosted runtime and is able to use an existing ActiveMQ broker if needed.

The backend system has a track record of unreliability both due to minor network connectivity issues and longer outages.

What idiomatic (used for their intended purposes) combination of Mule application components and ActiveMQ queues are required
to ensure automatic submission of orders to the backend system, while minimizing manual order processing?

A. Until Successful component ActiveMQ long retry Queue ActiveMQ Dead Letter Queue for manual processing
B. An On Error scope MuleSoft Object Store ActiveMQ Dead Letter Queue for manual processing

C. Until Successful component MuleSoft Object Store ActiveMQ is NOT needed or used

D. An On Error scope Non-persistent VM ActiveMQ Dead Letter Queue for manual processing



Answer: A

Explanation:

Correct answer is using below set of activities Until Successful component ActiveMQ long retry Queue ActiveMQ Dead Letter
Queue for manual processing We will see why this is correct answer but before that lets understand few of the concepts which we
need to know. Until Successful Scope The Until Successful scope processes messages through its processors until the entire
operation succeeds. Until Successful repeatedly retries to process a message that is attempting to complete an activity such as: -
Dispatching to outbound endpoints, for example, when calling a remote web service that may have availability issues. - Executing a
component method, for example, when executing on a Spring bean that may depend on unreliable resources. - A sub-flow
execution, to keep re-executing several actions until they all succeed, - Any other message processor execution, to allow more
complex scenarios. How this will help requirement : Using Until Successful Scope we can retry sending the order to backend
systems in case of error to avoid manual processing later. Retry values can be configured in Until Successful Scope Apache
ActiveMQ It is an open source message broker written in Java together with a full Java Message Service client ActiveMQ has the
ability to deliver messages with delays thanks to its scheduler. This functionality is the base for the broker redelivery plug-in. The
redelivery plug-in can intercept dead letter processing and reschedule the failing messages for redelivery. Rather than being delivered
to a DLQ), a failing message is scheduled to go to the tail of the original queue and redelivered to a message consumer. How this will
help requirement : If backend application is down for a longer duration where Until Successful Scope wont work, then we can make
use of ActiveMQ long retry Queue. The redelivery plug-in can intercept dead letter processing and reschedule the failing messages
for redelivery. Mule Reference: https://docs.mulesoft.comymule-runtime/4. 3/migration-core- until-successful

NEW QUESTION # 75

A mule application is required to periodically process large data set froma back-end database to Salesforce CRM using batch job
scope configured properly process the higher rate of records.

The application is deployed to two cloudhub workers with no persistence queues enabled.

What is the consequence if the worker crashes during records processing?

A. Remaining records will be left and processed

B. Remmaining records will be processed by a new replacement worker

C. Remaining records be processed by second worker

D. All the records will be processed from scratch by the second worker leading to duplicate processing

Answer: A

NEW QUESTION # 76
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