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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs

Location 2: 4 PawerProtect DDs

Location 3: 2 PowerProtect DDs

Locafion 4: 2 FowerProtect DDs

The customer wants to implement a CR Vault in a 5th location.

How many Cyvber Becovery systems must be installed al a minimum level?
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown
= B, Unlocked
= . Locked
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FH 1

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It infroduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

FH 2

Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)
Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,
discusses visibility autormation, and describes tools for traffic analysis and log management. The section also
mvolves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user
access with tools like firewall logs, Duo, and Cisco Secure Workload.

=M 3

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

=M 4

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

FA 5

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

FH 6

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

=M 7

Threat Response: This section of the exam measures skills of Incident Response Engineers and focuses on
responding to threats through automation and data analysis. It covers how to act based on telemetry and
audit reports, manage user or application compromises, and implement response steps such as
containment, reporting, remediation, and reinstating services securely.

= 8

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforms, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

Z| &l CCNP Security 300-740 2 M ZEX| (Q186-Q191):

EE #186

‘Which common strategy should be used to mitigate directory traversal attacks in a cloud environment?

e A. Limi file system permissions.
¢ B. Implement functionality validation.
e (. Use anti-cross-site request forgery tokens.
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e D. Apply the principle of least privilege.
He: A

Y.

Directory traversal attacks exploit improper file path validations to access unauthorized directories and files.

To prevent this, it is critical to restrict what areas of the file system an application or user can access. Limiting file system permissions
prevents attackers from gaining access to sensitive areas even if a traversal vulnerability exists.

As explained in SCAZT Section 4 (Application and Data Security, Pages 85-87), enforcing minimal privileges and file system
segmentation is a key defense against such attacks.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 85-87

HE #187

« Access Policy

Refer to the exhibit. An engineer must create a policy in Cisco Secure Firewall Management Center to prevent restricted users from
being able to browse any business or mobile phone shopping websites. The indicated policy was applied; however, the restricted
users still can browse on the mobile phone shopping websites during business hours. What should be done to meet the requirement?

A. Set Dest Zones to Business Mobile Phones Shopping.

B. Move rule 4 Access Controlled Groups to the top.

C. Set Dest Networks to Business Mobile Phones Shopping,

D. Set Time Range for rule 4 of Access Controlled Groups to All

He:. B

HE:

In Cisco Secure Firewall Management Center (FMC), access control policies are processed top-down- meaning the first matching
rule is applied, and the remaining are ignored. Based on the exhibit, Rule 4 (Access Controlled Groups) is likely being shadowed by
a broader rule above it that permits web traffic. To ensure restricted users are denied access to mobile phone shopping categories,
Rule 4 must be moved to the top of the rule hierarchy.

Cisco SCAZT (Section 5: Visibility and Assurance, Pages 94-97) describes best practices for rule ordering and inspection logic.
Moving the specific block rule (Rule 4) higher ensures it's enforced before general allow rules are evaluated.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 5, Pages 94-97

EE #188
In the zero-trust network access model, which criteria is used for continuous verification to modify trust levels?

A. User and device behavior
B. Network traffic patterns
C. System patching status

D. Detected threat levels

HE: A

dY:
The Zero Trust model relies on the principle of "never trust, always verify" and includes continuous verification based on real-time
data. According to SCAZT Section 1 (Cloud Security Architecture, Pages 14-




17), user and device behavior are key elements for continuous verification. Behavioral analytics evaluates deviations from typical
activity, such as time of login, geolocation, access frequency, and resource usage to adapt trust levels dynamically. This is central to
adaptive access control and risk-based authentication.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 1, Pages 14-17

HE #189
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User
isco Webgx Duo Single Sign-0n

SAML 2.0
Identity
Provider

Refer to the exhibit. An engineer nust configure Duo SSO for Cisco Webex and add the Webex application to the Duo Access
Gateway. Which two actions must be taken in Duo? (Choose two.)

A. Tmport the Identity Provider metadata.

B. Add a new application to the Duo platform.

C. Upload the application XML metadata file.

D. Upload the SAML application JSON file.

E. Configure the Applications settings for Cisco Webex.

HE. AB

ME.

To integrate Cisco Webex with Duo SSO using the Duo Access Gateway, the engineer must:

E: Add Cisco Webex as a new SAML application to Duo.

C: Configure the Webex application settings, including Entity ID, Assertion Consumer Service URL, and signing requirements.
Uploading XML metadata (Option A) is typically used when importing IdP settings, not for Duo application configuration. JSON
(Option B) is not used in SAMI~based Duo app configurations.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2:

User and Device Security, Pages 42-45

EE #190
Cisco Secure Workload is particularly effective for:

A. Enforcing security policies dynamically based on workload behavior
B. Ignoring changes i the threat landscape

C. Reducing visibility into workload communications

D. Implementing microsegmentation to protect against lateral movement

Y. AD
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