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Docker Certified Associate (DCA) Exam 32 %€ DCA &4 5% & (Q104-Q109):

A #104
A Kubermetes node is allocated a /26 CIDR block (64 unique IPs) for its address space.

Ifevery pod on this node has exactly two containers in it, how many pods can this address space support on this node?

e AO
e B.1
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e C.2
e D. 64 for every service routing to pods on this node
¢ E. 32 in every Kubernetes namespace

IEf#: C

R -

A Kubernetes node is allocated a /26 CIDR block (64 unique IPs) for its address space. This means that the node can assign up to
64 IP addresses to its resources, such as pods and containers. If every pod on this node has exactly two containers in it, then each
pod will need two IP addresses, one for each container. Therefore, the node can support up to 32 pods, since 64 /2 =32. The
other options are incorrect because they either exceed the available IP addresses or do not account for the number of containers per
pod. Reference:

* CIDR Blocks and Container Engine for Kubernetes - Oracle

* How kubernetes assigns podCIDR for nodes? - Stack Overflow

M #105

You want to create a container that is reachable from its host's network.
Does this action accomplish this?

Solution. Use network connect to access the container on the bridge network.

o A Yes
e B. No

Ef: A

fEEL:

Explanation

Using network connect to access the container on the bridge network does create a container that is reachable from ts host's
network. The network connect command connects a running container to another network. By default, Docker creates and connects
containers to a bridge network, which is an internal network that isolates containers from each other and from the host. However,
you can use network connect to connect a container to another network, such as the host network, which allows the container to
share the host's network stack and be reachable from the host's network. References:
httpsv/docs.docker.comvengine/reference/commandline/network connect/,

httpsz/docs.docker.comynetwork/bridge/, https:/docs.docker.com/network/host/

R #106
Is this a supported user authentication method for Universal Control Plane?
Solution. SAML

o A Yes
e B.No

EfE: A

AR

= SAML is a supported user authentication method for Universal Control Plane (UCP). UCP has its own built-in authentication
mechanism and integrates with LDAP and Active Directory. It also supports Role Based Access Control (RBAC) and Docker
Content Trust. UCP allows you to configure SAML as an authentication method and connect it to your Identity Provider (IdP). You
need to provide the Entity ID and the ACS URL from UCP to your IdP, and the SAML Sign-on URL and the x509 Certificate
fromyour IdP to UCP12. References:

* SAML | Docker Docs

* Configure Single Sign-On | Docker Docs

HA #107
Does this command create a swarm service that only listens on port 53 using the UDP protocol?

Solution. 'docker service create -name dns-cache -p 53:53 -constraint networking protocol.udp=true dns-cache"

e A No



e B. Yes
Ef&: A

RN -

The command docker service create -name dns-cache -p 53:53 -constraint networking. protocol.udp=true dns-cache will not create
a swarm service that only listens on port 53 using the UDP protocol. This command has several syntax errors and invalid options.
The correct syntax for creating a swarm service is docker service create [OPTIONS] IMAGE [COMMAND] [ARG...]1. The
correct options for specifying the service name, port mapping, and network mode are --name, --publish, and --network
respectivelyl. The option -constraint is not a valid option for the docker service create command. To create a swarm service that
only listens on port 53 using the UDP protocol, you need to use the --publish option with the protocoludp and mode=host
parameters, and the --network option with the host value23. For example, the following command creates a global service using
host mode and bypassing the routing mesh2:

docker service create --name dns-cache \

--publish published=53, target=53,protocol=udp,mode=host \

--mode global \

--network host \

dns-cache

1: docker service create | Docker Docs
2: Use swarmmode routing mesh | Docker Docs
3: Manage swarm service networks | Docker Docs

E R #108
Is this a way to configure the Docker engine to use a registry without a trusted TLS certificate?
Solution. Set and export the IGNORE TLS environment variable on the command line.

e A No
e B. Yes

IEf#: A

L -

Explanation

= Setting and exporting the IGNORE TLS environment variable on the command line is not a way to configure the Docker engine
to use a registry without a trusted TLS certificate. This environment variable is not recognized by Docker and has no effect on
theTLS verification process1. To use a registry without a trusted TLS certificate, you need to either add the certificate to the system
or Docker-specific trust store, or configure the Docker daemon to allow insecure registries23. References:

* Environment variables | Docker Docs

* Verify repository client with certificates | Docker Docs

* Test an insecure registry | Docker Docs

M #109
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