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e Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security

Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

fEY 72

Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.

Y Z3

Prisma Access Administration and Operation: This section of the exam measures the skills of IT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its ntegration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.
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o Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, 0T security, and privileged remote

ey 74 access. It also includes implementing SaaS security and setting up effective policies related to security,

decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.
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B #44

Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

A. The server has pinned certificates.

B. Create a do not decrypt rule for the hostname "google.com.”

C. Create a do not decrypt rule for the hostname "certificates.godaddy.com.”
D. The client is misconfigured.

IEf#: A. B

fi .-

The error messages indicate that Prisma Access is encountering certificate issues while attempting to decrypt traffic to "google.com.”
This suggests that theserver has pinned certificates, meaning it does not allow man- in-the-middle (MITM) decryption by Prisma
Access. Since pinned certificates prevent traffic decryption, a solution is tocreate a "do not decrypt" rule for the hostname
"google.com."This will allow traffic to flow without triggering certificate errors while maintaining secure communication with Google's
Servers.

I #45

All mobile users are unable to authenticate to Prisma Access (Managed by Strata Cloud Manager) using SAML authentication
through the Cloud Identity Engine. Users report that after entering their credentials on the Identity Provider (IdP) login page, they are
redirected to the Prisma Access portal without successful authentication, and they receive this error message:

Error: Prisma Access Portal Authentication Failed using CIE-SAML with message "400 Bad Request" Which action will identify the
root cause of this error?

e A. Examine the Security policy rules in Prisma Access to ensure that traffic from the IdP is allowed and not blocked.

e B. Review the Authentication logs in Strata Cloud Manager to check for any SAML error messages or authentication failures.

e C. Verify the SAML metadata configuration in both Strata Cloud Manager and the IdP portal to confirm that the endpoint
URLs and certificates are correctly configured.

e D. Verify the SAML metadata configuration in both the Cloud Identity Engine and the IdP portal to confirm that the endpoint
URLs and certificates are correctly configured.

IEf#: D

A -
The"400 Bad Request'error when attemptingS AML authenticationthrough theCloud Identity Engine (CIE)suggests amisconfiguration
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in the SAML metadata. This typically occurs when theendpoint URLSs, certificates, or entity [Dsdo not match betweenCloud Identity
Engine and the IdP portal. To resolve this, verify that:
TheSAML metadatauploaded toCloud Identity Enginematches theconfiguration from the IdP.

TheACS (Assertion Consumer Service) URL, Entity ID, and certificateare correctly set.
There are no incorrect or expired certificates in theCloud Identity Engine and IdP configuration.
By ensuring theSAML metadatais properly configured inboth systems, authentication should proceed without errors.

A #46
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other
tenants by using role-based access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

¢ A Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

¢ B. Create a customrole enabling all privileges within the specific tenant's scope and assign it to the security team's user
accounts.

¢ C. Create a customrole with Device Group and Template privileges and assign it to the security team's user accounts.

e D. Set the administrative accounts for the security team to the "Superuser” role.

EfE: A
R -

In aPanorama Managed Prisma Access multitenant environment, Access Domainsprovide granularrole- based access control
(RBAC). By defining anAccess Domain, the network security team can be granted full admnistrative privileges for aspecific tenant's
configurationwhile ensuring theycannot access or modify other tenants. This method enforces proper segmentation andensures
compliance with multitenant security policies.

B #47

A company has a Prisma Access deployment for mobile users in North America and Europe. Service connections are deployed to
the data centers on these continents, and the data centers are connected by private links.

With default routing mode, which action will verify that traffic being delivered to mobile users traverses the service connection in the
appropriate regions?

¢ A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile
user prefixes in its respective Prisma Access region.

¢ B. Configure each service connection to filter out the mobile user pool prefixes from the other region in the advertiserments to
the data center.

e C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes i its
respective Prisma Access region.

e D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes orignating from the
other region.

IEf#: B
W

In Prisma Access's default routing mode, the service connections establish BGP sessions with the customer premises equipment
(CPE) in the data centers. To ensure traffic destined for mobile users in a specific region (e.g., North America) traverses the service
connection in that same region, you need to control the route advertisements.

Filtering out the mobile user pool prefixes fiom the other region on each service connection achieves this by:

* Preventing the data center in one region from learning the specific mobile user prefixes of the other region.For exanple, the North
American service connection would filter out the mobile user pool prefixes allocated to European users.

* Ensuring that when a data center needs to send traffic to a mobile user, it will only see and use the route advertised by the service
connection in the appropriate geographical region. This forces the traffic to enter the Prisma Access infrastructure through the
mtended regional service connection.

Let's analyze why the other options are incorrect based on official documentation regarding default routing mode:

* A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned commumity string attribute on the mobile user
prefixes i its respective Prisma Access region. While BGP communities can be used for influencing routing decisions, in the context
ofdefault routing modeand ensuring regional traffic flow, relying solely on the CPE to prefer community strings might not be the most
robust or direct method to guarantee traffic traverses the correct regional service connection. The service connection itself needs to
control the advertisement of prefixes.



* C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its
respective Prisma Access region. The BGP MED (Multi-Exit Discriminator) attribute is primarily used to influence the path
selectionbetweenautonomous systens (AS) or within the same AS at different entry points. In this scenario, where
serviceconnections are advertising prefixes, filtering at the source (service connection) is a more direct and reliable way to ensure
regional traffic flow than relying on the MED attribute on the CPE.

* D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the other
region.BGP AS path prepending is a mechanism to make a path less desirable. While this could influence routing, it doesn't
guarantee that traffic will always take the intended regional path. Filtering provides a more definitive control over which routes are
advertised and learned.

Therefore, configuring each service connection to filter out the mobile user pool prefixes from the other region in the advertisements
to the data center is the verified method to ensure traffic destined for mobile users traverses the service connection in the appropriate
region when using Prisma Access in default routing mode.

HM #48

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

¢ A Firewall loses user mapping due to missed HIP report checks.

¢ B. HIP-enforced policy is scheduled for certain hours of the day.

e C. "Collect HIP data' needs to be enabled in the configuration.

e D. User mapping is learned from sources other than gateway authentication.

Ef#: A. D

fERL:

User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch-All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-mitiated, restoring access
until the issue repeats.

B #49
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