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Topic Details
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Topic 1 ¢ Describe the use of Data Lens for data security

o Identify the steps to deploy Nutanix Files
Topic 2 ¢ Given a scenario, determine product and sizing parameters

¢ Configure and Utilize Nutanix Unified Storage
Topic 3 o Identify the steps to deploy Nutanix Objects
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Given a scenario, configure shares, buckets, and
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Troubleshoot a failed upgrade for Files
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Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q116-Q121):

NEW QUESTION # 116
How many configure snapshots are supported for SSR in a file server?

A0
B.1
C.2
D.3

Answer: A

Explanation:

The number of configurable snapshots that are supported for SSR in a file server is 200. SSR (Snapshot-based Replication) is a
feature that allows administrators to replicate snapshots of shares or exports from one file server to another file server on a different
cluster or site for disaster recovery purposes. SSR can be configured with various parameters, such as replication frequency,
replication status, replication mode, etc. SSR supports up to 200 configurable snapshots per share or export in a file server.
Reference: Nutanix Files Administration Guide, page 81; Nutanix Files Solution Guide, page 9

NEW QUESTION # 117
How many configure snapshots are supported for SSR in a file server?

A0
B. 1
C.2
D.3

Answer: A

Explanation:

The number of configurable snapshots that are supported for SSR in a file server is 200. SSR (Snapshot-based Replication) is a
feature that allows administrators to replicate snapshots of shares or exports from one file server to another file server on a different
cluster or site for disaster recovery purposes. SSR can be configured with various parameters, such as replication frequency,
replication status, replication mode, etc.

SSR supports up to 200 configurable snapshots per share or export in a file server. References: Nutanix Files Administration Guide,
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page 81; Nutanix Files Solution Guide, page 9

NEW QUESTION # 118

An organization is implementing their first Nutanix cluster. In addition to hosting VM, the cluster will be providing block storage
services to existing physical servers, as well as CIFS shares and NFS exports to the end users. Security policies dictate that
separate networks are used for different finctions, which are already configured as:

* Management - VLAN 500 - 10.10.50.0/24

*iSCSI - VLAN 510 - 10.10.51.0/24

* Files - VLAN 520 - 10.10.52.0/24How should the administrator configure the cluster to ensure the iSCSI traffic is on the correct
network and accessible by the existing physical servers?

A. Create a new internal interface on VLAN 510 in Network Configuration, enabling it for Volumes.
B. Configure the Data Services IP in Prism Central with an IP on VLAN 510.

C. Create a new virtual switch on VLAN 510 in Network Configuration, enabling it for Volures.

D. Configure the Data Services IP in Prism Element with an IP on VLAN 510.

Answer: D

Explanation:

The organization is deploying a Nutanix cluster to provide block storage services (via iSCSI), CIFS shares, and NFS exports (via
Nutanix Files). Nutanix Volures, part of Nutanix Unified[LON Storage (NUS), is used to provide block storage to physical servers
via iSCSI. The security policy requires separate networks:

* Management traffic on VLAN 500 (10.10.50.0/24).

* iSCSI traffic on VLAN 510 (10.10.51.0/24).

* Files traffic on VLAN 520 (10.10.52.0/24).

To ensure iSCSI traffic uses VLAN 510 and is accessible by physical servers, the cluster must be configured to route iSCSI traffic
over the correct network.

The Data Services IP is the key configuration for iSCSI traffic in a Nutanix cluster. By setting this IP to an address on VLAN 510
(e.g, 10.10.51.x), the administrator ensures that iISCSI traffic is routed over the correct network. Physical servers can then connect
to this IP to access block storage via iSCSI. This configuration is done in Prism Element under the cluster's iSCSI settings.

Exact Extract from Nutanix Documentation:

From the Nutanix Volumes Administration Guide (available on the Nutanix Portal):

"To enable iISCSI traffic for Nutanix Volumes, configure the Data Services IP in Prism Element. This IP address is used by external
hosts (e.g., physical servers) to connect to the cluster for block storage access.

Assign the Data Services IP to the appropriate VLAN for iSCSI traffic (e.g., VLAN 510) to ensure network isolation and
accessibility."

Nutanix Volumes Administration Guide, Version 6.0, Section: "Configuring iSCSI for Nutanix Volumes" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Network Configuration',

NEW QUESTION # 119
An admnistrator is required to place all iSCSI traffic on an isolated network. How can the administrator meet this requirement?

A. Create a new network interface on the CVMs via ncl.
B. Create a Volumes network i Prism Central.

C. Configure network segmentation for Volumes.

D. Configure the Data Services IP on an isolated network.

Answer: D

Explanation:

Nutanix Volumes, part of Nutanix Unified Storage (NUS), provides block storage services via iSCSI to external hosts, such as
physical servers. The iSCSI traffic is managed by the Controller VMs (CVMs) in the Nutanix cluster, and a virtual IP address called
the Data Services IP is used for iSCSI communication. To isolate iSCSI traffic on a dedicated network, the admmistrator must
ensure that this traffic is routed over the isolated network.

Analysis of Options:

* Option A (Create a new network interface on the CVMs via ncli): Incorrect. While it's possible to create additional network
nterfaces on CVMs using the ncli command-line tool, this is not the recommended or standard method for isolating iSCSI traffic.
The Data Services IP is the primary mechanism for managing iSCSI traffic, and it can be assigned to an isolated network without



creating new interfaces on each CVM.

* Option B (Configure the Data Services IP on an isolated network): Correct. The Data Services IP (also known as the iSCSI Data
Services IP) is a cluster-wide virtual IP used for iSCSI traffic. By configuring the Data Services IP to use an IP address on the
isolated network (e.g., a specific VLAN or subnet dedicated to iSCSI), the administrator ensures that all iSCSI traffic is routed over
that network, meeting the requirement for isolation. This configuration is done in Prism Element under the cluster's iSCSI settings.

* Option C (Configure network segmentation for Volumes): Incorrect. Network segmentation in Nutanix typically refers to isolating
traffic using VLANS or separate subnets, which is indirectly achieved by configuring the Data Services IP (option B). However,
"network segmentation for Volumes" is not a specific feature or configuration step in Nutanix; the correct approach is to assign the
Data Services IP to the isolated network, which inherently segments the traffic.

* Option D (Create a Volumes network in Prism Central): Incorrect. Prism Central is used for centralized management of multiple
clusters, but the configuration of iSCSI traffic (e.g., the Data Services IP) is performed at the cluster level in Prism Element, not
Prism Central. There is no concept of a "Volumes network" in Prism Central for this purpose.

Why Option B?

The Data Services IP is the key configuration for iSCSI traffic in a Nutanix cluster. By assigning this IP to an isolated network (e.g.,
a dedicated VLAN or subnet), the administrator ensures that all iSCSI traffic is routed over that network, achieving the required
isolation. This is a standard and recommended approach in Nutanix for isolating iSCSI traffic.

Exact Extract from Nutanix Documentation:

From the Nutanix Volumes Administration Guide (available on the Nutanix Portal):

"To isolate iSCSI traffic on a dedicated network, configure the Data Services IP with an IP address on the isolated network. This
ensures that all iSCSI traffic between external hosts and the Nutanix cluster is routed over the specified network, providing network
isolation as required."

Nutanix Volumes Administration Guide, Version 6.0, Section: "Configuring iSCSI for Nutanix Volumes" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Network Configuration'.

NEW QUESTION # 120
While creating a replication rule for a bucket, an administrator finds that the Object Store drop-down option under the Destination
section shows an empty list. Which two conditions explain possible causes for this issue? (Choose two.)

A. The deployment of the Object Store is not in a Complete state.

B. The logged-in user does not have permissions to view the Object Store.
C. The deployment of the Object Store is not in a running state.

D. The Remote site has not been configured in the Protection Group.

Answer: B,C

Explanation:

Nutanix Objects, part of Nutanix Unified Storage (NUS), supports replication rules to replicate bucket data to a destination Object
Store for disaster recovery or data redundancy. When creating a replication rule, the administrator selects a destination Object Store
froma drop-down list. If'this list is empty, it indicates that the system cannot display any available Object Stores, which can be due
to several reasons.

Analysis of Options:

* Option A (The deployment of the Object Store is not in a running state): Correct. For an Object Store to appear in the drop-
down list as a replication destination, it must be in a running state. Ifthe destination Object Store is not running (e.g., due to a failure,
maintenance, or incomplete deployment), it will not be listed as an available target for replication.

* Option B (The Remote site has not been configured in the Protection Group): Incorrect. Nutanix Objects replication does not use
Protection Groups, which are a concept associated with Nutanix Files or VMs in Prism Central for disaster recovery. Objects
replication is configured directly between Object Stores, typically requiring a remote site configuration, but this is not tied to
Protection Groups.

The issue of an empty drop-down list is more directly related to the Object Store's state or permissions.

* Option C (The deployment of the Object Store is not in a Complete state): Incorrect. While an incomplete deployment might
prevent an Object Store from being fully operational, Nutanix documentation typically uses "running state" to describe the
operational status of an Object Store (as in option A). "Complete state" is not a standard term in Nutanix Objects documentation for
this context, making this option less accurate.

* Option D (The logged-in user does not have permissions to view the Object Store): Correct.

Nutanix Objects uses role-based access control (RBAC). Ifthe logged-in user lacks the necessary permissions to view or manage
the destination Object Store, it will not appear in the drop-down list. For example, the user may need "Object Store Admin"
privileges to see and select Object Stores for replication.

Selected Conditions:

* A: An Object Store not in a running state (e.g., stopped, failed, or under maintenance) will not appear as a destination for



replication.

* D: If the user lacks permissions to view the Object Store, it will not be visible in the drop-down list, even if the Object Store is
running.

Exact Extract from Nutanix Documentation:

From the Nutanix Objects Administration Guide (available on the Nutanix Portal):

"When configuring a replication rule, the destination Object Store must be in a running state to appear in the drop-down list.
Additionally, the user configuring the replication rule must have sufficient permissions (e.g., Object Store Admin role) to view and
manage the destination Object Store. If the Object Store is not running or the user lacks permissions, the drop-down list will appear

erIpty. n

Nutanix Objects Administration Guide, Version 4.0, Section: "Configuring Replication Rules" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Objects Replication".
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