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Cisco Securing Networks with Cisco Firepower 300-710 Priifungsfragen mit
Losungen (Q52-Q57):

52. Frage
A network administrator is concerned about the high number of malware files affecting users' machines. What must be done within
the access control policy in Cisco FMC to address this concern?

A. Create an intrusion policy and set the access control policy to allow.
B. Create an intrusion policy and set the access control policy to block.
C. Create a file policy and set the access control policy to block.
D. Create a file policy and set the access control policy to allow.

Antwort: D

Begrindung;
Access control rules:
Rule 3: Block evaluates traffic third. Matching traffic is blocked without further inspection. Traffic that does not match continues to
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the final rule.

Rule 4: Allow is the final rule. For this rule, matching traffic is allowed; however, prohibited files, malware, intrusions, and exploits
within that traffic are detected and blocked. Remaining non- prohibited, non-malicious traffic is allowed to its destination, though it is
still subject to identity requirements and rate limiting. 'You can configure Allow rules that perform only file inspection, or only intrusion
inspection, or neither.

53. Frage
Refer to the exhibit.
"1 FTD Rz

A Cisco Secure Firewall Threat Defense (FTD) device is deployed in inline mode with an inline set. The network engineer wants
router R2 to remove the directly connected route M 68.1.0/24 from its routing table when the cable between routed R1 and the
Secure FTD device Is disconnected. Which action must the engineer take?

1

A. Disable hardware bypass on the Secure FTD device.

B. Establish a routing protocol between R1 and R2.

C. Inplement autostate finctionality on the Gi0/2 mterface of R2

D. Implement the Propagate Link Stale option on the Secure FTD device

Antwort: D

Begrindung;

To ensure that router R2 removes the directly connected route for 192.168.1.0/24 fromiits routing table when the cable between
router R1 and the Secure FTD device is disconnected, the network engineer must implement the "Propagate Link State" option on
the Secure FTD device. This option allows the FTD to propagate the link state changes to adjacent devices, ensuring that the
disconnection is recognized and the routing table is updated accordingly.

Steps:

* Access the FTD device configuration via FMC.

* Navigate to the interface settings for the relevant interfaces.

* Enable the "Propagate Link State" option for the nterfaces connected to R1 and R2.

* Deploy the changes to the FTD device.

This configuration ensures that the link state changes are communicated to router R2, prompting it to remove the disconnected route
from its routing table.

References: Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Interface Settings and Link State Propagation.

54. Frage

An organization wants to secure traffic from their branch office to the headquarter building using Cisco Firepower devices, They
want to ensure that their Cisco Firepower devices are not wasting resources on inspecting the VPN traffic. What must be done to
meet these requirements?

A. Configure the Cisco Firepower devices to ignore the VPN traffic using prefilter policies

B. Tune the intrusion policies in order to allow the VPN traffic through without inspection

C. Enable a flexconfig policy to re-classify VPN traffic so that it no longer appears as interesting traffic
D. Configure the Cisco Firepower devices to bypass the access control policies for VPN traffic.

Antwort: D
Begriindung;

Reference:
https//www.cisco.convc/en/us/td/docs/security/firepower/640/fdnviptd- fdm-config- guide- 640/fptd- fdm-ravpn. html

55. Frage
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Refer to the exhibit. An engineer analyzes a Cisco Firepower Management Center dashboard. Which action must be taken by the
user to decrease the risk of data loss?

A. Stop all the URLSs that are uncategorized.

B. Block the use of Dropbox.

C. Block all the BitTorrent applications.

D. Stop all URLs that have an unknown reputation.

Antwort: A



56. Frage
An engineer is configuring a cisco FTD appliance in IPS-only mode and needs to utilize fail-to-wire interfaces. Which interface mode
should be used to meet these requirements?

A. routed

B. passive

C. transparent
D. inline set

Antwort: D

Die echten und originalen Priifungsfragen und Antworten zu 300-710 Zertifizierung (Securing Networks with Cisco Firepower) bei
It-Pruefung wurden verfasst von unseren I'T-Experten mit den Informationen von 300-710 Priifungen (Securing Networks with
Cisco Firepower) aus dem Testcenter wie PROMETRIC oder VUE.
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