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2. It offers you the ability to work with various organizations that are involved in various aspects of information security, such as
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3. It also allows you to take advantage of your knowledge and expertise in order to protect business assets from external threats
and internal vulnerabilities.
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4. This certification qualifies you for various positions in industry such as: Information Security Specialist, Security Analyst or
Security Engineer

Microsoft SC-100 (Microsoft Cybersecurity Architect) exam is designed to test an individual’s knowledge and skills in the area of
cybersecurity architecture. SC-100 Exam is intended for individuals who are interested in pursuing a career in cybersecurity and
want to validate their skills and knowledge in this field. The Microsoft SC-100 exam is suitable for individuals who have a
background in IT and cybersecurity, and who are looking to enhance their skills and knowledge in this area.

Microsoft SC-100, also known as the Microsoft Cybersecurity Architect certification exam, is a globally recognized certification that
validates the skills and knowledge required to design and implement secure solutions using Microsoft technologies. Microsoft
Cybersecurity Architect certification exam is intended for those professionals who want to take their career in cybersecurity to the
next level and demonstrate their expertise in designing, implementing, and maintaining secure systems.

Microsoft Cybersecurity Architect Sample Questions (Q238-Q243):
NEW QUESTION # 238 
Your company has an Azure subscription that has enhanced security enabled for Microsoft Defender for Cloud.
The company signs a contract with the United States government.
You need to review the current subscription for NIST 800-53 compliance.
What should you do first?

A. From Defender for Cloud, enable Defender for Cloud plans.
B. From Defender for Cloud, review the secure score recommendations.
C. From Defender for Cloud, add a regulatory compliance standard.
D. From Defender for Cloud, review the Azure security baseline for audit report.

Answer: C

Explanation:
Add a regulatory standard to your dashboard
The following steps explain how to add a package to monitor your compliance with one of the supported regulatory standards.
Add a standard to your Azure resources
1. From Defender for Cloud's menu, select Regulatory compliance to open the regulatory compliance dashboard. Here you can see
the compliance standards currently assigned to the currently selected subscriptions.
2. From the top of the page, select Manage compliance policies. The Policy Management page appears.
3. Select the subscription or management group for which you want to manage the regulatory compliance posture.
4. To add the standards relevant to your organization, expand the Industry & regulatory standards section and select Add more
standards.
5. From the Add regulatory compliance standards page, you can search for any of the available standards:
6. Select Add and enter all the necessary details for the specific initiative such as scope, parameters, and remediation.
7. From Defender for Cloud's menu, select Regulatory compliance again to go back to the regulatory compliance dashboard.
Your new standard appears in your list of Industry & regulatory standards.
Note: Customize the set of standards in your regulatory compliance dashboard.
Microsoft Defender for Cloud continually compares the configuration of your resources with requirements in industry standards,
regulations, and benchmarks. The regulatory compliance dashboard provides insights into your compliance posture based on how
you're meeting specific compliance requirements.
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance- packages

NEW QUESTION # 239 
Your on-premises network contains an e-commerce web app that was developed in Angular and Nodejs. The web app uses a
MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture
as an Azure landing zone.
You need to provide recommendations to secure the connection between the web app and the database. The solution must follow
the Zero Trust model.
Solution: You recommend creating private endpoints for the web app and the database layer.
Does this meet the goal?

A. No
B. Yes
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Answer: B

Explanation:
When using Azure-provided PaaS services (e.g., Azure Storage, Azure Cosmos DB, or Azure Web App, use the PrivateLink
connectivity option to ensure all data exchanges are over the private IP space and the traffic never leaves the Microsoft network.
https://docs.microsoft.com/en-us/azure/cosmos-db/how-to-configure-private-endpoints

NEW QUESTION # 240 
A customer uses Azure to develop a mobile app that will be consumed by external users as shown in the following exhibit.
You need to design an identity strategy for the app. The solution must meet the following requirements:
* Enable the usage of external IDs such as Google, Facebook, and Microsoft accounts.
* Be managed separately from the identity store of the customer.
* Support fully customizable branding for each app.
Which service should you recommend to complete the design?

A. Azure Active Directory (Azure AD) B2B
B. Azure Active Directory Domain Services (Azure AD DS)
C. Azure AD Connect
D. Azure Active Directory (Azure AD) B2C

Answer: A

NEW QUESTION # 241 
You have a Microsoft 365 subscription that uses Microsoft Defender XDR and Microsoft Purview.
On a Microsoft SharePoint Online site, you have a file named File1 that has a sensitivity label applied.
You need to recommend a solution that will reevaluate Conditional Access policies when a user downloads Filel from the SharePoint
site.
What should you include in the recommendation?

A. Microsoft Defender for Office 365
B. Microsoft Defender for Cloud Apps
C. Microsoft Defender for Cloud
D. Microsoft Entra application proxy

Answer: B

Explanation:
Conditional Access app control in Microsoft Defender for Cloud Apps
Activities in Conditional Access app control
Conditional Access app control uses access policies and session policies to monitor and control user app access and sessions in real
time, across your organization.
Each policy has conditions to define who (which user or group of users), what (which cloud apps), and where (which locations and
networks) the policy is applied to. After you determine the conditions, route your users first to Defender for Cloud Apps. There, you
can apply the access and session controls to help protect your data.
Access and session policies include the following types of activities:
* Require authentication context
Reevaluate Microsoft Entra Conditional Access policies when a sensitive action occurs in the session, such as requiring multifactor
authentication.
* Etc.
Reference:
https://learn.microsoft.com/en-us/defender-cloud-apps/proxy-intro-aad

NEW QUESTION # 242 
Your company has a third-party security information and event management (SIEM) solution that uses Splunk and Microsoft
Sentinel. You plan to integrate Microsoft Sentinel with Splunk. You need to recommend a solution to send security events from
Microsoft Sentinel to Splunk.
What should you include in the recommendation?



A. a Microsoft Sentinel workbook
B. Azure Event Hubs
C. a Microsoft Sentinel data connector
D. Azure Data Factor

Answer: B

Explanation:
If data need to go to splunk then event hub.
https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/azure-sentinel-side-by-side-with- splunk-via-eventhub/ba-
p/2307029

NEW QUESTION # 243
......
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