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CWNP Certified Wireless Analysis Professional Sample Questions (Q62-
Q67):

NEW QUESTION # 62
What does the value of the Listen Interval field in an Association Request frame indicate?

A. How often a STA in power save mode wakes up to listen to Beacon frames

B. How long a STA performing active scanning will listen for Probe Responses before changing channels
C. How long a STA waits for an Ack before retransmitting the frame

D. How often a STA will go off channel to look for other BSSs

Answer: A

Explanation:

The value of the Listen Interval field in an Association Request frame indicates how often a STA in power save mode wakes up to
listen to Beacon frames. The Listen Interval is expressed in units of Beacon Intervals (typically 100 TU or 102.4 ms). For exanmple,
if the Listen Interval is set to 10, it means that the STA will wake up every 10 Beacon Intervals (or about 1 second) to check for
buffered frames at the AP. The Listen Interval is used by the AP to determine how long it can hold frames for a STA in power save
mode before discarding them . References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 197, CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 198.

NEW QUESTION # 63
You are using the real-time FFT display of a spectrum analyzer.
In what domain does this show the RF energy detected in the swept frequencies?

A. Frequency
B. Length

C. Phase

D. Time

Answer: C

NEW QUESTION # 64

The manager in the security group is concerned about compliance with security policies on the WLAN. The budget is not available
for a full WIPS SOLUTION. He has asked you to implement a process that will verify compliance.

‘What would you recommend in such a scenario?

¢ A. Use a laptop-based protocol analyzer that provides compliance reporting to monitor the environment on a periodic basis

¢ B. Implement AP-based sensors throughout the facility and then monitor for performance issues with these sensors

e C. Use the built-in spectrum analyzer features of the APs to ensure that WPA2-Enterprise is implemented throughout the
organization

¢ D. Simplify enable 802.11w, which will enforce management frame compliance

Answer: A

NEW QUESTION # 65
What interframe space would be expected between a CIS and a Data frame?

A AIFS
B. SIFS
C. PIFS
D. DIFS

Answer: B

Explanation:



The interframe space that would be expected between a CTS (Clear to Send) and a Data frame is SIFS (Short Interframe Space).
A SIFS is the shortest interframe space that is used for high-priority transmissions, such as ACKs (Acknowledgements), CTSs, or
data frames that are part of a fragmentation or aggregation process. A SIFS is a fixed value that depends on the PHY type and
channel width. A CTS and a Data frame are part of a virtual carrier sense mechanism called RTS/CTS (Request to Send/Clear to
Send), which is used to avoid collisions and hidden node problems in wireless transmissions. When a STA (station) wants to send a
data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the transmission. The receiver then
responds with a CTS frame, also indicating the duration of the transmission. The other STAs in the vicinity hear either the RTS or the
CTS frame and update their NAV (Network Allocation Vector) timers accordingly, deferring their access to the medium until the
transmission is over. The sender then sends the data frame after waiting for a SIFS, followed by an ACK frame from the receiver
after another SIFS. The other options are not correct, as they are not used between a CTS and a Data frame. A PIFS (PCF
Interframe Space) is used for medium access by the PCF (Point Coordination Function), which is an optional and rarely
implemented polling-based mechanism that provides contention-fiee service for time-sensitive traffic. An AIFS (Arbitration
Interframe Space) is used for medium access by different ACs (Access Categories), which are logical queues that correspond to
different QoS (Quality of Service) levels for different types of traffic. An AIFS is a variable interframe space that depends on the
AIFSN (Arbitration Interframe Space Number) value of each AC. A DIFS (Distributed Interframe Space) is used for medium
access by the DCF (Distributed Coordination Function), which is the default and mandatory contention-based mechanism that
provides best- effort service for normal traffic. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6:
802.11 Frame Exchanges, page 166-167; Chapter 7: QoS Analysis, page 194-195

NEW QUESTION # 66
You are attempting to work through a user complaint with the CWNP-recommended troubleshooting methodology.
‘What must be clearly identified in order to reduce the number of possible causes at step three?

A. The user name

B. The problem

C. The user's IP configuration
D. The device type

Answer: B

NEW QUESTION # 67
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