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Fortinet FCP_FAZ_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

Topic 2
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

Topic 3

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

Topic 4

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.
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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q126-
Q131):
NEW QUESTION # 126 
Which statement correctly describes RAID 10 (1+0) on FortiAnalyzer?

A. A configuration with four disks, each with 2 TB of capacity, provides a total space of 2 TB.
B. A configuration with four disks, each with 2 TB of capacity, provides a total space of 4 TB.B It combines mirroring
striping and distributed parity to provide performance and fault tolerance
C. It uses striping to provide performance and fault tolerance.

Answer: B

Explanation:
RAID 10 combines mirroring (RAID 1) and striping (RAID 0). In a RAID 10 setup with four disks, data is mirrored across two
pairs of disks, and those pairs are striped for performance. This results in improved performance and fault tolerance, but the total
usable storage is 50% of the total raw storage, meaning four 2 TB disks provide 4 TB of usable space.

NEW QUESTION # 127 
What is Log Insert Lag Time on FortiAnalyzer?

A. The number of times in the logs where end users experienced slowness while accessing resources.
B. The amount of time that passes between the time a log was received and when it was indexed on FortiAnalyzer.
C. The amount of lag time that occurs when the administrator is rebuilding the ADOM database.
D. The amount of time FortiAnalyzer takes to receive logs from a registered device

Answer: B

NEW QUESTION # 128 
Which statement is true about the communication between FortiGate high availability (HA) clusters and FortiAnalyzer?

A. FortiAnalyzer distinguishes each cluster member by its MAC address.
B. Only the primary device in the cluster communicates with FortiAnalyzer.
C. You must add the device lo the cluster first, and then registers the cluster with FortiAnalyzer.
D. Each cluster member sends its logs directly to FortiAnalyzer.

Answer: B

Explanation:
In a FortiGate high availability (HA) cluster, only the primary device sends its logs to the FortiAnalyzer.
This is to ensure that logs are not duplicated between the primary and secondary devices in the cluster.
The configuration of the FortiAnalyzer server on the FortiGate is such that the HA primary device is set as the server that forwards
the logs.
Reference: FortiAnalyzer 7.4.1 Administration Guide, sections mentioning HA cluster configuration and log forwarding.

NEW QUESTION # 129 
An administrator has moved FortiGate A from the root ADOM to ADOM1. However, the administrator is not able to generate
reports for FortiGate A in ADOM1.
What should the administrator do to solve this issue?

A. Use the execute sql-local rebuild-db command to rebuild all ADOM databases.
B. Use the execute sql-local rebuild-adom ADOM1 command to rebuild the ADOM database.
C. Use the execute sql-local rebuild-adom root command to rebuild the ADOM database.
D. Use the execute sql-report run ADOM1 command to run a report.

Answer: B



Explanation:
Reference: https://help.fortinet.com/fmgr/cli/5-6-1/FortiManager_CLI_Reference/700_execute/sql-local+.htm

NEW QUESTION # 130 
What FortiGate process caches logs when FortiAnalyzer is not reachable?

A. miglogd
B. sqlplugind
C. oftpd
D. logfiled

Answer: A

NEW QUESTION # 131
......
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