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CompTIA CloudNetX Certification Exam Sample Questions (Q85-Q90):

NEW QUESTION # 85
A network engineer at an e-commerce organization must improve the following dashboard due to a performance issue on the
website:

Which of'the following is themostuseful information to add to the dashboard for the operations team's?

A. Concurrent users

B. Number of active incidents
C. 404 errors

D. Number of orders

Answer: A

Explanation:

Adding a concurrent-user count gives you the key context you're missing; it ties spikes in CPU, memory, disk 1/0, and network
traffic directly to how many people are actively hitting the site. You can then see whether performance issues align with increases in
user load, enabling more targeted capacity planning and troubleshooting,

NEW QUESTION # 86

A company deployed new applications in the cloud and configured a site-to-site VPN to connect the internal data center with the
cloud. The IT team wants the internal servers to connect to those applications without using public IP addresses. Which of the
following is the best solution?

¢ A. Configure proxy service in the site-to-site VPN to allow internal servers to access applications through the proxy.

¢ B. Configure a NAT server on the cloud to allow internal servers to connect to the applications through the NAT server.

e C. Register applications on the cloud with a public DNS server and configure internal servers to connect to them using their
public DNS names.

e D. Create a DNS server in the cloud. Configure the DNS server in the customer data center to forward DNS requests for
cloud resources to the cloud DNS server.

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To allow private IP-based communication between internal servers and cloud applications over asite-to-site VPN, private DNS
resolution is necessary. The internal DNS server can be configured to forward specific DNS queries (for cloud-based applications)
to a DNS server located in the cloud. This ensures applications can be resolved to private IPs, not public ones.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Hybrid Networking and DNS Integration':

"To support name resolution over hybrid connections like site-to-site VPN, enterprises should configure conditional forwarding to
cloud-based DNS servers. This allows internal devices to resolve private IP addresses for cloud-based resources." Other options:
* B. NAT introduces complexity and may hide source IPs, which is not required in this case.

* C. Public DNS names map to public IPs, violating the requirement.

* D. A proxy is not needed if direct private IP-based access is available via VPN.

NEW QUESTION # 87

A developer reports errors when trying to access a web application. The developer uses Postman to troubleshoot and receives the
following error:

* HTTP Status: 403 Forbidden

* Headers include authentication-related variables such as access_key, signature, salt, and timestamp

* The request is a GET request to a payment methods API

Which of the following is the cause of the issue?

A. Incorrect HTTP redirection
B. Requested element not found
C. Lack of user authentication
D. Too restrictive NGFW rule



Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A 403 Forbidden error indicates that the request was understood by the server but is refusing to fulfill it due to insufficient
authorization. The developer is attempting to call a protected API that requires valid credentials such as an access key and signature
(often used in HMAC-based APIs), but the values appear as Postman variables (e.g., {{rapyd access_key} }), which suggests they
were not replaced with actual credentials.

This typically means that the request lacks proper authentication or authorization headers, or the keys

/signature are incorrect or missing. The presence of access_key, signature, salt, and timestamp in the request implies the API
requires authentication, but the variables were not resolved or valid.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "API Security and Authentication'™

"A 403 error typically results from failed authentication or lack of proper authorization. Developers must ensure that tokens or
signatures are valid, not missing, and properly injected." Other options:

* A. 404 is the code for a missing resource, not 403.

* C. A firewall rule would block the request entirely (e.g., no response or a 0 status), not result in a 403 from the server.

* D. HTTP redirection issues typically result in 3xx codes, not 403.

NEW QUESTION # 88

A network security engineer must secure a web application running on virtual machines in a public cloud. The virtual machines are
behind an application load balancer. Which of the following technologies should the engineer use to secure the virtual machines?
(Choose two.)

A.DLP

B. CDN
C. WAF
D. NSG
E. SIEM
F.IDS

Answer: C,D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

WAF (Web Application Firewall) protects web applications by mspecting HTTP/S traffic to and from the application. It filters,
monitors, and blocks malicious traffic and exploits targeting web application vulnerabilities. WAF's are deployed at the edge, often in
conjunction with load balancers, and are ideal for mitigating threats like SQL injection, cross-site scripting, and protocol violations.
NSG (Network Security Group) is a native security feature offered by many cloud providers (such as Azure), finctioning similarly to
a firewall. NSGs control inbound and outbound traffic at the virtual network interface, subnet, or VM level, allowing engineers to
define allowed or denied traffic rules.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide under "Cloud Workload Protection & Security Tools"™
"WAFs are critical for protecting web-facing applications in public cloud environments."

"Network Security Groups (NSGs) are used to enforce access policies on cloud-based virtual networks, providing filtering and
segmentation at the instance or subnet level."

NEW QUESTION # 89
An administrator logged in to a cloud account on a shared machine but forgot to log out after the session ended. Which of the
following types of security threats does this action pose?

A. Zero-day

B. On-path attack

C. Privilege escalation
D. IP spoofing

Answer: B

Explanation:
By leaving an active session open on a shared machine, an attacker with access to that machine can intercept or hijack the
administrator's session tokens or credentials - classic on-path behavior - allowing them to impersonate the admin without needing



elevated exploits.

NEW QUESTION # 90
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