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H #70
What are key indicators of lateral movement i a network?

(Choose two)
Response:

e A, Anomalous login patterns across nuiltiple machines
e B. Changes in system configuration files

e (. Unusual outbound traffic

e D. System crashes and restarts

EME: AL C
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What is the primary purpose of adversary emulation?
Response:

A. To exploit vulnerabilities in the network

B. To monitor network traffic in real-time

C. To create new malware for defensive testing

D. To simulate potential attacks from real-world adversaries

Ef#: D

H #72

Which of'the following is NOT a common attack vector in compromising Kerberos authentication within an Active Directory
domain?

Response:

A. Golden Ticket
B. Silver Ticket

C. Pass-the-Ticket
D. DNS Spoofing

H
R

: D

HP#73
What is the primary goal of integrating threat modeling into the software development lifecycle?
Response:

A. To reduce the cost of software development

B. To enhance the user interface design

C. To improve the efficiency of the development team

D. To identify potential security vulnerabilities early in the development process

IEf#: D

B #74

Your security team has identified several instances where non-administrative users were able to escalate their privileges to gain
administrative rights. Further investigation reveals that these users exploited a misconfiguration in group policies that inadvertently
granted elevated access to all users in a specific department.

What are the next steps you should prioritize to remediate and prevent this issue?

Response:

A. Tmplement role-based access control (RBAC) and enforce strict separation of duties
B. Immediately disable admnistrative accounts on the affected machines

C. Conduct a privilege audit to identify and remove unnecessary elevated access

D. Reset all user passwords and enforce complex password policies

EM: AL C
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