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HA #42

A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.

In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure ZTNA tags on FortiGate.

B. Configure private access policies on FortiSASE with ZTNA.

C. Configure FortiGate as a zero trust network access (ZINA) access proxy.
D. Sync ZTNA tags from FortiSASE to FortiGate.

E. Configure ZTNA servers and ZTNA policies on FortiGate.

Ef#: A, C. E

A -

To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:

Configure ZTNA tags on FortiGate (Option A):

ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.

Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):

FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.

Configure ZTNA servers and ZTNA policies on FortiGate (Option C):

To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, inspected, and controlled based on device posture and user identity.
Here's why the other options are incorrect:

D . Configure private access policies on FortiSASE with ZTNA: While FortiSASE supports ZTNA, the requirement specifies that
TCP traffic must be processed by FortiGate. Configuring private access policies on FortiSASE would route traffic through
FortiSASE instead of FortiGate, which does not meet the stated requirements.

E . Sync ZTNA tags from FortiSASE to FortiGate: Synchronizing ZTNA tags is unnecessary in this scenario because the focus is on
FortiGate processing the traffic. The tags can be directly configured on FortiGate without involving FortiSASE.

Fortinet FCSS FortiSASE Docurmentation - Zero Trust Network Access (ZTNA) Deployment FortiGate Administration Guide -
ZTNA Configuration

H #43
Which FortiSASE feature ensures least-privileged user access to all applications?

A. zero trust network access (ZTNA)
B. thin branch SASE extension

C. secure web gateway (SWG)

D. SD-WAN
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EfE: A

R :

Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA
operates on the principle of "never trust, always verify," providing secure access based on the identity of users and devices,
regardless of their location.

Zero Trust Network Access (ZTNA):

ZTNA ensures that only authenticated and authorized users and devices can access applications.

It applies the principle of least privilege by granting access only to the resources required by the user, minimizing the potential for
unauthorized access.

Implementation:

ZTNA continuously verifies user and device trustworthiness and enforces granular access control policies.

This approach enhances security by reducing the attack surface and limiting lateral movement within the network.

FortiOS 7.2 Admmnistration Guide: Provides detailed information on ZTNA and its role in ensuring least-privileged access.
FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.

H #44
A customer wants to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network.

Which two FortiSASE features would help the customer achieve this outcome? (Choose two.)

e A zero trust network access (ZTNA)
¢ B. secure web gateway (SWQG)

e C. inline-CASB

e D. sandbox cloud

Ef#: B. C

A -

The secure web gateway (SWG) serves as the cloud-based proxy that inspects and controls web traffic, replacing the on-premises
proxy. The nline-CASB provides additional visibility and control over cloud application usage, enhancing security in hybrid
environments.

B #45
What key conmponents are nvolved in Secure Internet Access (SIA) within FortiSASE?
(Select all that apply)

A. Web application firewall (WAF)
B. Content filtering

C. Bandwidth throttling

D. Malware protection

IEf#: A. B. D

E Y #46

A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.

Which three configuration actions will achieve this solution? (Choose three.)

A. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

B. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

C. Register FortiGate and FortiSASE under the same FortiCloud account.

D. Apply the FortiSASE zero trust network access (ZINA) license on the corporate FortiGate.
E. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE

iEf#: B. C. E

A -
FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.



FortiSASE 23.2 Docummentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.
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