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ER#20
Which two additional components does FortiSASE use for application control to act as an inline-CASB? (Choose two.)

A. Web filter with inline-CASB

B. intrusion prevention system (IPS)
C. DN filter

D. SSL deep inspection

IEf@: B. D

HE#21

Refer to the exhibit.

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two.)

A. All files will be sent to a on-premises FortiSandbox for inspection.

B. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
C. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

D. FortiClient quarantines only infected files that FortiSandbox detects as medium level

IE%: B\ C

R
The sandbox feature applies only to endpoints assigned this profile, and the configuration explicitly enables the submission of all files
executed from removable media (like USB drives) to FortiSandbox for analysis.

HF #22
How does FortiSASE hide user information when viewing and analyzing logs?

¢ A. By encrypting data using Secure Hash Algorithm 256-bit (SHA-256)
¢ B. By hashing data using salt

¢ C. By encrypting data using advanced encryption standard (AES)

¢ D. By hashing data using Blowfish

IEf#: B

A -

FortiSASE hides user information when viewing and analyzing logs by hashing data using salt. This approach ensures that sensitive
user information is obfuscated, enhancing privacy and security.

Hashing Data with Salt:

Hashing data involves converting it into a fixed-size string of characters, which is typically a hash value.

Salting adds random data to the nput of the hash fimction, ensuring that even identical inputs produce different hash values.

This method provides enhanced security by making it more difficult to reverse-engineer the original data from the hash value.
Security and Privacy:

Using salted hashes ensures that user information remains secure and private when stored or analyzed in logs.

This technique is widely used in security systemns to protect sensitive data from unauthorized access.

FortiOS 7.2 Administration Guide: Provides information on log management and data protection techniques.

FortiSASE 23.2 Documentation: Details on how FortiSASE implements data hashing and salting to secure user information in logs.
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HP #23
Which two are required to enable central management on FortiSASE? (Choose two.)

A. FortiSASE connector configured on FortiManager.

B. FortiSASE central management entitlement applied to FortiManager.

C. The FortiManager IP address in the FortiSASE central management configuration.
D. FortiManager and FortiSASE registered under the same FortiCloud account.

_EE%: A\ C

TR
To enable central management, FortiManager must have a FortiSASE connector configured, and both FortiSASE and
FortiManager must be registered under the same FortiCloud account to establish trust and synchronization.

HM #24
Which two settings are automatically pushed from FortiSASE to FortiClient in a new FortiSASE deployment with default settings?
(Choose two.)

e A real-time protection

¢ B. zero trust network access (ZTNA) tags

e C. tunnel profile

¢ D. FortiSASE certificate authority (CA) certificate

iFfE: C. D

fEEL:
In a default FortiSASE deployment, the tunnel profile (for secure connectivity) and the FortiSASE CA certificate (for SSL
inspection and trusted communication) are automatically pushed to FortiClient endpoints.
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