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Which two are required to enable central management on FortiSASE? (Choose two.)

¢ A. FortiSASE connector configured on FortiManager.

¢ B. FortiManager and FortiSASE registered under the same FortiCloud account.

¢ C. FortiSASE central management entitlement applied to FortiManager.

¢ D. The FortiManager IP address in the FortiSASE central management configuration.
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To enable central management, FortiManager must have a FortiSASE connector configured, and both FortiSASE and
FortiManager must be registered under the same FortiCloud account to establish trust and synchronization.

R #30
What are two benefits of deploying FortiSASE with FortiGate ZTNA access proxy? (Choose two.)

e A It supports both agentless ZTNA and agent-based ZTNA.

¢ B. The on-premises FortiGate perforns a device posture check.
e C. It offers data center redundancy.

e D. It is ideal for latency-sensitive applications.
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Deploying FortiSASE with FortiGate ZTNA access proxy enables efficient access to private applications with reduced latency and
supports both agentless and agent-based ZTNA methods for flexible access control.

FRE #31
During FortiSASE provisioning, how many security points of presence (POPs) need to be configured by the FortiSASE
administrator?

A0
B. 1
C.2
D.3
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During initial provisioning, you can select fewer security sites than the maximum you are entitled to. In this case, upon each login, the
FortiSASE portal prompts you to select up to the maximum number of security sites. If you add additional security sites using this
prompt, then FortiSASE allows for increasing the number of security sites without FortiCare Support. FortiSASE may experience
up to 10 minutes of downtime when you apply the entitlerment. If any errors occur, FortiSASE cannot automatically rollback without
FortiCare Support. For provisioning, you must select a minimum of two security sites for redundancy.
https:/docs.fortinet.com/document/fortisase/latest/administration-guide/75 1044/appendix-a- fortisase-data-centers#Number

P8 #32
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO is recommended only for agent-based deployments.

B. SSO overrides any other previously configured user authentication.

C. SSO users can be imported into FortiSASE and added to user groups.

D. SSO identity providers can be integrated using public and private access types.
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In FortiSASE, Single Sign-On (SSO) takes precedence and overrides other configured user authentication methods, ensuring a
centralized and streamlined authentication process across services.

FIRE #33

Refer to the exhibits. A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the
nternet access policy. Remote users are still able to download the eicar.com-zp file from https/eicar.org,

Which configuration on FortiSASE is allowing users to perform the download?

Traffic logs

Log Details
Details Security

&) Web Filter With Inline-CASB = &
Category S0
Category Descrigtion Information and Computer Security




Direction outgoing

Event Type ftgd_allow

Houstname www.eicar.org

Message URL belongs to an allowed category it
policy

Profile Group ¥ Default (Internet Access)

Reques! Type direct

Source Domain trainingAD.training.lab

Sub Type webfilter

Type utm

Timezone +0000

Unauthenticated User Source  forticlient

URL htips://www.eicar.org/
Application Control With Inline-CASB = 4
Direction incoming
Event Type signature
Hostname www.eicar.org
Incident Serial No. 36709018
Message Web.Client: HTTPS.BROWSER
Source Domain trainingAD.training.lab
Sub Type app-ctrl E:E HT' n E
Type utm
Timezone +0000

Unauthenticated User Source forticlient
URL /



Security profile group

SSLinsp Certificate inspection mode

ntivVirus © Wet Fifter With Inline - CASB © Intrusion Prevention

Threats Count nspected Prolgcols ¥ Thegats Count Filter: Threals Count

© Exempt

® Monitor

i
»
N
fii
»

ew Al R View Logs # Customiza

A. Web filter is allowing the URL.
B. Application control is exempting all the browser traffic.
C. Deep inspection is not enabled.
D. Intrusion prevention is disabled.
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The SSL inspection mode is set to certificate inspection, which only inspects SSL/TLS headers and does not allow full scanning of
encrypted content. Without full (deep) inspection, the antivirus profile cannot scan or block malicious files (like eicar.com-zip)
delivered over HTTPS, allowing the download to proceed.
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