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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q214-Q219):
NEW QUESTION # 214 
The security team has been notified about multiple man-in-the-middle (MITM) attacks happening on the wireless network over the
past thirty days. Management has agreed to upgrade the network infrastructure to help eliminate these attacks.
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A. Layer 3 switch
B. Inline network encryptor
C. Wireless intrusion prevention system (WIPS)
D. Security information and event management (SIEM)

Answer: C

Explanation:
Wireless Intrusion Prevention Systems (WIPS)are specifically designed to monitor wireless networks and prevent rogue access
points, MITM attacks, and wireless eavesdropping. Unlike Layer 3 switches or SIEM tools, WIPS directly addresses wireless
threat vectors.
NIST SP 800-153 (Guidelines for Securing Wireless Local Area Networks):
"WIPS technologies help detect and prevent unauthorized wireless access points and attacks such as evil twin and man-in-the-
middle attempts."
#WGU Course Alignment:
Domain:Network Security
Topic:Implement wireless network protections (e.g., WIPS)

NEW QUESTION # 215 
An IT organization needs to enable secure communication across virtual networks in Microsoft Azure and Amazon Web Services.
Which protocol will offer the most reliable and secure method for data transport?

A. Internet Protocol Security (IPsec)
B. File Transfer Protocol (FTP)
C. Secure Shell (SSH)

Answer: A

Explanation:
IPsecis anend-to-end encryption protocol suitethat operates at thenetwork layer, providingauthentication, integrity, and
confidentialitybetween virtual networks-even across different cloud environments like Azure and AWS.
NIST SP 800-77 Rev. 1 (Guide to IPsec VPNs):
"IPsec provides network-layer protection through authentication headers (AH) and encapsulating security payloads (ESP), suitable
for securing traffic across untrusted environments." FTP is insecure, and SSH is more suitable for command-line access or remote
sessions-not secure VPC-to- VPC tunnels.
#WGU Course Alignment:
Domain:Cryptography
Topic:Use encryption protocols like IPsec for secure data transmission between networks

NEW QUESTION # 216 
A government agency is required to comply with the Federal Information Security Modernization Act (FISMA), which establishes
security requirements for federal information systems. The agency needs to secure its external network, which connects to the
internet and is used by employees, contractors, and other authorized personnel.
Which security control will secure the external network and protect against unauthorized access?

A. Access controls
B. Network segmentation
C. Firewall
D. Intrusion detection and prevention

Answer: C

Explanation:
The correct answer is B - Firewall.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), firewalls are critical for securing external network
perimeters by filtering incoming and outgoing traffic based on predefined security rules. This control is a foundational requirement
under FISMA to prevent unauthorized access.
IDS/IPS (A) monitor and detect attacks but are secondary to establishing the initial network boundary. Access controls (C) manage
user permissions inside a system. Network segmentation (D) divides internal networks but does not protect the external boundary.



Reference Extract from Study Guide:
"Firewalls are the first line of defense for securing external networks, providing traffic filtering to prevent unauthorized access, aligning
with FISMA compliance requirements."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Fundamentals

NEW QUESTION # 217 
What is the vocabulary and set of rules for instructing a computer to perform certain tasks?

A. Machine language
B. Low-level language
C. Translator language
D. Programming language

Answer: D

Explanation:
A programming language is a formal language comprising a set of instructions that produce various kinds of output. Programming
languages are used in computer programming to implement algorithms and manipulate data. They provide the vocabulary and
grammatical rules for instructing a computer to perform specific tasks, allowing developers to write software programs that can be
executed by a computer.

NEW QUESTION # 218 
An organization sends customers e-mail messages based on their purchase patterns.
Which characteristic of quality data does this represent?

A. Relevant
B. Accurate
C. Timely
D. Thorough

Answer: A

Explanation:
The characteristic of quality data represented here is relevance. When an organization sends customers email messages based on
their purchase patterns, it ensures that the information is relevant to the customers' interests and needs. Relevant data is tailored to
the specific context in which it is used, enhancing its value and effectiveness.

NEW QUESTION # 219
......
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