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HM #31

Which two statements about the Amazon Web Services (AWS) security groups are true?
(Choose two.)

Response:

A. A security group is a stateful list of ingress and egress traffic rules.

B. Security groups are applicable at the instance level.

C. Configured traffic rules may have an action of allow or deny.

D. EC2 instances, elastic network interfaces (ENIs), and subnets may have security groups configured on them

IEf#: A. B

B #32
Which Fortinet product provides centralized management of multiple FortiGate devices in a cloud environment?
Response:

e A FortiWeb

e B. FortiAnalyzer
e C. FortiSandbox
e D. FortiManager

IEf#: D

R #33
What is the primary fimction of FortiGate- VM in public cloud deployments?
Response:

e A To serve as a centralized authentication server
e B. To manage security logs and analytics

e C. To offer virtualized network security services

e D. To provide web application firewall capabilities

IEfE: C
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R #34

As part of your organization's monitoring plan, you have been tasked with obtaining and analyzing detailed information about the
traffic sourced at one of your FortiGate EC2 instances.

‘What can you do to achieve this goal?

A. Use AWS CloudTrail to capture and then examine traffic from the EC2 instance.

B. Add the EC2 instance as a target in CloudWatch to collect its traffic logs.

C. Configure a network access analyzer scope with the EC2 instance as a match finding.

D. Create a virtual public cloud (VPC) flow log at the network interface level for the EC2 instance.

IEf#: D

HM #35

‘Which network diagnostic tools are available in Azure Network Watcher?
(Choose two.)

Response:

A. FortiSIEM Threat Reports
B. AWS VPC Flow Logs

C. Connection Monitor

D. Packet Capture

iFf@E: C. D

B #36
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