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prepared and confident candidate to step into the examination center. You will know where exactly you stand before the actual
Microsoft AZ-500 Certification Exam. The actual Microsoft AZ-500 exam questions will make you familiar with the inside-out view
of the exam pattern and syllabus.

Microsoft Azure Security Technologies certification examis a great opportunity for IT professionals to demonstrate their expertise in
securing cloud-based solutions using Microsoft Azure services. By achieving this certification, you can enhance your career
prospects and increase your value as a security professional. With a growing demand for cloud security expertise, the AZ-500
certification can help you stand out in the job market and advance your career in the field of cloud security.

The Microsoft Azure Security Technologies certification exam covers a wide range of security topics such as identity and access
management, platform protection, data and application protection, and security operations. AZ-500 Exam is designed to test the
candidate's ability to implement and manage security controls across various Azure services, including Azure Active Directory, Azure
Security Center, Azure Key Vault, and Azure Information Protection.

Microsoft Azure Security Technologies Sample Questions (Q291-Q296):

NEW QUESTION # 291

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Agl Bho!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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Youneed to add the network interface of'a virtual machine named VM1 to an application security group named ASGI.
To complete this task, sign in to the Azure portal.

See the explanation below.

Answer:

Explanation:

* In the Search resources, services, and docs box at the top of the portal, begin typing the name of'a virtual machine, VM1 that has
a network interface that you want to add to, or remove from, an application security group.

* When the name of your VM appears in the search results, select it.

* Under SETTINGS, select Networking, Select Configure the application security groups, select the application security groups that
you want to add the network interface to, or unselect the application security groups that you want to remove the network interface
from, and then select Save.

Reference:
httpsz/docs.microsoft.conven-us/azure/virtual-network/virtual- network-network- interface

NEW QUESTION # 292

You have an Azure subscription named Subscription] that contains a resource group named RG1 and a user named Userl. Userl is
assigned the Owner role for RG1.

You create an Azure Blueprints definition named Blueprint] that includes a resource group named RG2 as shown in the following
exhibit.

Edit blueprint

Basics  Artifacts

Add artifacts to the blueprint. Add resource groups to organize where the artifacts should be deployed and assigned.

NAME ARTIFACT TYPE PARAMETERS

. ? Subsgripfion
e Add artifact..
v () RG2 Resource group 2 out of 2 parameters populated
Q Userl (Userl@sk200628outlook.onmicroseft.com) : Tag Contributor Role assignment 1 out of 1 parameters populated

+ Add artifact...



You assign Blueprint1 to Subscription] by using the following settings:

Lock assignment: Read Only

Managed Identity: System assigned

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements B8 \icros¥ft Ne
A locking mode of Read Only will be assigned to RG1. O

Userl can add tags to RG2.

You can remove Userl fronithe Tag Contributor role for RG2.
Answer:
Explanation:

Statements

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Userl from-the Tag Confﬁl')u!o a fo

Reference:
https:/docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION # 293
You have an Azure subscription that contains the storage accounts shown in the following table.

Name _ Type
storage1 Azure Blob storage
storage2 Azure Files SMB
storage3 Azure Table\storagenft

You need to configure authorization access.
‘Which authorization types can you use for each storage account? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only -~

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Shared Key only

Shared access signature (SAS) only
Shared Key and shared access signature (SAS)

Shared Key only
Shared access signature (SAS) only
‘Azure Active Directory (Azure AD) only

‘Shared Key and shared access signatLEEA‘iwIZ/‘:_‘3
Shared Key, shared access signature (SAS), a ﬁ%@it;ry (Azure AD)




Explanation:
torage1: v
Shared Key only
‘Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
‘Shared Key and shared access signature (SAS) only
Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

torage2: v

[Shared Key only L\
Shared access signature{(SAS).ofily
Shared Key and shdréd access signature (SAS)

torage3: v

Shared Key only
Shared access signature (SAS) only

Azure Active Directory (Azure AD) o
fé (SAS) only

‘Shared Key and
‘chared access signature (SAS), and Azure Active Directory (Azure AD) |

and
Shared Key,

Reference:
https7//docs.microsoft.conven-us/azure/storage/common/authorize-data-access

NEW QUESTION # 294
‘What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

No members
Only User2 )
Only User2 and User4

User1, User2, User3, and User4

e 89 ‘ v
No members

Only User3

Only User1 and User3

Userty User2, User3, and User4

Answer:
Explanation:



g Microsoft
Group1: ’ v
No members
Only User2
Only User2 and Userd
User1, User2,. User3, and User4

Group2: v
No members
Only User3
Only User1 and User3
User1, User2, User3, and User4

Reference:
https://docs.microsoft.comven-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

NEW QUESTION # 295

You create a new Azure subscription that is associated to a new Azure Active Directory (Azure AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used to provide access to the Microsoft Azure
Management cloud app.

The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit. (Click the Conditions tab.)

Portal Policy X Conditions X Locations O X
0 info ﬁ Delete @ info Control user access based on their
physical location. Learn more
*Name
e Device platforms @
tiaibilitod Not configured Configure 0
=g
L ° Yes || o |
Assignments 1included

Indude  Exclude

Users and groups @

All users Client apps (preview) 0

Any location
Not configured

All trusted locations

Cloud a.pps 0 Device state (preview) @ @' Selected locations
1 app included Not configured
° Select
1 condition selected kit
Contoso

Acces controls

Grant @
2 controls selected

Session O ‘ U'\\ J L4
\ /

* i
0 controls selected l '-\-.j'ﬂ [ (—1 H’F ( _j S {Z; E TJ: :C

The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the Grant tab.)




Assignments

Users and groups @

All users
Cloud apps @ I:d" Require approved client app @
1 app included | See list of approved client apps

Conditions @ e‘ , For multiple controls
1 condition ﬂg () Require all the selected controls

(@ Require one of the selected controls

Acces controls

Grant @
2 controls selected

session @ _
0 controls selected .

mYHergsoft

Portal Policy % Grant ]

© info 1 Delete  Select the controls to be enforced.
" Block access
*Name -
I Portal Policy ] @ Grantaccess

‘_Jf Require multi-factor authentication @

X

Require device to be marked as compliant @

Require Hybrid Azure AD jointed device §

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Samments ‘M |cr0§‘bft i
O

Users from the Contoso named location must use m-l I-tactor
authentication (MFA) to access the Azure portal. t op

Users from the Contoso named lo ;a % ‘.tg multl-factor O O

authentication (MFA) to ac ervices hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Answer:

Explanation:




Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

Statements Yes No

Users from the Contoso named location must use multi-factor O
authentication (MBA) toyactess the web services hosted in the Azure

subscription.

Users external to the Contoso named location must use multi-factor O O

authentication (MFA) to access the Azure portal.

Reference:
https:/docs.microsoft.con/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION # 296
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