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Juniper Enterprise Routing and Switching, Specialist (JNCIS-ENT) Sample
Questions (Q97-Q102):
NEW QUESTION # 97 
You are asked to create a new firewall filter to evaluate Layer 3 traffic that is being sent between VLANs. In this scenario, which
two statements are correct? (Choose two.)

A. You should apply the firewall filter to the appropriate VLAN.
B. You should apply the firewall filter to the appropriate IRB interface.
C. You should create a family Ethernet-switching firewall filter with the appropriate match criteria and actions.
D. You should create a family inet firewall filter with the appropriate match criteria and actions.

Answer: B,D

Explanation:
Explanation
A firewall filter is a configuration that defines the rules that determine whether to forward or discard packets at specific processing
points in the packet flow. A firewall filter can also modify the attributes of the packets, such as priority, marking, or logging. A
firewall filter can be applied to various interfaces, protocols, or routing instances on a Juniper device1.
A firewall filter has a family attribute, which specifies the type of traffic that the filter can evaluate. The family attribute can be one of
the following: inet, inet6, mpls, vpls, iso, or ethernet-switching2. The family inet firewall filter is used to evaluate IPv4 traffic, which is
the most common type of Layer 3 traffic on a network.
To create a family inet firewall filter, you need to specify the appropriate match criteria and actions for each term in the filter. The
match criteria can include various fields in the IPv4 header, such as source address, destination address, protocol, port number, or
DSCP value. The actions can include accept, discard, reject, count, log, policer, or next term3.
To apply a firewall filter to Layer 3 traffic that is being sent between VLANs, you need to apply the filter to the appropriate IRB
interface. An IRB interface is an integrated routing and bridging interface that provides Layer 3 functionality for a VLAN on a
Juniper device. An IRB interface has an IP address that acts as the default gateway for the hosts in the VLAN. An IRB interface can
also participate in routing protocols and forward packets to other VLANs or networks4.
Therefore, option C is correct, because you should create a family inet firewall filter with the appropriate match criteria and actions.
Option D is correct, because you should apply the firewall filter to the appropriate IRB interface.
Option A is incorrect, because you should not create a family ethernet-switching firewall filter with the appropriate match criteria and
actions. A family ethernet-switching firewall filter is used to evaluate Layer 2 traffic on a Juniper device. A family ethernet-switching
firewall filter can only match on MAC addresses or VLAN IDs, not on IP addresses or protocols5.
Option B is incorrect, because you should not apply the firewall filter to the appropriate VLAN. A VLAN is a logical grouping of
hosts that share the same broadcast domain on a Layer 2 network. A VLAN does not have an IP address or routing capability. A
firewall filter cannot be applied directly to a VLAN; it must be applied to an interface that belongs to or connects to the VLAN6.
References:
1: Firewall Filters Overview 2: Configuring Firewall Filters 3: Configuring Firewall Filter Match Conditions and Actions 4:
Understanding Integrated Routing and Bridging Interfaces 5: Configuring Ethernet-Switching Firewall Filters 6: Understanding
VLANs

NEW QUESTION # 98 
What does the * indicate in the output shown in the exhibit?



A. All interfaces have elected a root bridge.
B. The interface is active.
C. The switch ports have a router attached.
D. The interface is down.

Answer: B

Explanation:
The exhibit shows the output of the command show vlans brief, which displays brief information about VLANs and their associated
interfaces.
The output has four columns: Routing instance, VLAN name, Interfaces, and Tagging. The * symbol indicates that the interface is
active, meaning that it is up and forwarding traffic. This can be verified by the command show interfaces terse, which displays the
status of the interfaces.

NEW QUESTION # 99 
Exhibit.

You have configured the four EX Series switches with RSTP, as shown in the exhibit. You discover that whenever a link between
switches goes up or down, the switches take longer than expected for RSTP to converge, using the default settings.
In this scenario, which action would solve the delay in RSTP convergence?

A. The force-version must be removed.
B. The hello-time must be increased.
C. The bridge priority for EX-4 must be set at 4000.
D. The max-age must be increased to 20

Answer: A



Explanation:
* The exhibit shows the configuration of RSTP on EX-4, which has the command force-version stp
. This command forces the switch to use the legacy STP protocol instead of RSTP, even though the switch supports RSTP 1 . This
means that EX-4 will not be able to take advantage of the faster convergence and enhanced features of RSTP, such as edge ports,
link type, and proposal/agreement sequence 2 .
* The other switches in the network are likely to be running RSTP, as it is the default protocol for EX Series switches 3 . Therefore,
there will be a compatibility issue between EX-4 and the other switches, which will result in longer convergence times and
suboptimal performance. The switch will also generate a warning message that says "Warning: STP version mismatch with neighbor"
when it receives a BPDU from a RSTP neighbor 1 .
* To solve this problem, the force-version command must be removed from EX-4, so that it can run RSTP natively and interoperate
with the other switches in the network. This will enable faster convergence and better stability for the network topology. To remove
the command, you can use the delete protocols rstp force-version command in configuration mode 1 .

NEW QUESTION # 100 
You are concerned about spoofed MAC addresses on your LAN.
Which two Layer 2 security features should you enable to minimize this concern? (Choose two.)

A. IP source guard
B. static ARP
C. dynamic ARP inspection
D. DHCP snooping

Answer: C,D

Explanation:
* A is correct because dynamic ARP inspection (DAI) is a Layer 2 security feature that prevents ARP spoofing attacks. ARP
spoofing is a technique that allows an attacker to send fake ARP messages to associate a spoofed MAC address with a legitimate
IP address. This can result in traffic redirection, man-in-the-middle attacks, or denial-of-service attacks. DAI validates ARP packets
by checking the source MAC address and IP address against a trusted database, which is usually built by DHCP snooping 1 . DAI
discards any ARP packets that do not match the database or have invalid formats 1 .
* C is correct because DHCP snooping is a Layer 2 security feature that prevents DHCP spoofing attacks. DHCP spoofing is a
technique that allows an attacker to act as a rogue DHCP server and offer fake IP addresses and other network parameters to
unsuspecting clients. This can result in traffic redirection, man-in-the-middle attacks, or denial-of-service attacks. DHCP snooping
filters DHCP messages by classifying switch ports as trusted or untrusted. Trusted ports are allowed to send and receive any DHCP
messages, while untrusted ports are allowed to send only DHCP requests and receive only valid DHCP replies from trusted ports 2
. DHCP snooping also builds a database of MAC addresses, IP addresses, lease times, and binding types for each client 2 .

NEW QUESTION # 101 
What are two interarea OSPF LSA types? (Choose two.)

A. Type 4 ASBR summary LSAs
B. Type 1 router LSAs
C. Type 3 summary LSAs
D. Type 2 network LSAs

Answer: A,C

NEW QUESTION # 102
......
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