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o Zscaler Zero Trust Automation: This part measures Automation Engineers on their ability to utilize Zscaler
E 8| APIs, including the One API framework, for automating zero trust security functions and integrating with

broader enterprise security and orchestration tools.

¢ This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
EN ) and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves
securing BYOD environments and understanding risk management to protect sensitive information.

o Zscaler Digital Experience: This section evaluates Network Performance Analysts on their knowledge of
FEE 3 Zscaler Digital Experience (ZDX), including understanding the ZDX score, architectural overview, features,
functionalities, and practical use cases to optimize digital user experiences.

e Access Control Services: This area assesses Security Operations Specialists on implementing access

control mechanisims including cloud app control, URL filtering, file type controls, bandwidth controls, and
FrE4 segmentation. It also covers Microsoft 365 policies, private application access strategies, and firewall
configurations to protect enterprise resources.

¢ Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite

of Zscaler platform services. Key topics include advanced device posture assessments, TLS inspection
FES mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.
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¢ Risk Management: This domain measures skills of Risk Managers and Security Architects in using

Zscaler’s comprehensive risk management suite. Candidates are expected to understand risk capabilities,
FrE6 dashboards, asset and financial risk insights, vulnerability management, deception tactics, identity
protection, and breach prediction analytics.

o Identity Services: This section of the exam measures skills of Identity and Access Management Engineers

and covers foundational identity services including authentication and authorization protocols such as
FE7 SAML, SCIM, and OIDC. Candidates should understand identity administration tasks and how to
manage policies and audit logs within the Zscaler platform.

¢ Connectivity Services: This domain evaluates Network Security Engineers on configuring and managing
connectivity essentials like device posture assessment, trusted network definitions, browser access
controls, and TLS

FE ¢ SSL inspection deployment. It also includes applying policy frameworks focused on authentication and

enforcement for internet access, private access, and digital experience.

BRI H Digital Transformation Administrator ZDTA HEEREE (Q82-
Q87):

i R #82

Which of the following is an open standard used to provide automatic updates of a user's group and department information?
A Import

B. LDAP Sync

C.SCIM

D. SAML

ER:

fE AR A -

C

Explanation:

SCIM (System for Cross#domain Identity Management) is the open standard API designed for automated provisioning and ongoing
synchronization of users' attributes, such as group and department, between identity providers and service platforms.

FIRE #83
As technology that exists for a very long period of time, has URL Filtering lost its effectiveness?

¢ A. Inamodemn cloud world, access to all Internet sites and cloud applications should be granted by default. URL Filtering is
no longer needed.

¢ B. URL Filtering has been replaced by CASB functionality through blocking access to all Internet sites and only allowing a
few corporate applications.

e C. URL Filtering is outdated and no longer needed. The rise of HTTPS leads renders URL Filtering inefective as all traffic is
encrypted.

e D. URL Filter is the most commonly used web filtering technique in the arsenal. It acts as first line of defense.

ZE: D

fE R A -
URL Filtering remains the most widely deployed web filtering method, serving as the first line of defense by categorizing and
controlling access to websites before any deeper inspection or cloud#based security service takes over.

R #84
What is the default policy configuration setting for checking for Viruses?

e A. Block



e B. Malware Protection
e C. Allow
e D. Unwanted Applications

BER: A

it RE S -
Out of the box, Zscaler's Malware Protection policy is configured to block any traffic identified as a virus, ensuring known malicious
files are denied immediately.

i RE #85
‘What Malware Protection setting can be selected when setting up a Malware Policy?

A. Block

B. Do Not Decrypt
C. Bypass

D. Isolate

ER: A

i RE LB -

The valid Malware Protection setting selectable when configuring a Malware Policy in Zscaler isBlock. This setting instructs the
platform to block malicious files or activities detected by malware scanning engines.

Other settings like Isolate or Bypass are not standard malware policy actions in Zscaler's malware protection configuration. The "Do
Not Decrypt" option relates to SSL inspection settings, not malware policy actions.

The study guide specifies "Block" as the primary malware policy action to enforce protection.

/8 #86
Froma user perspective, Zscaler Bandwidth Control performs traffic shaping and buffering on what direction (s) of traffic?

A. Outbound traffic is shaped. Inbound or localhost traffic is unshaped.
B. Localhost traffic is shaped. Outbound or Inbound traffic is unshaped.
C. Outbound or inbound traffic is shaped. Localhost traffic is unshaped.
D. Inbound traffic is shaped. Outbound or localhost traffic is unshaped.

ER: A
fRRERE

Zscaler Bandwidth Control shapes and buffers only the outbound traffic from the user's device, ensuring smooth egress flow, while
inbound and localhost traffic remain unshaped.
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