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A company is launching a new web application on Amazon EC2 instances. Development and production workloads exist in separate
AWS accounts.

According to the company's security requirements, only automated configuration tools are allowed to access the production account.
The company's security team wants to receive immediate notification if any manual access to the production AWS account or EC2
stances occurs

‘Which combination of actions should a solutions architect take in the production account to meet these requirements? (Select
THREE.)

¢ A Turn on AWS CloudTrail logs in the application's primary AWS Region Use Amazon Athena to quety the logs for
AwsConsoleSignin events.

¢ B. Turn on AWS CloudTrail logs for all AWS Regions. Configure Amazon CloudWatch alarns to provide an alert when an
AwsConsoleSignin event is detected.

¢ C. Configure an Amazon Simple Notification Service (Amazon SNS) topic to send a message to the security team when an
alarm is activated

¢ D. Deploy EC2 instances in an Auto Scaling group. Configure the launch template to delete the key pair after launch.
Configure Amazon CloudWatch Logs for the system access logs Create an Amazon CloudWatch dashboard to show user
logins over time.

¢ E. Deploy EC2 instances in an Auto Scaling group Configure the launch template to deploy instances without key pairs
Configure Amazon CloudWatch Logs to capture system access logs Create an Amazon CloudWatch alarm that is based on
the logs to detect when a user logs in to an EC2 instance

¢ F. Configire Amazon Simple Email Service (Amazon SES) to send email to the security team when an alarm is activated.

Answer: B,C.E

NEW QUESTION # 470

A company has an application that runs on Amazon EC2 instances in an Amazon EC2 Auto Scaling group. The company uses
AWS CodePipeline to deploy the application. The instances that run in the Auto Scaling group are constantly changing because of
scaling events When the company deploys new application code versions the company Installs the AWS CodeDeploy agent on any
new target EC2 instances and associates the instances with the CodeDeploy deployment group The application is set to go live
within the next 24 hours What should a solutions architect recommend to automate the application deployment process with the
LEAST amount of operational overhead?

e A. Create a new AWS CodeBuild project that creates a new AMI that contains the new code Configure CodeBuild to
update the Auto Scaling group's launch template to the new AMI Run an Amazon EC2 Auto Scaling instance refresh
operation.

¢ B. Create a new AMI that has the CodeDeploy agent installed Configure the Auto Scaling group's launch template to use the
new AMI Associate the CodeDeploy deployment group with the Auto Scaling group instead of the EC2 instances.

¢ C. Configure Amazon EventBridge (Amazon CloudWatch Events) to invoke an AWS Lambda fimction when a new EC2
instance is launched mto the Auto Scaling group. Code the Lambda finction to associate the EC2 instances with the
CodeDeploy deployment group.

e D. Write a script to suspend Amazon EC2 Auto Scaling operations before the deployment of new code. When the
deployment is complete, create a new AMI and configure the Auto Scaling group's launch template to use the new AMI for
new launches. Resume Amazon EC2 Auto Scaling operations

Answer: B

Explanation:
https://docs.aws.amazon.convcodedeploy/latest/userguide/integrations-aws-auto-scaling. htm

NEW QUESTION # 471

A company wants to migrate its workloads from on premises to AWS. The workloads run on Linux and Windows. The company
has a large on-premises intra structure that consists of physical machines and VM that host numerous applications.

The company must capture details about the system configuration. system performance. running processure and network coi.net
lions of its 0. -premises ,on boards. The company also must divide the on-premises applications into groups for AWS migrations.
The company needs recommendations for Amazon EC2 instance types so that the company can run its workloads on AWS in the
most cost-effective manner.

‘Which combination of steps should a solutions architect take to meet these requirements? (Select THREE.)

e A. Group servers into applications for migration by using AWS Migration Hub.



B. Assess the existing applications by installing AWS Systemns Manager Agent on the physical machines and VMs

C. Assess the existing applications by installing AWS Application Discovery Agent on the physical machines and VMs.
D. Generate recommended instance types and associated costs by using AWS Migration Hub.

E. Import data about server sizes into AWS Trusted Advisor. Follow the recommendations for cost optimization.

F. Group servers into applications for migration by using AWS Systerms Manager Application Manager.

Answer: A,B,E

NEW QUESTION # 472

A company is designing a new website that hosts static content. The website will give users the ability to upload and download large
files. According to company requirements, all data must be encrypted in transit and at rest. A solutions architect is building the
solution by using Amazon S3 and Amazon CloudFront.

‘Which combination of steps will meet the encryption requirements? (Choose three.)

A. Configure redirection of HTTP requests to HTTPS requests in CloudFront.

B. Use the RequireSSL option in the creation of presigned URLs for the S3 bucket that the web application uses.
C. Add a policy attribute of "aws:SecureTransport™: "true" for read and write operations in the S3 ACLs.

D. Turn on S3 server-side encryption for the S3 bucket that the web application uses.

E. Create a bucket policy that denies any unencrypted operations in the S3 bucket that the web application uses.

F. Configure encryption at rest on CloudFront by using server-side encryption with AWS KMS keys (SSE-KMS).

Answer: A.D.E

Explanation:
https:/aws.amazon.convtw/blogs/security/how-to-prevent-uploads-of-unencrypted-objects-to- amazon-s3/

NEW QUESTION # 473

A company wants to change its internal cloud billing strategy for each of its business units. Currently, the cloud governance team
shares reports for overall cloud spending with the head of each business unit. The company uses AWS Organizations lo manage the
separate AWS accounts for each business unit. The existing tagging standard in Organizations includes the application, environment,
and owner. The cloud governance team wants a centralized solution so each business unit receives monthly reports on its cloud
spending. The solution should also send notifications for any cloud spending that exceeds a set threshold.

Which solution is the MOST cost-effective way to meet these requirements?

e A. Configure AWS Budgets in each account and configure budget alerts That are grouped by application, environment, and
owner. Add each business unit to an Amazon SN topic for each alert. Use the AWS Billing and Cost Management
dashboard in each account to create monthly reports for each business unit.

e B. Enable AWS Cost and Usage Reports in the organization's master account and configure reports grouped by application,
environment, and owner. Create an AWS Lambda finction that processes AWS Cost and Usage Reports, sends budget
alerts, and sends monthly reports to each business unit's email list.

e C. Configure AWS Budgets in the organization's master account and configure budget alerts that are grouped by application,
environment, and owner. Add each business unit to an Amazon SN topic for each alert. Use Cost Explorer in the
organization's master account to create monthly reports for each business unit.

¢ D. Configure AWS Budgets in each account and configure budget alerts that are grouped by application, environment, and
owner. Add each business unit to an Amazon SN topic for each alert. Use Cost Explorer in each account to create monthly
reports for each business unit.

Answer: C

Explanation:

Configure AWS Budgets in the organization#€™s master account and configure budget alerts that are grouped by application,
environment, and owner. Add each business unit to an Amazon SNS topic for each alert. Use Cost Explorer in the
organization#€™Ss master account to create monthly reports for each business unit.
https7//aws.amazon.com/about-aws/whats-new/2019/07/introducing-aws-budgets-
reports/#~text=AWS%20Budgets%020gives%020you%s20the, below’s20the %62 0threshold%620you%s20define

NEW QUESTION # 474
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