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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q62-Q67):

NEW QUESTION # 62

Refer to the exhibit.

Event Recerve Time  Reporting 1P Wil N Source IP Application Category
09:12:11 10.10.10.10  Failed Logon Ryan 1.1.4.1 Wab App
09:12:58 10.10.10.11 Failed Logon John 555 DB
09:15:56 10.10.10.10  Failed Logon Ryan 1.1.1.1 Web App
09:20.01 10.10.10.10 Failed Logbn Paul 3321 Web App
10:10:43 10.10,40.117 Falled Logon Ryan 1.1.1.15 oB
10-45:08 10.1090.11  Failled Logon  Wendy 1118 oB
11:23:33 10.10.10.10  Failed Logon Ryan 1.1.1.15 DB
12:05:52 10.10.10.10 Failed Logon Ryan 1.1.1.1 Web App

It events are grouped by Event Type and User attributes in FortiSIEM. how many results will be displayed?

A. No results will be displayed.

B. Two results will be displayed.
C. Eight results will be displayed.
D. Four results will be displayed.

Answer: D

Explanation:

Grouping Events in FortiSIEM: Grouping events by specific attributes allows administrators to aggregate and analyze data more
efficiently.

Grouping Criteria: In this case, the events are grouped by "Event Type" and "User" attributes.

Unique Combinations: To determine the number of results displayed, identify the unique combinations of the

"Event Type" and "User" attributes in the provided data.

* Failed Logon by Ryan(appears multiple times but is one unique combination)

* Failed Logon by John

* Failed Logon by Paul

* Failed Logon by Wendy

Unique Groupings: There are four unique groupings based on the given data: "Failed Logon" by "Ryan",

"John", "Paul", and "Wendy".

References: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, which explain how events are grouped and
reported based on selected attributes.

NEW QUESTION # 63
Refer to the exhibit.
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‘What does the pauso icon indicate?

A. Data collection is paused duo to an issue, such as a change of password.
B. Data collection has not started.

C. Data collection is paused after the ntervals shown for metrics.

D. Data collection execution failed because the device is not reachable.
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Answer: A

Explanation:

Data Collection Status: FortiSIEM displays various icons to indicate the status of data collection for different devices.

Pause Icon: The pause icon specifically indicates that data collection is paused, but this can happen due to several reasons.
Common Cause for Pausing: One common cause for pausing data collection is an issue such as a change of password, which
prevents the system from authenticating and collecting data.

Exhibit Analysis: In the provided exhibit, the presence of the pause icon next to the device suggests that data collection has
encountered an issue that has caused it to pause.

References: FortiSIEM 6.3 User Guide, Device Management and Data Collection Status Icons section, which explains the different
icons and their meanings.

NEW QUESTION # 64
Which database is used for storing anomaly data, that is calculated for different parameters, such as traffic and device resource
usage running averages, and standard deviation values?

A. CMDB

B. SVN DB
C. Event DB
D. Profile DB

Answer: D

Explanation:

Anomaly Data Storage: Anomaly data, including running averages and standard deviation values for different parameters such as
traffic and device resource usage, is stored in a specific database.

Profile DB: The Profile DB is used to store this type of anomaly data.

* Function: It maintains statistical profiles and baselines for monitored parameters, which are used to detect anomalies and deviations
from normal behavior.

Significance: Storing anomaly data in the Profile DB allows FortiSIEM to perform advanced analytics and alerting based on
deviations from established baselines.

References: FortiSIEM 6.3 User Guide, Database Architecture section, which describes the purpose and contents of the Profile DB
in storing anomaly and baseline data.

NEW QUESTION # 65
What are the four categories of incidents?

A. Devices, users, high risk, and low risk
B. Performance, devices, high risk, and low risk
C. Performance, availability, security, and change

D. Security, change, high risk, and low risk
Answer: C

Explanation:

* Incident Categories in FortiSIEM: Incidents in FortiSIEM are categorized to help administrators quickly identify and prioritize the
type of'issue.

* Four Main Categories:

Performance: Incidents related to the performance of devices and applications, such as high CPU usage or memory utilization.
Auvailability: Incidents affecting the availability of services or devices, such as downtime or connectivity issues.

Security: Incidents related to security events, such as failed login attempts, malware detection, or unauthorized access.

Change: Incidents triggered by changes in the configuration or state of devices, such as new software installations or configuration
modifications.

* Tmportance of Categorization: These categories help in the efficient management and response to different types of incidents,
allowing for better resource allocation and quicker resolution.

* Reference: FortiSIEM 6.3 User Guide, Incident Management section, which details the different categories of incidents and their

significance.



NEW QUESTION # 66

Refer to the exhibit.
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The FortiSIEM admmnistrator is examining events for two devices to nvestigate an issue. However, the administrator is not getting
any results from their search.

Based on the selected filters shown in the exhibit, why is the search returning no results?

A. The wrong option is selected in the Operator colunn.

B. An invalid TP subnet is typed in the Value colunmn.

C. The wrong boolean operator is selected in the Next column.
D. Parenthesis are missing,

Answer: C

Explanation:

Search Filters in FortiSIEM: When searching for events, the correct use of filters and logical operators is crucial to obtain accurate
results.

Issue Analysis:

* Selected Filters: The exhibit shows filters for two different Reporting IP addresses.

* Logical Operators: The use of "AND" between the two Reporting IP addresses implies that an event must match both IP
addresses simultaneously, which is not possible for a single event.

Correct Usage: To search for events from either of the two IP addresses, parentheses should be used to group conditions logically.
* Corrected Filter:(Reporting IP = 192.168.1.1 OR Reporting IP = 172.16.10.3)would return events from either IP address.
References: FortiSIEM 6.3 User Guide, Search and Filters section, which explains the use of logical operators and the importance
of parentheses in constructing effective search queries.
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