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The desktop Fortinet NSE4 FGT AD-7.6 exam simulation software works only on Windows, but the web-based Fortinet

NSE4 FGT AD-7.6 practice exam is compatible with all operating systems. You can take the online Fortinet NSE4 FGT AD-7.6
Mock Test without software installation via Chrome, Opera, Firefox, or another popular browser.

Fortinet NSE4 FGT_AD-7.6 Exam Syllabus Topics:

Topic Details
¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
Topic 1 and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.
¢ Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
Topic 2 and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.
¢ Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
Topic 3 nspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.
¢ Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
Topic 4 load balance traffic across multiple WAN links.
e VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
Topic 5 secure connections.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q47-Q52):

NEW QUESTION # 47

Refer to the exhibit. An administrator has configured an Application Overrides for the ABC.Com application signature and set the
Action to Allow. This application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is
enabled in the firewall policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Application and Filter C ?'.;s_-'.-.m_F HTI r] ET
Priority Details Type Action
i 1 & ABC.Com Application @ Allow
2 BN Excecsive-Bandwidth  Filter @ Block
e

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
B. The ABC.Com Action is set to Allow.

C. The ABC.Com s hitting the category Excessive-Bandwidth.

D. The ABC.Com Type is set as Application instead of Filter.

Answer: B

Explanation:
When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking.
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NEW QUESTION # 48
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
‘Which two factors can you observe from these configurations? (Choose two.)

Application sensor F
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Firewall policy

Edit Policy

" Firewall/Network Options
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NAT
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Protocol options 28 default

Security Profiles

AntiVirus
Web filter
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Application control

IPS

File filter EHE‘:HTInE
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Decrypted traffic mirror D
Logging Options

Log allowed traffic ©  Security events JEIETSSSAIS

A. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.

B. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
C. Facebook access is blocked based on the category filter settings.

D. YouTube search is allowed based on the Google Application and Filter override settings.

Answer: B,.D

Explanation:

Facebook belongs to the Social Media application category, which is set to Block in the application sensor. Therefore, any
Facebook application traffic is blocked by category.

YouTube Search may fall under Google services or General Interest depending on how traffic is parsed (especially with SSL deep
mspection).

The Google application override is set to Monitor, which means traffic is allowed, just logged.

The Video/Audio category (which includes YouTube video playback) is blocked, but this does not block YouTube Search, which is
just browsing and searching on the site, is not blocked by the Video/Audio category unless the actual video stream starts.

NEW QUESTION # 49

An administrator has configured a dialup IPsec VPN on FortiGate with add-route enabled.
However, the static route is not showing in the routing table.

Which two statements about this scenario are correct? (Choose two.)

A. The administrator must ensure phase 2 is successfully established.

B. The administrator must enable a dynamic routing protocol on the dialup interface.

C. The administrator must use a policy route instead of a static route for add-route to work properly.
D. The administrator must define the remote network correctly in the phase 2 selectors.



Answer: A,D

Explanation:

The admmnistrator must ensure phase 2 is successfully established — The static route for the dialup VPN is only added after Phase 2
negotiation completes successfilly.

The admmistrator must define the remote network correctly in the phase 2 selectors — The add- route feature installs a route based
on the Phase 2 selectors; if they are incorrect, no route will appear in the routing table.

NEW QUESTION # 50
Refer to the exhibits, which show the firewall policy and an antivirus profile configuration.

Firewall policy configuration

Edit Policy
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Antivirus profile configuration

Edit AntiVirus Profile
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Why is the user unable to receive a block replacement message when downloading an infected file for the first time?

¢ A The firewall policy perforns a full content inspection on the file.

¢ B. The intrusion prevention security profile must be enabled when using flow-based inspection mode.
e C. The option to send files to FortiSandbox for inspection is enabled.

¢ D. Flow-based inspection is used, which resets the last packet to the user.

Answer: D



Explanation:

In Flow Based scanning, if a virus is detected, the final packet is dropped making the file unusable tot the end user. FG caches the
URL of the file. If the user attempts to download again, rather than scanning the file again, the IPS engine then sends a block
message to the user.

NEW QUESTION # 51
Which inspection mode does FortiGate use for application profiles if it is configured as a profile- based next-generation firewall

(NGFW)?

A. Certificate inspection
B. Proxy-based inspection
C. Flow-based inspection
D. Full content inspection

Answer: C

Explanation:
You can configure application control in proxy-based and flow-based firewall policies. However, because application control uses
the IPS engmne, which uses flow-based inspection, the INSPECTION is always flow-based.

NEW QUESTION # 52
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