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54. Frage

* Retain all the images.

* Incur no cost for retrieval,

* Have minimal management overhead.

* Have the images available with no impact on retrieval time. Which solution meets these requirements?

A. Tnplement an S3 Lifecycle policy to move data to S3 Standard-Infrequent Access (S3 Standard-1A).
B. Implement an S3 Lifecycle policy to move data to S3 One Zone-Infrequent Access (S3 One Zone-1A).
C. Implement S3 Intelligent-Tiering.

D. Implement S3 storage class analysis.

Antwort: C

Begriindung;

S3 Intelligent-Tiering is designed for data with unknown or changing access patterns. It automatically moves objects between
frequent and infrequent access tiers as needed, with no retrieval fees for accessing data in any tier, and no performance impact.
Minimal management overhead is required because AWS manages all transitions automatically. This class is cost-optimized and
meets all requirements listed.

AWS Documentation Extract:

"S3 Intelligent- Tiering is the only storage class that automatically moves data between fiequent and infrequent access tiers when
access patterns change, with no retrieval charges and no impact on performance.

It is designed to optimize costs automatically when data access patterns are unpredictable." (Source: Amazon S3 documentation,
Intelligent- Tiering storage class) Other options:

* B: Storage class analysis only provides recommendations, not actual storage tiering,

* C & D: S3 Standard-IA and S3 One Zone-IA both have retrieval fees and may impact retrieval time and data durability.
Reference: AWS Certified Solutions Architect - Official Study Guide, S3 Storage Classes Section.

55. Frage

[Design Secure Architectures]

An ecommerce company hosts its analytics application in the AWS Cloud. The application generates about 300 MB of data each
month. The data is stored in JSON format. The company is evaluating a disaster recovery solution to back up the dat a. The data
must be accessible in milliseconds if it is needed, and the data must be kept for 30 days.

‘Which solution meets these requirements MOST cost-effectively?

A. Amazon S3 Standard

B. Amazon OpenSearch Service (Amazon Elasticsearch Service)
C. Amazon RDS for PostgreSQL

D. Amazon S3 Glacier

Antwort: A

Begrindung;

This solution meets the requirements of a disaster recovery solution to back up the data that is generated by an analytics application,
stored in JSON format, and must be accessible in milliseconds if it is needed. Amazon S3 Standard is a durable and scalable storage
class for frequently accessed data. It can store any amount of data and provide high availability and performance. It can also support
millisecond access time for data retrieval.

Option A is incorrect because Amazon OpenSearch Service (Amazon Elasticsearch Service) is a search and analytics service that
can index and query data, but it is not a backup solution for data stored in JSON format. Option B is incorrect because Amazon S3
Glacier is a low-cost storage class for data archiving and long-term backup, but it does not support millisecond access time fordata
retrieval. Option D is incorrect because Amazon RDS for PostgreSQL is a relational database service that can store and query
structured data, but it is not a backup solution for data stored in JSON format.

Reference:

httpsz//aws.amazon.conys3/storage-classes/

httpsz/aws.amazon.convs3/faqs/#Durability and data protection



56. Frage

[Design Secure Architectures]

A company built an application with Docker containers and needs to run the application in the AWS Cloud The company wants to
use a managed sen/ice to host the application The solution must scale in and out appropriately according to demand on the individual
container services The solution also must not result in additional operational overhead or infrastructure to manage Which solutions
will meet these requirenments? (Select TWO)

A. Use Amazon Elastic Kubernetes Service (Amazon EKS) with Amazon EC2 worker nodes.

B. Use Amazon Elastic Kubernetes Service (Amazon EKS) with AWS Fargate.

C. Provision an Amazon API Gateway API Connect the API to AWS Lambda to run the containers.
D. Use Amazon Elastic Container Service (Amazon ECS) with Amazon EC2 worker nodes.

E. Use Amazon Elastic Container Service (Amazon ECS) with AWS Fargate.

Antwort: B,E

Begriindung;

These options are the best solutions because they allow the company to run the application with Docker containers in the AWS
Cloud using a managed service that scales automatically and does not require any infrastructure to manage. By using AWS Fargate,
the company can launch and run containers without having to provision, configure, or scale clusters of EC2 instances. Fargate
allocates the right amount of compute resources for each container and scales them up or down as needed. By using Amazon ECS
or Amazon EKS, the company can choose the container orchestration platform that suits its needs. Amazon ECS is a fully managed
service that integrates with other AWS services and simplifies the deployment and management of containers. Amazon EKS is a
managed service that runs Kubernetes on AWS and provides compatibility with existing Kubernetes tools and plugins.

C . Provision an Amazon API Gateway API Connect the API to AWS Lambda to run the containers. This option is not feasible
because AWS Lambda does not support running Docker containers directly. Lambda functions are executed in a sandboxed
environment that is isolated from other functions and resources. To run Docker containers on Lambda, the company would need to
use a custom runtime or a wrapper library that emulates the Docker API, which can introduce additional complexity and overhead.
D . Use Amazon Elastic Container Service (Amazon ECS) with Amazon EC2 worker nodes. This option is not optimal because it
requires the company to manage the EC2 instances that host the containers. The company would need to provision, configure, scale,
patch, and monitor the EC2 instances, which can increase the operational overhead and infrastructure costs.

E . Use Amazon Elastic Kubernetes Service (Amazon EKS) with Amazon EC2 worker nodes. This option is not ideal because it
requires the company to manage the EC2 instances that host the containers. The company would need to provision, configure, scale,
patch, and monitor the EC2 instances, which can increase the operational overhead and infrastructure costs.

Reference:

1 AWS Fargate - Amazon Web Services

2 Amazon Elastic Container Service - Amazon Web Services

3 Amazon Elastic Kubernetes Service - Amazon Web Services

4 AWS Lambda FAQs - Amazon Web Services

57. Frage
A solutions architect has created a new AWS account and must secure AWS account root user access.
‘Which combination of actions will accomplish this? (Choose two.)

A. Apply the required permissions to the root user with an inline policy document.
B. Ensure the root user uses a strong password.

C. Add the root user to a group containing administrative permissions.

D. Enable nulti-factor authentication to the root user.

E. Store root user access keys in an encrypted Amazon S3 bucket.

Antwort: B,D

58. Frage

A company has set up hybrid connectivity between an on-premises data center and AWS by using AWS Site-to-Site VPN. The
company is migrating a workload to AWS.

The company sets up a VPC that has two public subnets and two private subnets. The company wants to monitor the total packet
loss and round-trip-time (RTT) between the data center and AWS.

‘Which solution will meet these requirements with the LEAST operational overhead?

e A Create an AWS Batch job in each subnet. Write a script to perform Internet Control Message Protocol (ICMP)



connectivity checks.

¢ B. Create an Amazon EC2 instance in each subnet. Create a scheduled job to send Internet Control Message Protocol
(ICMP) packets to the on-premises destination.

¢ (. Use Amazon CloudWatch Network Monitor to set up Internet Control Message Protocol (I(CMP) probe monitoring from
each subnet to the on-premises destination.

¢ D. Create an AWS Lambda function in each subnet. Write a script to perform Internet Control Message Protocol (ICMP)
connectivity checks.

Antwort: D

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract of Amazon Web Services (AWS) Architect documents:

While CloudWatch Network Monitor can monitor paths, it does not support ICMP directly. If you need ICMP-based RTT and
packet loss tracking, you must implement it using scripts.

Using Lambda provides the lowest operational overhead:

Serverless

Scales automatically

No EC2 provisioning or maintenance

Can run scheduled ICMP checks using Amazon EventBridge

"You can schedule AWS Lambda to run at fixed intervals to monitor metrics such as latency or perform synthetic transactions."
- AWS Lambda with CloudWatch Events

Incorrect Options:

A: Not currently capable of ICMP-level metrics.

B: EC2 mnstances add ongoing cost and overhead.

D: AWS Batch is overkill and more suited for compute-heavy jobs.

Reference:

Monitoring Network Performance

Scheduling with Lambda
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