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Topic 1
WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

Topic 2
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 3
WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q121-
Q126):
NEW QUESTION # 121 
You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is does not even
see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the laptops of this model in the
organization. Several other tablets connect on channel 48 and channel 52 in the same work areas. What is the likely problem?

A. The antennas in the laptop have insufficient gain to detect the 5 GHz signals.
B. The clients are configured to use WPA and 5 GHz channels only support WPA2.
C. The client drivers are faulty and should be upgraded.
D. The access points are configured to disallow 5 GHz.

Answer: C

Explanation:
The client drivers are faulty and should be upgraded is the likely problem for the laptop that can see and connect to 2.4 GHz APs,
but does not even see 5 GHz APs. The client drivers are the software components that enable the wireless adapter of the laptop to
communicate with the operating system and the network. The client drivers are responsible for scanning the available wireless
channels, detecting and connecting to the access points, negotiating the security and data rate parameters, and transmitting and
receiving data frames. If the client drivers are faulty, outdated, or incompatible, they may cause various issues with the wireless
performance and functionality, such as low data rates, poor signal strength, frequent disconnections, or inability to see or connect to
certain access points or channels.
One of the possible causes of faulty client drivers is that they do not support or recognize some of the features or standards of the
802.11ac technology, such as wider channel bandwidths, higher modulation schemes, or DFS (Dynamic Frequency Selection)
channels. This could explain why the laptop can see and connect to 2.4 GHz APs, but not 5 GHz APs, as 802.11ac operates only in
the 5 GHz band and uses channels that are wider (up to 160 MHz) and higher (up to channel 165) than those used by previous
standards. Moreover, some of the 5 GHz channels are subject to DFS rules, which require the access points and client stations to
monitor and avoid using channels that are occupied by radar systems or other primary users. If the client drivers do not support or
comply with DFS rules, they may not be able to see or connect to access points that use DFS channels.
To solve this problem, the client drivers should be upgraded to the latest version that supports and is compatible with 802.11ac
features and standards. This can be done by downloading and installing the updated driver software from the manufacturer's website
or using a device manager tool. Upgrading the client drivers may also improve other aspects of wireless performance and
functionality, such as data rates, signal strength, security, and stability. References: 1, Chapter 12, page 493; 2, Section 8.1

NEW QUESTION # 122 
You are deploying a WLAN with the access points configured for 10 mW of output power on the 2.4 GHz radios and 20 mW of
output power on the 5GHz radios. Some semi-directional antennas are also in use. What kind of deployment is described?

A. High density
B. Standard office
C. Residential
D. SOHO

Answer: D



Explanation:
A high-density deployment is a wireless network that is designed to support a large number of users and devices in a relatively small
area. This type of deployment is often used in enterprise environments, such as offices, schools, and hospitals.
The use of semi-directional antennas in the deployment described in the question is a good indication that it is a high-density
deployment. Semi-directional antennas can be used to focus the signal from an access point in a specific direction. This can help to
reduce interference and improve performance in high-density environments.
The other answer choices are less likely to be correct for the following reasons:
* SOHO (small office/home office) deployments are typically smaller and less complex than high-density deployments.
* Residential deployments are typically even smaller and less complex than SOHO deployments.
* Standard office deployments may be high-density, but they may also be lower-density.
It is important to note that the type of deployment is not determined solely by the output power of the access points. However, the
use of 10 mW of output power on the 2.4 GHz radios and 20 mW of output power on the
5GHz radios is also consistent with a high-density deployment.
Here are some additional tips for deploying a high-density wireless network:
* Use a site survey to determine the optimal placement of access points.
* Configure the access points to use non-overlapping channels.
* Use semi-directional or directional antennas to focus the signal and reduce interference.
* Implement a wireless intrusion prevention system (WIPS) to detect and mitigate rogue access points and other security threats.

NEW QUESTION # 123 
During a post-implementation survey, you have detected a non-802.11 wireless device transmitting in the area used by handheld
802.11g scanners. What is the most important factor in determining the impact of this non-
802.11 device?

A. Receive sensitivity
B. Protocols utilized
C. Channel occupied
D. Airtime utilization

Answer: D

Explanation:
Airtime Utilization is a per-channel statistic that defines what percentage of the channel is currently being used, and what percentage
is therefore free. Airtime usage can come from: Data traffic to and from client devices. Interference from WiFi and non-WiFi
sources. Management overhead from APs and client devices.
https://wyebot.com/2019/06/06/understanding-airtime-utilization/

NEW QUESTION # 124 
In which plane of the three networking planes is an access point configured by a WLAN controller?

A. Control
B. Data
C. Management
D. Security

Answer: C

Explanation:
An access point is configured by a WLAN controller in the management plane of the three networking planes.
The management plane is responsible for the configuration, administration, and monitoring of network devices, such as access points,
switches, routers, and controllers. The WLAN controller communicates with the access point using a management protocol, such as
CAPWAP or SNMP, to send configuration commands and receive status information. The control plane is responsible for the
routing, switching, and forwarding of network traffic, such as data frames and control frames. The WLAN controller may also
participate in the control plane by performing functions such as authentication, encryption, roaming, and load balancing. The security
plane is responsible for the protection of network devices and data from unauthorized access, modification, or disclosure. The
WLAN controller may also participate in the security plane by implementing features such as firewall, VPN, IDS/IPS, and WIPS.
The data plane is responsible for the transmission and reception of user data, such as voice, video, or web traffic. The WLAN
controller may or may not participate in the data plane depending on the architecture of the WLAN. In some cases, the access point
forwards the user data directly to the wired network without involving the WLAN controller (distributed data forwarding).



In other cases, the access point tunnels the user data to the WLAN controller before forwarding it to the wired network (centralized
data forwarding). References: CWNA-109 Study Guide, Chapter 9: Wireless LAN Architecture, page 279

NEW QUESTION # 125 
802. 11ax (HE) introduces Resource Units that can be used to allow communications with multiple devices at the same time, on the
same channel, in the same BSS. What feature of 802.1 lax provides this functionality?

A. Wi-Fi-LTE
B. TWT
C. 6 GHz support
D. OFDMA

Answer: D

Explanation:
The feature of 802.11ax (HE) that provides this functionality is OFDMA. OFDMA stands for Orthogonal Frequency Division
Multiple Access and is a technology that allows multiple devices to communicate simultaneously on the same channel in the same
BSS. OFDMA works by dividing a channel into smaller subchannels called Resource Units (RUs), which are composed of groups
of subcarriers or tones. Each RU can be assigned to a different device based on its bandwidth requirement and signal quality. This
way, OFDMA can increase the efficiency and capacity of the channel by reducing overhead, contention, and latency. OFDMA can
also support both uplink and downlink multi-user transmissions using trigger frames and buffer status reports. 6 GHz support, TWT,
and Wi-Fi-LTE are not features of 802.11ax that provide this functionality. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: Exam CWNA-109], page 226; [CWNA: Certified Wireless Network Administrator Official
Study Guide: Exam CWNA-109], page 216.

NEW QUESTION # 126
......

Test4Engine has many CWNP Wireless Network Administrator (CWNA) (CWNA-109) practice questions that reflect the pattern
of the real CWNP Wireless Network Administrator (CWNA) (CWNA-109) exam. Test4Engine allows you to create a CWNP
Wireless Network Administrator (CWNA) (CWNA-109) exam dumps according to your preparation. It is easy to create the
CWNP CWNA-109 Practice Questions by following just a few simple steps. Our CWNP Wireless Network Administrator
(CWNA) (CWNA-109) exam dumps are customizable based on the time and type of questions.
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