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EHE #390

A company has configured an Amazon S3 event source on an AWS Lambda fimction The company needs the Lambda function to
run when a new object is created or an existing object IS modified In a particular S3 bucket The Lambda fimction will use the S3
bucket name and the S3 object key of the incoming event to read the contents of the created or modified S3 object The Lambda
function will parse the contents and save the parsed contents to an Amazon DynamoDB table.

The Lambda fimction's execution role has permissions to read from the S3 bucket and to write to the DynamoDB table, During
testing, a DevOps engineer discovers that the [ambda finction does not run when objects are added to the S3 bucket or when
existing objects are modified.

‘Which solution will resolve this problem?
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¢ A Provision space in the /tmp folder of the Lambda finction to give the finction the ability to process large files from the S3
bucket

B. Create a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the Lambda function for
the S3 bucket

C. Configure an Amazon Simple Queue Service (Amazon SQS) queue as an OnFailure destination for the Lambda function
D. Increase the memory of the Lambda function to give the fimction the ability to process large files from the S3 bucket.

He: B
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* Option A is incorrect because increasing the memory of the Lambda function does not address the root cause of the problem,
which is that the Lambda function is not triggered by the S3 event source.

Increasing the memory of the Lambda finction might improve its performance or reduce its execution time, but it does not affect its
invocation. Moreover, increasing the memory of the Lambda function might incur higher costs, as Lambda charges based on the
amount of memory allocated to the function.

* Option B is correct because creating a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the
Lambda function for the S3 bucket is a necessary step to configure an S3 event source. A resource policy is a JSON document that
defines who can access a Lambda resource and underwhat conditions. By granting Amazon S3 permission to invoke the Lambda
function, the company ensures that the Lambda function runs when a new object is created or an existing object is modified in the S3
bucketl.

* Option C is incorrect because configuring an Amazon Simple Queue Service (Amazon SQS) queue as an On-Failure destination
for the Lambda function does not help with triggering the Lambda finction.

An On-Failure destination is a feature that allows Lambda to send events to another service, such as SQS or Amazon Simple
Notification Service (Amazon SNS), when a fimction nvocation fails.

However, this feature only applies to asynchronous mvocations, and S3 event sources use synchronous invocations. Therefore,
configuring an SQS queue as an On-Failure destination would have no effect on the problem

* Option D is incorrect because provisioning space in the /tmp folder of the Lambda function does not address the root cause of the
problem, which is that the Lambda fimction is not triggered by the S3 event source. Provisioning space in the /tmp folder of the
Lambda finction might help with processing large files from the S3 bucket, as it provides temporary storage for up to 512 MB of
data. However, it does not affect the invocation of the Lambda function.

References:

* Using AWS Lambda with Amazon S3

* Lambda resource access permissions

* AWS Lambda destinations

* [AWS Lambda file system]

AE2 #391

A company hosts a security auditing application in an AWS account. The auditing application uses an IAM role to access other
AWS accounts. All the accounts are in the same organization in AWS Organizations.

A recent security audit revealed that users in the audited AWS accounts could modify or delete the auditing application's TAM role.
The company needs to prevent any modification to the auditing application's IAM role by any entity other than a trusted
administrator IAM role.

Which solution will meet these requirements?

e A Create an IAM permissions boundary that includes a Deny statement for changes to the auditing application's IAM role.
Include a condition that allows the trusted administrator IAM role to make changes. Attach the permissions boundary to the
audited AWS accounts.

e B. Create an SCP that includes a Deny statement for changes to the auditing application's IAM role. Include a condition that
allows the trusted administrator IAM role to make changes. Attach the SCP to the root of the organization.

e C. Create an SCP that includes an Allow statement for changes to the auditing application's IAM role by the trusted
administrator [AM role. Include a Deny statement for changes by all other IAM principals. Attach the SCP to the [AM
service in each AWS account where the auditing application has an IAM role.

e D. Create an IAM permissions boundary that includes a Deny statement for changes to the auditing application's IAM role.
Include a condition that allows the trusted administrator IAM role to make changes. Attach the permissions boundary to the
auditing application's JAM role in the AWS accounts.
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https7/docs.aws.amazon.com/organizations/latest/userguide/orgs manage policies_scps.html?icmpid=docs_orgs_console SCPs



(Service Control Policies) are the best way to restrict permissions at the organizational level, which in this case would be used to
restrict modifications to the IAM role used by the auditing application, while still allowing trusted administrators to make changes to
it. Options C and D are not as effective because IAM permission boundaries are applied to IAM entities (users, groups, and roles),
not the account itself, and must be applied to all IAM entities in the account.

EAE #392

A development team is using AWS CodeCommiit to version control application code and AWS CodePipeline to orchestrate
software deployments. The team has decided to use a remote main branch as the trigger for the pipeline to integrate code changes.
A developer has pushed code changes to the CodeCommit repository, but noticed that the pipeline had no reaction, even after 10
minutes.

Which of'the following actions should be taken to troubleshoot this issue?

A. Check that the developer’s [AM role has permission to push to the CodeCommit repository.

B. Check that an Amazon EventBridge rule has been created for the main branch to trigger the pipeline.

C. Check to see if the pipeline failed to start because of CodeCommit errors in Amazon CloudWatch Logs.
D. Check that the CodePipeline service role has permission to access the CodeCommit repository.

HE: B
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When you create a pipeline from CodePipeline during the step-by-step it creates a CloudWatch Event rule for a given branch and
repo like this:

{

"source": |

"aws.codecommit"

8

"detail-type": [

"CodeCommit Repository State Change"

L

"resources" [

"arn:aws:codecommit:us-east- 1 xxxxxrepo-name’'
L

"detail"; {

"event": [

"referenceCreated",

"referenceUpdated"

]

eferenceType": [
"branch"

,
"referenceName"; |
"master”

]

}

}
https://docs.aws.amazon.convcodepipeline/latest/userguide/pipelines-trigger-source-repo-changes-console. html

EAE #393
A DevOps engineer is planning to use the AWS Cloud Development Kit (AWS CDK) to manage infrastructure as code (IaC) for a
microservices-based application. The DevOps engineer must create reusable components for common infrastructure patterns and

must apply the same cost allocation tags across different microservices.
Which solution will meet these requirements?

e A Create AWS Service Catalog products that contain common infrastructure components. Create a CDK app. Use the
TagManager class to add cost allocation tags to the whole app. Use the Service Catalog products to write a higher-level
construct that contains all the microservices. Deploy the microservices as a single CDK stack with environment-specific
configurations.

¢ B. Create AWS Service Catalog products that contain common infrastructure components. Create a CDK app. Use the Tags



class to add cost allocation tags to the whole app. Use the Service Catalog products to write higher-level constructs for each
microservice. Deploy the microservices as separate CDK stacks with environment-specific configurations.

¢ C. Create a custom CDK construct library that includes common infrastructure patterns. Create a CDK app. Use the
TagManager class to add cost allocation tags to the whole app. Use the custom CDK construct library to write a higher-level
construct that contains all the microservices. Deploy the microservices as a single CDK stack with environment-specific
configurations.

e D. Create a custom CDK construct library that includes common infrastructure patterns. Create a CDK app. Use the Tags
class to add cost allocation tags to the whole app. Use the custom CDK construct library to write higher-level constructs for
each microservice. Deploy the microservices as separate CDK stacks with environment-specific configurations.

He: D
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Comprehensive and Detailed Explanation From Exact Extract of DevOps Engineer documents only:

Use custom constructs to encapsulate reusable patterns and deploy separate stacks per microservice for better isolation and

environment-specific params. Apply tags programmatically at the app/stack/construct scope with Tags so all resources inherit them
This is the recommended CDK pattern to minimize duplication and maximize reusability.

HE #39%4

A company manages multiple AWS accounts in AWS Organizations. The company's security policy states that AWS account root
user credentials for member accounts must not be used. The company monitors access to the root user credentials.

A recent alert shows that the root user in a member account launched an Amazon EC2 nstance. A DevOps engineer must create an
SCP at the organization's root level that will prevent the root user in member accounts frommaking any AWS service API calls.
Which SCP will meet these requirements?
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