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HashiCorp Certified: Vault Associate (003)Exam Sample Questions (Q104-
Q109):

NEW QUESTION # 104

Hanna is working with Vault and has been assigned a namespace called integration, where she stores all her secrets. Hanna
configured her application to use the following API request, but the request is failing. What changes below will help Hanna correctly
retrieve the secret? (Select two)

$ curl\

--header "X-Vault-Tokenhvs.lzmRe5 Y3LMcDRmOtEjWoag" \

--request GET'\

https/vault.example.com8200/v1/secret/data/my-secret

e A § curl --header "X-Vault- Tokenhvs.lzmRe5 Y3 LMcDRmOttEjWoag" --request GET https:/vault.
example.com:8200/v1/integration/secret/data/niy-secret

e B. § curl --header "X- Vault-Tokenhvs.lzmRe5 Y3LMcDRmOLttEjWoag' --header "X- Vault-Namespace:
integration” --request GET https:/vault.example.com:8200/v1/secret/data/my-secret

e C.$ curl --header "X-Vault-Tokenhvs. lzmRe5 Y3LMcDRmOEjWoag" --request GET --namespace
"integration" https://vault.example.com:8200/v1/secret/data/my-secret

e D. $ curl --header "X-Vault-Tokenhvs. lzmRe5 Y3 LMcDRmOtEjWoag" --request GET\integration
https//vault.example.com8200/v1/secret/data/my-secret

Answer: A,B

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Vault namespaces require specifying the integration namespace to access secrets:

* C. Path-Based: "Modifying the API request URL to include the namespace "integration’ before the path to the secret ensures that
Hanna is accessing the secret from the correct namespace." The URL
https7/vault.example.com:8200/v1/integration/secret/data/my-secret correctly prepends the namespace.

* D. Header-Based: "Adding the "X~ Vault-Namespace:integration' header specifies the namespace where the secrets are stored."
This header method keeps the base path unchanged while targeting the integration namespace.

* Incorrect Options:

* A: Incorrect syntax; \integration is malformed. '"The API request URL structure is incorrect."

* B: --namespace is not a curl flag. "The '--namespace' flag is not a valid option."

"To invoke an API on a specific namespace, you can pass the target namespace in the X-Vault-Namespace header or make the
namespace as a part of the API endpoint." Referencehttps://developer.hashicorp.comyvault/docs/enterprise/namespaces

NEW QUESTION # 105
You need to connect to and manage a new HCP Vault cluster using the Vault CLI on your laptop. What environment variables
should you set to establish connectivity?

A. VAULT CLIENT KEY=<path-to-key-file>, VAULT TOKEN=<token-here>

B. VAULT TOKEN=<token-here>, VAULT CLUSTER ADDR=https://<cluster-address>:8200
C. VAULT NAMESPACE=root, VAULT REDIRECT ADDR=<cluster-address>

D. VAULT ADDR=https//<cluster-address>:8200, VAULT NAMESPACE=admin

Answer: D

Explanation:

Comprehensive and Detailed in Depth Explanation:

To commect to an HCP Vault cluster using the Vault CLI, you need to setVAULT ADDRand VAULT NAMESPACE. The
HashiCorp Vault documentation states: ""'You can use environment variables to configure the CLI globally. For example, export
VAULT ADDR="http/localhost:8200" sets the address of your Vault server globally." For HCP Vault, the default port is 8200,
and the default namespace is "admin,”" so VAULT ADDR=https//<cluster-address>:8200 and VAULT NAMESPACE=admin
are required. A token (via VAULT TOKEN) is also needed for authentication but is typically set after mitial connectivity.
VAULT CLIENT KEYisn't a standard variable for CLI connectivity. VAULT REDIRECT ADDRand

VAULT CLUSTER ADDRare not used for this purpose. Thus, C provides the correct variables.

Reference:

HashiCorp Vault Documentation - CLI Environment Variables



NEW QUESTION # 106
‘Which of'the following is true about the token authentication method in Vault? (Select three)

A. The token auth method is used as the first method of authentication for Vault for a newly mitialized Vault node/cluster
B. External authentication mechanisms, such as GitHub, are used to dynamically create tokens

C. The token auth method is automatically enabled in Vault and cannot be disabled

D. Tokens cannot be used directly; they must be used in conjunction with one of Vault's many auth methods

Answer: A,B,C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

The token auth method is foundational to Vault. The Vault documentation states:

"Tokens are the core method for authentication within Vault. It is also the only auth method that cannot be disabled. If you've gone
through the getting started guide, you probably noticed that vault server -dev (or vault operator init for a non-dev server) outputs an
initial 'root token." This is the first method of authentication for Vault. All external authentication mechanisms, such as GitHub,
mapdown to dynamically created tokens."

-Vault Concepts: Tokens

* A,B,C: Correct per the above.

* D: Incorrect; tokens can be used directly:

"Tokens can be used directly or auth methods can be used to dynamically generate tokens based on external identities."

-Vault Concepts: Tokens

References:

Vault Concepts: Tokens

NEW QUESTION # 107
You have successfully authenticated using the Kubernetes auth method, and Vault has provided a token. What HTTP header can be
used to specify your token when you request dynamic credentials? (Select two)

A. Authentication: <token>

B. X-Vault-Token: <token>

C. Token: <token>

D. Authorization: Bearer <token>

Answer: B,D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

After authenticating with the Kubernetes auth method, Vault returns a token that must be included in subsequent API requests to
retrieve dynamic credentials. The Vault documentation specifies two valid HTTP headers for this purpose:

"Once authenticated, most Vault operations require a client token to be set either via the X-Vault-Token header or via the
Authorization header using the Bearer type. For example:

* X-Vault-Token: <token>

* Authorization: Bearer <token>"-Vault API Documentation: Authentication

* A: X-Vault-Token: <token> is the primary Vault-specific header for token authentication:

"The X-Vault-Token header is used to specify the token when requesting dynamic credentials from Vaul.

This header is commonly used to authenticate and authorize requests to Vault services."

-Vault API Documentation

* D: Authorization: Bearer <token> is a standard HTTP authentication header supported by Vauilt:

"The Authorization header with the Bearer token format is another common way to specify the token when requesting dynamic
credentials from Vault. This header is widely used for authentication purposes in HTTP requests."

-Vault API Documentation

* B: Token: <token> is not a recognized Vault header.

* C: Authentication: <token> is not a standard or supported header in Vault; the correct header is Authorization.

These headers ensure the token is passed securely to Vault for authorizing credential requests.

References:

Vault API Documentation: Authentication

Vault Tokens



NEW QUESTION # 108
To protect the sensitive data stored in Vault, what key is used to encrypt the data before it is written to the storage backend?

A. Unseal key

B. Encryption key
C. Recovery key
D. Root key

Answer: B

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Vault encrypts all data before writing it to the storage backend using an encryption key within its cryptographic barrier. This key,
stored in a keyring, is itself encrypted by the master key (split into unseal keys). The recovery key (A) is for emergency recovery,
not data encryption. Unseal keys (C) unlock the master key, not encrypt data directly. The root key (D) isn't a termused in Vault's
encryption flow; the master key is the closest analog, but it protects the encryption key, not the data itself. The architecture docs
clarify the encryption key's role.

References:

Vault Architecture

Keyring Details
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