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Administration (FSCAB4) exam preparation.

F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q15-Q20):

NEW QUESTION # 15
‘Which command will provide the BIG-IP Administrator with the current device HA status? (Choose one answer)

e A show /sys failover
o B. show /cm failover-status
o (. list /cm failover

Answer: B

Explanation:

To determine the current failover (HA) status of a BIG-IP system using tnsh, F5 documentation explicitly states that the
administrator should use the following command:

show /cm failover-status

This command displays:

The current failover state (active, standby, or offline)

Detailed failover status information

The operational HA condition of the device within a device group

According to F5 Knowledge Base Article K08452454, the documented procedure for checking failover status is:
Login to the TMOS Shell (tnsh)

Run show /cm failover-status

Why the other options are incorrect:

A). list /em failover shows configuration settings, not operational HA status.

B). show /sys failover is not the documented command for checking current failover status and does not align with F5's
recommended procedure.

NEW QUESTION # 16
A BIG-IP Administrator is unable to connect to the management interface via HTTPS. What is a possible reason for this issue?

e A The IP address of the device used to access the management interface is NOT included in the "P Allow" list in the
Configuration Utility.

¢ B. The port lockdown setting is configured to Allow None.

¢ C. Anincorrect management route is specified.

e D. The IP address of the device used to access the management interface is NOT included in the "httpd Allow" list in the CLI.

Answer: D

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Management
connectivity is protected by an allowed access list for the httpd daemon. Unlike TMM data ports which use 'Port Lockdown'
settings, the management port's access is controlled by a specific 'Allow' list323232. If an administrator's IP is not explicitly included
in this [ist, the Control Plane will reject HTTPS connection attempts to the management utility33.

NEW QUESTION # 17
A BIG-IP Administrator needs to check the memory utilization on a BIG-IP system. Which two methods can the BIG-IP
Admnistrator use? (Choose two.)

A. Go to Statistics > Module Statistics > Traffic Summary in the configuration utility
B. Go to Statistics > Module Statistics > Memory in the configuration utility

C. Run the tmsh show /sys memory command

D. Run the tmsh show /sys traffic command

Answer: B,C

Explanation:



Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Reporting device
status includes monitoring physical resource exhaustion, such as memory48. The Control Plane provides both a command-line
method via TMSH (show /sys memory) and a graphical method under Statistics > Module Statistics > Memory to report on how
memory is allocated across TMM and the Linux host494949494949494949. This is essential for identifying potential "Aggressive
Mode" triggers or hardware performance bottlenecks50.

NEW QUESTION # 18
A BIG-IP Admmistrator defines a device Self IP. The Self IP is NOT reachable from the network. What should the admnistrator
verify first?

A. The correct VLAN has been selected.
B. The correct Trunk has been selected.

C. The correct Interface has been selected.
D. Verify if auto last hop is disabled.

Answer: A

Explanation:

Comnectivity management requires a proper logical-to-physical mapping within the BIG-IP Control Plane.

* VLAN Association: In TMOS, a Self IP address is not assigned directly to a physical interface. Instead, it is assigned to a VLAN
(Virtual Local Area Network) object.

* Procedural Troubleshooting: If a Self IP is unreachable, the primary failure point is often that the IP was associated with the wrong
VLAN, or the VLAN fitselfis not correctly associated with the intended physical mnterface or trunk.

* Layer 2 Mapping: The Control Plane requires the VLAN to be "up" and "untagged" or "tagged" on a valid mterface for traffic to
flow. Ifthe administrator selects the incorrect VLAN, the Self IP will exist in the configuration but will be logically isolated from the
physical network wire.

NEW QUESTION # 19
A BIG-IP Administrator makes a configuration change to the BIG-IP device. Which file logs the message regarding the configuration

change?

A. var/log/messages
B. /var/log/audit

C. Nvar/log/secure
D. /var/log/user.log

Answer: B

Explanation:

Audit logging is a specialized feature within TMOS designed to track administrative actions. According to F5 documentation,
whenever a system object (like a virtual server, pool, or profile) is created, modified, or deleted, the systemrecords the event. These
logs are stored specifically in /var/log/audit. This is essential for control plane administration to track "who did what and when"

regarding the device configuration.

NEW QUESTION # 20
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do it despite all their efforts they can claim a full refund of their money (terms and conditions apply). The third format is the desktop
software format which can be accessed after installing the software on your Windows computer or laptop. The BIG-IP
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prepare thenselves with fully focused minds.
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