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F5 303 Exam Syllabus Topics:

Section Weight Objectives
- Anomaly detection: DDoS, brute force, scraping
Attack Detection & Protection 20% - Proactive bot defense and DataGuard

- Attack signatures and signature management

- Policy versioning and maintenance
Policy Management & Optimization 15% - False positive/negative tuning

- Compliance and security requirement mapping

- Automatic Policy Builder lifecycle
Security Policy Creation and Configuration25% - URLs, paraneters, file types, headers configuration

- Policy templates and rapid deployment

- Performance and functionality troubleshooting
Monitoring, Logging & Troubleshooting  15% - Violation analysis and reporting

- Logging configuration and remote logging

- Profile creation: HTTP, WebSocket, XML, JSON
Architecture, Design and Deployment 25% - BIG-IP ASM architecture and traffic flow

- Deployment models and integration options
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B #278
Refer to the exhibit

The network team creates a new VLAN on the switches. The BIG-IP Administrator needs to create a configuration on the BIG-IP
device. The BIG-IP Administrator creates a new VLAN and Self IP, but the servers on the new VLAN are NOT reachable from
the BIG-IP device.

Which action should the BIG-IP Administrators to resolve this issue?

A. Set Port Lockdown of Set IP to Allow All
B. Assign a physical interface to the new VLAN
C. Change Auto Last Hop to enabled

D. Create a Floating Set IP Address

Ef#: B

M #279

Anunwanted [P addresstries to connect to the configuration utility via Self [P An LTM Specialist needs to block the attempts based
on the IP address.

How should the ITM Specialist block the attempts without affecting other users?



M
®

A. SSH IP allow list
B. Packet filter

C. Port lockdown
D. Devicetrust
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B #280
-~ Exhibit -

ltm node /test/10.1.1.1 {

address 10.1.1.1

ltm node /test/10.1.1.2 {

address 10.1.1.2

ltm node /test/10.1.1.3 {

address 10.1.1.3

ltm pool /test/testl _pool {

ltm pool /test/test2 _pool {

members {
ftest/10.1.1.1:80 {
address 10.1.1.1

}
/test/10.1.1.2:8080 {
address 10.1.1.2
}
}

merbers {
/ftest/10.1.1.1:8080 {
address 40.1.1.1
}

/test/10.,1.1.3:8080 {
address 10.1.1.3

}
}

ltm virtual /test/testl_va |

destination /test/172.16.20.1:80
ip-protocol tcp
mask 255.255.255.255
pool /test/testZ_pool
profiles {
fCommon/http { }
/Common/tcp { }
}
translate-address enabled
translate-port enabled
vlans-disabled

ltm virtual-address /test/172.16.20.1 {

}

address 172.16.20.1
mask 255.255.255.255
traffic-group /Common/traffic-group-1

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is reviewing the 'test' partition.

‘Which objects, in order, can be removed from the partition?

A. delete pool test] _pool, delete node 10.1.1.2, delete node 10.1.1.1



B. delete pool test] _pool, delete pool test2_pool, delete node 10.1.1.3
C. delete pool testl pool, delete node 10.1.1.2

D. delete node 10.1.1.2, delete pool test2_pool

E. delete virtual test _vs, delete pool test2_pool, delete node 10.1.1.1

Ef: C

A #281

A company uses a complex piece of client software that connects to one or more virtual servers hosted on an LTM device. The
client software is experiencing issues. An LTM Specialist must determine the cause of the problem.

The LTM Specialist has the tcpdump extract and knows the client source IP is 168.210.232.5.

Assuming no wildcard virtual servers, how many distinct virtual servers does the client connect to on the LTM device?
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HA #282
Refer to the exhibit. An LTM Specialist configures a virtual server that balances HITP connections to a pool of three application
servers. Approximately one out of every three connections to the virtual server fails. Which two actions will resolve the problem?
(Choose two.) -

A. Increase the TCP timeout value in the default TCP profile.
B. Verify the default gateway on the application servers.

C. Assign a custom HTTP monitor to the pool.

D. Enable SNAT automap on the virtual server.

E. Verify that port lockdown is set to allow port 80.

Ef#: B. D
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