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Topic 1

Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering. The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

Topic 2

Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, IoT security, and privileged remote
access. It also includes implementing SaaS security and setting up effective policies related to security,
decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.

Topic 3

Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-ID mismatches, and split tunneling performance issues.

Topic 4

Prisma Access Administration and Operation: This section of the exam measures the skills of IT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.
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Palo Alto Networks Security Service Edge Engineer Sample Questions (Q18-
Q23):
NEW QUESTION # 18 
Which two actions can a company with Prisma Access deployed take to use the Egress IP API to automate policy rule updates
when the IP addresses used by Prisma Access change? (Choose two.)

A. Configure a webhook to receive notifications of IP address changes.
B. Copy the Egress IP API Key in the service infrastructure settings.
C. Enable the Egress IP API endpoint in Prisma Access.
D. Download a client certificate to authenticate to the Egress IP API.

Answer: A,D
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Explanation:
Configuring a webhook allows the company to receive real-time notifications when Prisma Access changes its egress IP addresses,
ensuring that policy rules are updated automatically. Downloading a client certificate is necessary for authentication to the Egress IP
API, allowing secure API access for retrieving updated IP addresses. These actions ensure that security policies remain effective
without manual intervention.

NEW QUESTION # 19 
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They will be unaffected only if Panorama is deployed in high availability (HA) mode.
B. They will be unaffected because the plugin upgrade is transparent to users.
C. They will automatically terminate when the upgrade begins.
D. They willexperience latency during the plugin upgrade process.

Answer: B

Explanation:
Updating theCloud Services plugininPrisma Accessdoes not disrupt existing traffic flows because the upgrade process is designed to
beseamless and transparent. Prisma Access ensures high availability by maintainingactive sessions and policieswhile applying the
update in the background. This allows ongoing connections to continue without interruptions, minimizing impact on user experience.

NEW QUESTION # 20 
Which feature within Strata Cloud Manager (SCM) allows an operations team to view applications, threats, and user insights for
branch locations for both NGFW and Prisma Access simultaneously?

A. Command Center
B. Log Viewer
C. SASE Health Dashboard
D. Branch Site Monitor

Answer: A

Explanation:
TheCommand CenterwithinStrata Cloud Manager (SCM)provides acentralized view of applications, threats, and user insightsacross
bothNGFW (Next-Generation Firewall) and Prisma Access simultaneously. This feature enables theoperations teamto
monitorbranch locations, analyzesecurity events, and detect anomalies in real time, offering acomprehensive visibility and threat
intelligence interfacefor proactive network and security management.

NEW QUESTION # 21 
An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During
testing, the rule does not take effect as expected, and the users can still access blocked web applications.
What is a reason for this issue?

A. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
B. The rule was created at a higher level in the rule hierarchy, giving priority to a lower-level rule.
C. The rule was created at a lower level in the rule hierarchy, giving priority to a higher-level rule.
D. The rule was created with improper threat management settings.

Answer: C

Explanation:
Prisma Access applies security rules in a hierarchical order, where rules at higher levels take precedence over those at lower levels.
If a more permissive rule is placed higher in the hierarchy, it may allow traffic before the restrictive Web Security rule is evaluated.
To resolve this, the engineer shouldreorder the rules to ensure the restrictive Web Security rule is positioned higher in the hierarchyso
it is applied before any broader or conflicting rules.



NEW QUESTION # 22 
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure Remote Networks and define the branch IP subnets using Static Routes.
B. Enable eBGP for dynamic routing and configure RemoteNetworks.
C. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
D. Enable Remote Networks Advertise Default Route.

Answer: A,B

Explanation:
Enabling eBGP for dynamic routing and configuring Remote Networks ensures seamless connectivity between branch locations,
mobile users, and the data center. eBGP allows Prisma Access to dynamically exchange routes with the Customer Premises
Equipment (CPE), optimizing path selection without requiring manual updates. Configuring Remote Networks and defining branch IP
subnets using static routes ensures controlled and segmented routing, aligning with security policies. This setup provides proper
internet filtering, data center connectivity, and restricted access for B2B partners while keeping management responsibilities aligned.

NEW QUESTION # 23
......
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