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R #345

A SysOps administrator is creating a simple, public-facing website running on Amazon EC2. The SysOps administrator created the
EC2 instance in an existing public subnet and assigned an Elastic IP address to the instance. Next, the SysOps administrator created
and applied a new security group to the instance to allow incoming HTTP traffic from 0.0.0.0/0. Finally, the SysOps administrator
created a new network ACL and applied it to the subnet to allow incoming HTTP traffic from 0.0.0.0/0. However, the website
camnot be reached from the internet.

What is the cause of this issue?

¢ A The SysOps administrator did not create an outbound rule in the security group that allows HTTP traffic from port 80.

¢ B. The Elastic IP address assigned to the EC2 instance has changed.

¢ (. The SysOps administrator did not create an outbound rule that allows ephemeral port return traffic in the new network
ACL.

e D. There is an additional network ACL associated with the subnet that includes a rule that denies inbound HTTP traffic from
port &0.

Ef#: C

fEEL:
Network ACLs (Access Control Lists) are stateless, meaning that return traffic must be explicitly allowed.
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While the inbound rule allows HTTP traffic on port 80, the absence of an outbound rule permitting return traffic on ephemeral ports
(typically 1024-65535) prevents the response from reaching the client.

To resolve this:

* Add an Outbound Rule:

* Protocol: TCP

* Port Range: 1024-65535

* Destination: 0.0.0.0/0

* Action: Allow

This configuration ensures that the server can send responses back to clients initiating HT TP requests.
Reference:

Control subnet traffic with network access control lists

A #346

A large company is using AWS Organizations to manage its multi-account AWS environment. According to company policy, all
users should have read-level access to a particular Amazon S3 bucket in a central account. The S3 bucket data should not be
available outside the organization. A SysOps administrator must set up the permissions and add a bucket policy to the S3 bucket.
Which parameters should be specified to accomplish this in the MOST efficient manner?

¢ A Specify the organization's management account as the principal.
¢ B. Specify "*' as the principal and PrincipalOrgld as a condition.

e C. Specify all account numbers as the principal

e D. Specify PrincipalOrgld as the principal

Ef#: B

L

To ensure that all users within the AWS Organization have read-level access to a specific Amazon S3 bucket, while preventing
access outside the organization, you can specify a wildcard principal ("Principal™: "™*"") and use the PrincipalOrgld condition key in the
bucket policy.

Specify the Principal:

Use "Principal "*". This means that any principal can access the bucket, but the actual access will be controlled by the condition.
Add Condition with PrincipalOrgld:

Add a condition to restrict access based on the PrincipalOrgld. This condition ensures that only the principals from the specified
AWS Organization can access the bucket.

Exanmple bucket policy:

{

"Version™ "2012-10-17",

"Statement'; |

{

"Effect™: "Allow",

"Principal; """,

"Action™ "s3:GetObject",

"Resource": "arn:aws:s3::bucket-name/*",

"Condition": {

"StringEquals' {

"aws:PrincipalOrgID": "o-exampleorgid”

—— e

Reference:
This approach ensures that all users within the organization have the required access while blocking access from outside the
organization.

H I #347
A company is using Amazon Elastic Container Service (Amazon ECS) to run a containerized application on Amazon EC2 instances.
A SysOps administrator needs to monitor only traffic flows between the ECS tasks.



‘Which combination of steps should the SysOps administrator take to meet this requirement?
(Choose two.)

A. Specify the bridge network mode in the task definition.

B. Specify the host network mode in the task definition.

C. Configure Amazon CloudWatch Logs on the elastic network interface of each task.
D. Specify the awsvpc network mode in the task definition.

E. Configure VPC Flow Logs on the elastic network interface of each task.

Eﬁ: D\ E

TR

The awsvpc network mode also provides greater security for your containers by enabling you to use security groups and network
monitoring tools at a more granular level within your tasks.

Because each task gets its own elastic network interface (ENI), you can also use other Amazon EC2 networking features such as
VPC Flow Logs to monitor traffic to and from your tasks.

https:/docs.aws.amazon.com’ AmazonECS/latest/developerguide/task-networking-awsvpc. html

A #348

An application accesses data through a file system interface. The application runs on Amazon EC2 mstances in multiple Availability
Zones, all of which must share the same dat a. While the amount of data is currently small, the company anticipates that it will grow
to tens of terabytes over the lifetime of the application.

What is the MOST scalable storage solution to fulfill this requirement?

A. Deploy Amazon EFS in the VPC and create mount targets in multiple subnets.

B. Deploy an AWS Storage Gateway cached volume on Amazon EC2.

C. Launch an EC2 instance and share data using SMB/CIFS or NFS.

D. Connect a large Amazon EBS volume to multiple instances and schedule snapshots.

Ef: A

E R #349

A company hosts a web application on an Amazon EC2 instance in a production VPC. Client connections to the application are
failing, A SysOps administrator inspects the VPC flow logs and finds the following entry:

2 111122223333 eni-<####> 192.0.2.15 203.0.113.56 40711 443 6 1 40 1418530010 1418530070 REJECT OK What is a
possible cause of these failed connections?

A. The VPC has no internet gateway attached.

B. The network ACL is blocking HTTPS traffic.
C. The EC2 instance is shut down.

D. A security group is denying traffic on port 443.

IEf#: D

E R #350
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