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NEW QUESTION # 43 
Refer to the exhibit.

The exhibit shows the topology a customer wants to implement using a flexible authentication scheme. Users connecting from trusted
remote locations are authenticated using only their username/password when connecting to the SSLVPN FortiGate in the data
center.
When connecting from the Untrusted Clients, users must authenticate using 2-factor authentication.
In this scenario, which RADIUS attribute can be used as a RADIUS policy selector on the FortiAuthenticator to accomplish this
goal?

A. Tunnel-Client-Auth-Id
B. Login-IP-Host
C. Calling-Station-Id
D. Framed-IP-Address

Answer: A

NEW QUESTION # 44 
Refer to the exhibit, which shows a multi-region SD-WAN architecture.

Given this scenario, which two statements are true? (Choose two.)

A. If eBGP is used, ADVPN can be established for branch-to-branch traffic across regions.
B. If iBGP is used, cross-regional spoke-to-hub shortcuts can be established.
C. If iBGP is used, cross-regional spoke-to-hub shortcuts cannot be used.
D. If eBGP is used, ADVPN can be established only for branch-to-branch traffic within each region.

Answer: D

NEW QUESTION # 45 
A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.
CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.
Which two options can resolve this situation? (Choose two.)

A. Add more web servers to the real server poof
B. Change the persistence rule to LB_PERSIS_SSL_SESSJD.



C. Add a connection-pool to the FortiADC virtual server
D. Disable SSL between the FortiADC and the web servers

Answer: B,C

Explanation:
The FortiADC HA cluster is a load balancing solution that distributes traffic among multiple web servers in L7 Full NAT mode. L7
Full NAT mode means that FortiADC terminates both client and server SSL connections and performs full NAT for both source
and destination IP addresses and ports. One possible reason for users not being able to access the website during a sale event is that
the persistence rule is not configured properly. Persistence rule is a feature that ensures that subsequent requests from the same client
are sent to the same web server, which is important for maintaining session continuity and avoiding errors or data loss. The default
persistence rule for L7 Full NAT mode is LB_PERSIS_SRC_IP, which uses the source IP address of the client as the persistence
key. However, this rule may not work well if there are many clients behind a proxy or NAT device that share the same source IP
address, or if there are clients that change their source IP address frequently due to roaming or switching networks. Therefore, to
resolve this situation, one option is to change the persistence rule to LB_PERSIS_SSL_SESSJD, which uses the SSL session ID of
the client as the persistence key. This rule can provide more accurate and reliable persistence for SSL connections than
LB_PERSIS_SRC_IP. Another possible reason for users not being able to access the website during a sale event is that there are
too many TCP connections being established and terminated between FortiADC and the web servers, which consumes CPU
resources and causes performance degradation. Therefore, to resolve this situation, another option is to add a connection-pool to
the FortiADC virtual server. Connection-pool is a feature that allows FortiADC to reuse existing TCP connections between
FortiADC and the web servers, instead of creating new ones for each request. This can reduce CPU overhead, improve response
time, and increase throughput. Reference: https://docs.fortinet.com/document/fortiadc/6.4.0/administration-guide/19662/load-
balancing-methods-and-persistence https://docs.fortinet.com/document/fortiadc/6.4.0/administration-guide/19662/connection-pool

NEW QUESTION # 46 
Refer to the exhibit.

Given the exhibit, which two statements about FortiGate FGSP HA cluster behavior are correct? (Choose two.)

A. Cluster members will upgrade one at a time and failover during firmware upgrades.
B. You can selectively synchronize only specific sessions between FGSP cluster members.
C. Session synchronization occurs over Layer 3 by default, and if unavailable it will then try Layer 2.
D. You can run FortiGate Virtual Router Redundancy Protocol (VRRP) high availability in addition to FGSP simultaneously.

Answer: C,D

NEW QUESTION # 47 
A customer's cybersecurity department needs to implement security for the traffic between two VPCs in AWS, but these belong to
different departments within the company. The company uses a single region for all their VPCs.
Which two actions will achieve this requirement while keeping separate management of each department's VPC? (Choose two.)

A. Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPC to force routing
through the FortiGate cluster
B. Create an 1AM account for the cybersecurity department to manage both existing VPC, create a FortiGate HA Cluster on
each VPC and IPSEC VPN to force traffic between the VPCs through the FortiGate clusters
C. Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to
force traffic through the FortiGate cluster.
D. Migrate all the instances to the same VPC and create 1AM accounts for each department, then implement a new subnet



for a FortiGate auto-scaling group and use routing tables to force the traffic through the FortiGate cluster.

Answer: A,C

Explanation:
To implement security for the traffic between two VPCs in AWS, while keeping separate management of each department's VPC,
two possible actions are:
Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to force
traffic through the FortiGate cluster. This option allows the cybersecurity department to manage the transit VPC and apply security
policies on the FortiGate cluster, while the other departments can manage their own VPCs and instances. The VPC peering
connections enable direct communication between the VPCs without using public IPs or gateways. The routing tables can be
configured to direct all inter-VPC traffic to the transit VPC.
Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPCs to force routing through the
FortiGate cluster. This option also allows the cybersecurity department to manage the security VPC and apply security policies on
the FortiGate cluster, while the other departments can manage their own VPCs and instances. The Transit Gateway acts as a
network hub that connects multiple VPCs and on-premises networks. The routing tables can be configured to direct all inter-VPC
traffic to the security VPC. References: https://docs.fortinet.com/document/fortigate-public-cloud/7.2.0/aws-administration-
guide/506140/connecting-a-local-fortigate-to-an-aws-vpc-vpn https://docs.fortinet.com/document/fortigate-public-cloud/7.0.0/sd-
wan-architecture-for-enterprise/166334/sd-wan-configuration
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