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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q233-Q238):

NEW QUESTION # 233
Why is NTP responding with internal IP addresses and hostnames?

A. Honeypot redirection

B. DNS poisoning

C. Misconfigured NTP daemon allowing external queries
D. TCP fallback abuse

Answer: C

Explanation:

CEH v13 explains that NTP (UDP port 123) can leak sensitive network information if misconfigured. When an NTP daemon allows
unrestricted external queries (e.g., monlist or ntpq commands), attackers can enumerate nternal [P addresses and hostnames.

This exposure is a known reconnaissance weakness and has been exploited in both information disclosure and amplification attacks.
CEH v13 strongly recommends restricting NTP query access using access control lists.

DNS poisoning and honeypots do not explain legitimate NTP enumeration responses. Therefore, option D is correct.

NEW QUESTION # 234

A penetration tester needs to identify open ports and services on a target network without triggering the organization's intrusion
detection systems, which are configured to detect high-volume traffic and common scanning techniques. To achieve stealth, the tester
decides to use a method that spreads out the scan over an extended period. Which scanning technique should the tester employ to
minimize the risk of detection?

A. Execute a UDP scan targeting all ports simultaneously

B. Use a stealth scan by adjusting the scan timing options to be slow and random
C. Conduct a TCP Xmas scan sending packets with all flags set

D. Performa TCP SYN scan using a fast scan rate

Answer: B

Explanation:

The CEH v13 content explains that stealth scanning involves modifying scan timing parameters to reduce packet frequency,
randomize intervals, and avoid recognizable patterns typically flagged by intrusion detection systemrs. Slow, randomized timing-often
achieved with Nmap's TO or T1 timing templates- prevents bursts of traffic and allows scans to blend into normal network noise.
IDS/IPS systens tuned for high-volume events may fail to detect such gradual reconnaissance. Fast SYN scans generate distinctive
patterns easily identified by security monitoring tools. UDP scans, especially across all ports, produce high traffic volume and are
extremely noisy. Xmas scans, although sometimes used for stealth against stateless filters, are still signature-detectable and
inappropriate when stealth over time is required. Therefore, applying slow, randomized timing options aligns with CEH-approved
reconnaissance techniques for evading detection while enumerating open ports.

NEW QUESTION # 235
what are common files on a web server that can be misconfigured and provide useful Information for a hacker such as verbose error
messages?

A. administration.config
B. idq.dll

C. php.ini
D. httpd.conf

Answer: C

Explanation:

The php.ini file may be a special file for PHP. it's where you declare changes to your PHP settings. The server is already configured
with standard settings for PHP, which your site will use by default. Unless you would like to vary one or more settings, there's no got
to create or modify a php.ini file. If you'd wish to make any changes to settings, please do so through the MultiPHP INT Editor.



NEW QUESTION # 236

Every company needs a formal written document which spells out to employees precisely what they are allowed to use the
company's systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies of the policy
should be given to every employee as soon as possible after they join the organization. The employee should be asked to sign one
copy, which should be safely filed by the company. No one should be allowed to use the company's computer systens until they
have signed the policy in acceptance of its terms.

What is this docurment called?

¢ A Penetration Testing Policy (PTP)

¢ B. Information Audit Policy (IAP)

¢ C. Information Security Policy (ISP)

¢ D. Company Compliance Policy (CCP)

Answer: C

NEW QUESTION # 237

You have the SOA presented below in your Zone.

Your secondary servers have not been able to contact your primary server to synchronize information.

How long will the secondary servers attempt to contact the primary server before it considers that zone is dead and stops
responding to queries?

collegae.edu. SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600)

A. One week
B. One month
C. One hour
D. One day

Answer: A

Explanation:

In an SOA (Start of Authority) record, the fifth value represents the "Expire" interval - the time a secondary DNS server will keep
trying to contact the primary server before considering the zone data stale or nvalid.

SOA Format:

SOA Primary-NS Hostmaster (Serial Refresh Retry Expire Minimum-TTL)

Given SOA:

(200302028 3600 3600 604800 3600)

* Serial: 200302028

* Refresh: 3600 seconds

* Retry: 3600 seconds

* Expire: 604800 seconds = 7 days = 1 week

* Minimum TTL: 3600

So, if the secondary DNS cannot contact the primary for 604800 seconds (1 week), it will stop serving that zone's data.
Reference:CEH v13 Study Guide - Module 3: DNS Zone Transfers & SOA RecordsRFC 1035 - Domain Names - Section 3.3.13
(SOA Record Format)

NEW QUESTION # 238
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