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Q‘i An organization implemented an informataon nghts manageénsenl (TRM) solution 1o prevend
critical data from being copeed without penmission and a clowsd backup soluthon 1o ensure that ©
fe eritscal ibata i protected from storage filures.

Which IRM challenge will the organization meed 10 sddness”

Jurisdictional conflicis
Agent conllicts
Replication restrictions
Execuiion resirictions

Replication nestrictions

Q: A data center engineer is tsked with the destruction of data on solid-
slate drives (S5Ds). The engmeer must ensune that the data is not able [ be retrigved
Which data destruction action should the engineer lake [o neeet this goal?
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L’E An organization wants (o gather and interpret logs from its cloud environment,
Which system should the organzmtion use for s lsk?
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M #169
An organization is considering a cloud provider that has multivendor pathway connectivity. What does this feature provide?

A. Contracts with heating, ventilation, and air conditioning (HVAC) providers
B. Connections to several electric providers that are not on the same grid

C. Connections to several internet service providers

D. Contracts with fuel providers

Ef: C

A -

Multivendor pathway connectivityrefers to a cloud provider's ability to maintain connections with multiple internet service providers
(ISPs). This ensures redundancy and reduces the risk of outages due to a single ISP failure.

Electric providers, fuel vendors, and HVAC contracts support facility resilience, but they are not directly tied to connectivity. The
purpose of multivendor pathways is specifically to guarantee uninterrupted network access and resilience for customer workloads.
By maintaining ISP redundancy, cloud providers improve availability and meet SLA commitments. This capability is especially
critical for enterprises requiring high uptime or operating in regions where connectivity disruptions are common. It also provides
flexibility in bandwidth management and routing optimization.

R #170
Which risk relates to the removal of a person's information within the public cloud by legal authorities?

A. Vendor lock-in
B. Data masking
C. Remote wiping
D. Data seizure

IEf#: D

fiR .-

Data seizure is the risk associated with legal authorities removing or accessing a person's information stored in a public cloud.
Managing Cloud guidance explains that cloud data is subject to the laws and legal processes of the jurisdiction in which it resides.

In some cases, government agencies may compel cloud service providers to disclose or seize data as part of legal investigations. This
can occur without the data owner's direct involvement and may affect confidentiality, privacy, and business operations. Public cloud
environments increase this risk because infrastructure is shared and often spans multiple jurisdictions.

Remote wiping is a data destruction technique, vendor lock-in relates to dependency on providers, and data masking protects
sensitive data. Therefore, data seizure is the correct risk.

BE #1711

Which risk is assumed by an enterprise that chooses to use vendor-provided cloud resources?

A. Inconpatible infrastructure

B. Lack of skilled technical personnel
C. Loss of certification

D. Multitenant deployments

IEf#: D

A -
By choosing vendor-provided cloud resources, an enterprise inherently assumes the risk associated with multitenant deployments.


https://www.japancert.com/Managing-Cloud-Security.html

Managing Cloud principles explain that public and some community cloud environments are built on shared infrastructure where
multiple customers' workloads coexist on the same physical hardware.

Although strong logical isolation mechanisis are implemented by cloud providers, multitenancy introduces risks such as data
leakage, side-channel attacks, and resource contention. These risks do not exist to the same degree in dedicated on-premises
environments. Enterprises must therefore rely on the provider's ability to enforce isolation, access control, and monitoring.

The other options are not intrinsic cloud risks. Incompatible infrastructure can be addressed through architecture design, lack of
skilled personnel is an internal organizational issue, and loss of certification relates to compliance management. Therefore, multitenant
deployments represent the risk assumed when using vendor-provided cloud resources.

HH #172
Which legal framework is concerned with the privacy of data of EU/EEA citizens?

A. COPPA
B. APPI

C. HIPAA
D. GDPR

Ef#E: D

R -

The General Data Protection Regulation (GDPR) is the legal framework concerned with the privacy of data belonging to citizens of
the European Union and the European Economic Area (EU/EEA). Managing Cloud principles explain that GDPR establishes
comprehensive rules governing the collection, processing, storage, and transfer of personal data.

GDPR applies to organizations both within and outside the EU/EEA if they process personal data of EU residents. It enforces strict
requirements related to data protection, consent, breach notification, and individual rights. Cloud service providers and consumers
must ensure compliance when handling EU personal data.

The other options apply to different jurisdictions or data types. HIPAA governs healthcare data in the United States, COPPA
protects children's online privacy in the U.S., and APPI applies to Japan. Therefore, GDPR is the correct framework.

B #173

A business wants to avoid buying physical hardware and wants to host a PCI DSS-compliant application using the infrastructure as a
service (IaaS) model of a public cloud provider. Which method can be used to provide network monitoring security controls in this
environment?

e A. Cloud service provider audit logs

¢ B. Host agent intrusion detection system
e C. Sniffed network ports

e D. Redundant network firewalls

EfE: B

R

A host-based agent intrusion detection system (IDS) can be used to provide network monitoring security controls in an IaaS public
cloud environment. Managing Cloud principles explain that customers do not control physical network infrastructure in public cloud
environments, making traditional network taps or sniffed ports impractical.

Host-based IDS agents monitor traffic, processes, and system activity directly on virtual machines. This approach aligns with PCI
DSS requirements by providing visibility into network activity, intrusion attempts, and policy violations without requiring physical
hardware.

CSP audit logs provide limited visibility, and redundant firewalls focus on traffic control rather than monitoring. Sniffed network ports
require physical access. Therefore, a host-based IDS is the correct solution.

B #174
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