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CrowdStrike Falcon Administrator Sample Questions (Q121-Q126):
NEW QUESTION # 121 
What best describes the effect of disabling detections for a host?

A. Existing detections for the host remain, but no new detections will be presented in the console going forward until re-
enabled
B. Detections for the host are removed from the console immediately and cannot be restored unless the sensor is reinstalled
C. Detections for the host are removed from the console immediately and no new detections display in the console going
forward until re-enabled
D. You cannot disable detections for a single host and are only able to prevent detections via allowlisting

Answer: C

NEW QUESTION # 122 
The alignment of a particular prevention policy to one or more host groups can be completed in which of the following locations
within Falcon?

A. Policy alignment is configured in each policy in the "Assigned Host Groups" tab
B. Policy alignment is configured only once during the initial creation of the policy in the "Create New Policy" pop-up window
C. Policy alignment is configured in the General Settings section under the Configuration menu
D. Policy alignment is configured in the "Host Management" section in the Hosts application

Answer: A

Explanation:
The alignment of a particular prevention policy to one or more host groups can be completed in each policy in the "Assigned Host
Groups" tab. This tab allows the administrator to select which host groups will use the policy, as well as view the number of hosts
and sensors assigned to each group. The other options are either incorrect or not available.

NEW QUESTION # 123 
What may prevent a user from logging into Falcon via single sign-on (SSO)?

A. Falcon is in reduced functionality mode
B. The SSO username doesn't match their email address in Falcon
C. The maintenance token has expired
D. The user never configured their security questions

Answer: B

Explanation:
The option that may prevent a user from logging into Falcon via single sign-on (SSO) is that the SSO username doesn't match their
email address in Falcon. SSO is a feature that allows you to use an external identity provider (IdP) to authenticate and authorize
users to access the Falcon platform. SSO simplifies and streamlines the login process, as users only need to remember one set of
credentials for multiple applications. However, SSO requires that the username in the IdP matches the email address in Falcon for
each user. If there is a mismatch between the username and the email address, the user will not be able to log into Falcon via SSO.

NEW QUESTION # 124 
You need to have the ability to monitor suspicious VBA macros. Which Sensor Visibility setting should be turned on within the
Prevention policy settings?

A. Interpreter-Only
B. Engine (Full Visibility)
C. Script-based Execution Monitoring
D. Additional User Mode Data

Answer: C



Explanation:
Turn on the Script-Based Execution Monitoring prevention policy setting to enable the "Falcon sensor to monitor the contents of
scripts and shells that are popular mechanisms for executing malicious code on hosts. This setting does not kill or block scripts."
Scripting languages:
Excel 4.0 macros
JScript
VBA Macros
VBScript
The Sensor Visibility setting that should be turned on within the Prevention policy settings to monitor suspicious VBA macros is
Script-based Execution Monitoring. Script-based Execution Monitoring is a feature that enables the Falcon sensor to monitor and
prevent malicious script execution on Windows systems. The feature uses machine learning and behavioral analysis to detect
suspicious scripts or commands executed by various script interpreters, such as PowerShell, WScript, CScript, or Bash. VBA
(Visual Basic for Applications) is a scripting language that can be embedded in Microsoft Office documents, such as Word or Excel.
VBA macros can be used to automate tasks or perform actions within the documents, but they can also be abused by attackers to
deliver malware or execute malicious code. Script-based Execution Monitoring can help detect and prevent such attacks by
monitoring the contents of VBA macros for execution of malicious content.

NEW QUESTION # 125 
What command should be run to verify if a Windows sensor is running?

A. ps -ef | grep falcon
B. netstat -f
C. regedit myfile.reg
D. sc query csagent

Answer: D

Explanation:
The command that should be run to verify if a Windows sensor is running is sc query csagent.
This command will display the status and information of the csagent service, which is the Falcon sensor service. The other commands
are either incorrect or not applicable to Windows sensors.
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