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Docker Certified Associate (DCA) Exam 32 %€ DCA & 5% & (Q108-Q113):

M #108
What is used by the kernel to Isolate resources when running Docker containers?

e A. Overlay networks

e B. Namespaces

e C. Control groups (also know as cgroups)
¢ D. Volumes
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IEf: C

ER #109
Wil this command ensure that overlay traffic between service tasks is encrypted?
Solution:docker service create --network --secure

® A Yes
e B.No

IEf#: B

TR

Explanation

= The command docker service create --network --secure will not ensure that overlay traffic between service tasks is encrypted.
This is because the --secure option is not a valid option for the docker service create command]1. To ensure that overlay traffic
between service tasks is encrypted, you need to use the --opt encrypted option when creating the overlay network with the docker
network create command2. For example, to create an encrypted overlay network named my-net, you can use the following
command:

docker network create --driver overlay --opt encrypted my-net

Then, you can use the --network my-net option when creating the service with the docker service create command3. For exanple,
to create a service named my-service using the nginx image and the my-net network, you can use the following command:

docker service create --name my-service --network my-net nginx

References:

* docker service create | Docker Docs

* Use overlay networks | Docker Docs

* Create a service | Docker Docs

B #110
Will this command list all nodes in a swarm cluster from the command line?
Solution: 'docker Is -a'

e A Yes
e B.No

IEf#: B

fi .-

The command docker Is -a does not list all nodes in a swarm cluster from the command line, but rather lists all containers, both
running and stopped, on the current nodel. To list all nodes in a swarm cluster, you need to use the command docker node Is froma
manager node2. This command shows the node ID, hostname, status, availability, and manager status for each node in the swarn?.
You can also use the --filter option to filter the output based on various criteria2. References: Docker Documentation, docker node
Is

=R #111

You want to provide a configuration file to a container at runtime. Does this set of Kubernetes tools and steps accomplish this?
Solution: Turn the configuration file into a configMap object and mount it directly into the appropriate pod and container using the
.spec.containers.configMounts key.

o A. Yes
e B.No

IEf#: B

B #112

Seven managers are in a swarm cluster.
Is this how should they be distributed across three datacenters or availability zones?



Solution: 3-2-2

® A Yes
e B.No

IEf#: B

R -

Explanation

= Distributing seven managers across three datacenters or availability zones as 3-2-2 is not a good way to ensure high availability
and fault tolerance. This is because a swarm cluster requires a majority of managers (more than half) to be available and able to
commumnicate with each other in order to maintain the swarm state and avoid a split-brain scenariol. If one of the datacenters or
availability zones with three managers goes down, the remaining four managers will not have a quorum and the swarm will stop
functioning. A better way to distribute seven managers across three datacenters oravailability zones is 3-3-1 or 3-2-1-1, which will
allow the swarm to survive the loss of one or two datacenters or availability zones, respectively2. References:

* Administer and maintain a swarm of Docker Engines | Docker Docs

* How to Create a Cluster of Docker Containers with Docker Swarm and DigitalOcean on Ubuntu 16.04 | DigitalOcean
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