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learning questions. You can see the demos which are part of the all titles selected from the test bank and the forms of the questions
and answers and know the form of our software on the website pages of our 312-50v13 study materials.

ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q768-Q773):
NEW QUESTION # 768 
Mary found a high vulnerability during a vulnerability scan and notified her server team. After analysis, they sent her proof that a fix to
that issue had already been applied. The vulnerability that Marry found is called what?
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A. Backdoor
B. False-positive
C. False-negative
D. Brute force attack

Answer: B

Explanation:
https://www.infocyte.com/blog/2019/02/16/cybersecurity-101-what-you-need-to-know-about-false-positives- and-false-negatives/
False positives are mislabeled security alerts, indicating there is a threat when in actuality, there isn't. These false/non-malicious alerts
(SIEM events) increase noise for already over-worked security teams and can include software bugs, poorly written software, or
unrecognized network traffic.
False negatives are uncaught cyber threats - overlooked by security tooling because they're dormant, highly sophisticated (i.e. file-
less or capable of lateral movement) or the security infrastructure in place lacks the technological ability to detect these attacks.

NEW QUESTION # 769 
You work for Acme Corporation as Sales Manager. The company has tight network security restrictions. You are trying to steal
data from the company's Sales database (Sales.xls) and transfer them to your home computer. Your company filters and monitors
traffic that leaves from the internal network to the Internet.
How will you achieve this without raising suspicion?

A. You can conceal the Sales.xls database in another file like photo.jpg or other files and send it out in an innocent-looking
email or file transfer using Steganography techniques
B. Package the Sales.xls using Trojan wrappers and telnet them back to your home computer
C. Encrypt the Sales.xls using PGP and e-mail it to your personal gmail account
D. Change the extension of Sales.xls to sales.txt and upload them as attachment to your Hotmail account

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
Steganography allows someone to hide data (like a spreadsheet or document) within another innocuous- looking file (like an image,
video, or audio). This disguises the presence of the data entirely, allowing it to bypass standard data loss prevention (DLP) systems
and firewalls, which look for file types and suspicious patterns.
From CEH v13 Courseware:
* Module 6: Malware Threats # Steganography and Covert Channels
Reference:CEH v13 Study Guide - Module 6: Data Hiding Techniques Using SteganographyNIST SP 800-83
- Guide to Malware Handling and Prevention

NEW QUESTION # 770 
Fingerprinting an Operating System helps a cracker because:

A. It informs the cracker of which vulnerabilities he may be able to exploit on your system
B. It opens a security-delayed window based on the port being scanned
C. It defines exactly what software you have installed
D. It doesn't depend on the patches that have been applied to fix existing security holes

Answer: A

Explanation:
OS fingerprinting helps attackers identify the operating system and version running on a target host. This allows them to:
* Determine potential vulnerabilities
* Choose appropriate exploits for the OS version and configuration
* Bypass ineffective defenses
From CEH v13 Courseware:
* Module 3: Scanning Networks
* Topic: Active and Passive OS Fingerprinting
CEH v13 Study Guide states:
"Fingerprinting identifies the OS type/version and helps attackers choose specific exploits that apply to that system." Incorrect



Options:
* A: Software enumeration is different from OS fingerprinting.
* B/C: Misleading or incorrect in this context.
Reference:CEH v13 Study Guide - Module 3: OS Fingerprinting and ReconnaissanceNmap OS Detection (nmap.org)

NEW QUESTION # 771 
This wireless security protocol allows 192-bit minimum-strength security protocols and cryptographic tools to protect sensitive data,
such as GCMP-2S6. MMAC-SHA384, and ECDSA using a 384-bit elliptic curve.
Which is this wireless security protocol?

A. WPA2-Enterprise
B. WPA3-Personal
C. WPA3-Enterprise
D. WPA2 Personal

Answer: C

Explanation:
Enterprise, governments, and financial institutions have greater security with WPA3-Enterprise. WPA3- Enterprise builds upon
WPA2 and ensures the consistent application of security protocol across the network.
WPA3-Enterprise also offers an optional mode using 192-bit minimum-strength security protocols and cryptographic tools to raised
protect sensitive data:* Authenticated encryption: 256-bit Galois/Counter Mode Protocol (GCMP-256)* Key derivation and
confirmation: 384-bit Hashed Message Authentication Mode (HMAC) with Secure Hash Algorithm (HMAC-SHA384)* Key
establishment and authentication: Elliptic Curve Diffie-Hellman (ECDH) exchange and Elliptic Curve Digital Signature Algorithm
(ECDSA) employing a 384-bit elliptic curve* Robust management frame protection: 256-bit Broadcast/Multicast Integrity Protocol
Galois Message Authentication Code (BIP-GMAC-256)The 192-bit security mode offered by WPA3-Enterprise ensures the
proper combination of cryptographic tools are used and sets a uniform baseline of security within a WPA3 network.
It protects sensitive data using many cryptographic algorithms It provides authenticated encryption using GCMP-256 It uses
HMAC-SHA-384 to generate cryptographic keys It uses ECDSA-384 for exchanging keys

NEW QUESTION # 772 
A penetration tester discovers that a system is infected with malware that encrypts all files and demands payment for decryption.
What type of malware is this?

A. Ransomware
B. Worm
C. Keylogger
D. Spyware

Answer: A

Explanation:
Ransomware encrypts user data and extorts payment for restoration. CEH covers ransomware as a major threat in system hacking,
highlighting encryption-based extortion as its defining behavior.

NEW QUESTION # 773
......
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